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BBenenne

Ooun mopeoeely, HAXBANUBASL C8OU MOBAD
noxkynamento, eogopun: «Mou wumovl ne npo-
ovem Hu ooun meu! Mou meuu npobwvrom aro-
6ou wum!y. Ha smo noxynamenv emy omee-
mu: «3auem MHe HYyHCeH MO Wum, eciu OH
He 3awumum om meoezo meua? M 3auem mHe
HYJCeH MBOll Mey, eciu OH He npodbem meoe-
20 wuma?»

CoBpeMeHHOE pa3BUTHE HH(POPMAMOHHBIX CHCTEM, WX PEBOJIONHNOHHOE
BHEJIPEHHE B Pa3InyHble chepbl MOBCEIHEBHOM KM3HU OCTPO CTaBSIT BOIPOCHI 0bec-
neyenus: nHGpopmannonnoit 6ezomacHocty (MB). OmHol U3 COCTaBISAIONINX MPOIIEC-
ca BcecTopoHHero obecrmeueHnss Ub sBnsgercs ayauT MHOOPMAIMOHHBIX CHCTEM.
VIMeHHO ayauT MO3BOJSET OLEHUTh MPABUIIBHOCTh U aJ€KBAaTHOCTh MPUHHMAEMbIX
Mep 3aIlUThI, BHEAPEHUS HOBBIX CIIOCOOOB M cpeacTB obecneuenus Wb, u B urore —
JaTh OKOHYATEIBbHYIO OIEHKY JOCTUTAeMOMY YPOBHIO 3aIUIIICHHOCTH.

B Hacrosimee BpeMsi mMeeTCs 3HAYMTEIBHOE KOJIMYECTBO PabOT, MOCBSIICH-
HeIX ayanty Vb, OzpHako B IOJABiAIONIEM OOJIBIIMHCTBE 3THX PadOT ayAuT pac-
CMaTpHBAETCsl KaK IPOLECcC MPOBEPKH MH(OPMAIIMOHHBIX CHCTEM Ha COOTBETCTBHE
3apaHee omnpeneneHHsiM TpeboBanmsiM Wb, Bmecte ¢ Tem, tpeboBanus mo Wb, kak
MIpaBuiIo, (POPMYJIMPYETCs [0 UTOTaM aHalM3a MHLHJICHTOB, YTO NPUBOAUT K TOMY,
YTO OHHU PETYJSIPHO OTCTAIOT OT COBPEMEHHBIX BO3MOYKHOCTEHW U MPAKTUKHU JEHCTBUI
HapymmTenei. bomee Toro, cymecTByromnas MpakTHKa IMPOBEACHHUS ayIuTa 3a4acTyIo
HE TpeIyCMaTPUBACT MCTIOIb30BAHUE JUIS MIPOBEPKU 3AIIUIIEHHOCTH HH()OPMAIINOH-
HBIX CHCTEM M3BECTHBIX CIIOCOOOB, CPEJICTB M CIICHAPHEB ACHCTBHUI peallbHBIX Hapy-
muTeneld. HesnaunrenbHOe KOJMYECTBO pabOT, MOCBSIIEHHBIX BOINPOCAM SKCIIEPH-
MEHTAJIbHOTO TECTUPOBAHHS PEANTbHBIX MH(OPMAIMOHHBIX CHCTEM, PACCMATPHBAIOT
TaKWe CHocoOBbl M CIEHApHM HMCKIIOYNTEIBHO KAaK «TECTUPOBAHME Ha IMPOHHKHOBE-
HUE» WIN KaK «UHCTPYMEHTAJbHBIH ayauT», NMPH 3TOM IMPOBEIEHHE TaKOro THUIA
ayaWTa He PETIaMEHTHUPYETCS] KaKHM-JIHOO CHCTEMHBIM MM XOTsI OBl 00IieTeopeTH-
YECKUM MOJXO0AOM. TakuMm 00pa3oM, CyIIECTBYIOMNI YPOBEHb Pa3BUTHS TEOPHUH H
MIPAaKTHKN ayANTA 3aMUIIEHHOCTH WH()OPMAIIMOHHBIX CHCTEM HE TpeJroaraeT Ipo-
BE/ICHHE IOJHOMACIITAOHBIX SKCIEPUMEHTAIBHBIX MCCICJOBAaHUMI aHAIN3UPYEMOii
CHCTEMBI ITyTEM MPUMEHEHHS TECTOBBIX MH()OPMAIMOHHBIX BO3JCHCTBUH, aHATIOTHY-
HBIX T€M, KOTOpBIE MPUMEHSIOT PEealbHbIE HAPYIIUTEIH.

CepbesHee /1eJ10 00CTONT, KOT/ia pedb WAET O KPUTHIECKOH MH(POPMAMOHHON
nndpactpykrype (KMM) rocynapcrsa. B 00nbIIMHCTBE TEXHUYECKH PA3BUTHIX CTPaH
MHpa yXe c(hOPMHUPOBAHBI CHIIBI WH(POPMAIIMOHHBIX Omepanuii («KHOepBOWCKaY),
OJJHOW M3 3a/1a4 KOTOPBIX SIBJISIETCS LIEJICHAIPABICHHOE HapylIeHHe (HYHKIMOHHPO-
BaHMsl KPUTHYECKOH HMH(POPMALMOHHOW WH(PACTPYKTYpBl CTPAH-IIPOTUBHUKOB. B
9TOM CITy4ae YK€ Hellb3sl TOBOPHUTH O HEKMX OJMHOYHBIX «HAPYIIUTENAX», a HE00XO0-
JVIMO paccMaTpuBaTh TaKHE «KHOEPBOMCKa» KaK BBHICOKOPA3BHUTOIO M TEXHHYECKH
MIOJTOTOBJICHHOTO «IPOTHBHHUKA», KOTOPHIH C HAYaJIOM BOCHHBIX IEHCTBHH Oyner
IIPOBOJIUTH HENpPEPHIBHbIC W3OLIPECHHbIC aTakk B MH()OPMALMOHHOM ITPOCTPAHCTBE,
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6e3 ormaakyd Ha OeCKOMIPOMATHOCTh M HCIONB3Ysl BeCh BO3MOJKHBIM apceHal J0-
CTYIHBIX CPEJCTB M CIIOCOOOB MH(POPMAMOHHOTO BO3JCHCTBHUS. B Takux ycroBHAX
yposens 3amuieHHoctu KU rocynapctsa, oneHeHHoil no crangapram 1b, opuen-
THPOBAHHBIM Ha OTJEIBHBIX «HAPYIIUTENEH», MOXKET OKa3aThCid UPE3MEpPHO 3aBBI-
LIEHHbIM, a peajbHOe cocTosiHue 3awmuuieHHocth KUM — HepocTaTO4HBIM JUIst
YCTOHYMBOTO (DYHKIIMOHMPOBAHMS 3TONH MH(PPACTPYKTYPHI B YCIOBHAX ILIEJICHAIPAB-
JICHHBIX MH(OPMAIMOHHBIX BO3AeHCcTBUHA. [101BOISI UTOT, MOXKHO ClielaTh BBIBOZ O
TOM, YTO INEPCHEKTUBHBIM HamnpasieHueM aynuta KWW sBisiercs ee 3KCIepUMEH-
TaJIbHAsl IPOBEPKA IIyT€M TECTUPOBAHMS LEJICHANPABICHHBIMH HH(MOPMAIIMOHHBIMU
BO3JICHCTBUSMH, aHAJIOTHYHBIMH TEM, KOTOPBIE OyIIyT MPUMEHSTHCS MOTEHIIHATEHBIM
IIPOTUBHUKOM.

Iems paboThI — JaTh CTyIEHTaM, 00yJArONIIMCS TI0 HAIIPABICHHIO MTOATOTOBKH
10.05.01 «KomrproTepHast 6€3011aCHOCTEY W M3y4aroluX JUCIUILIAHY «AyauT 0e3-
OIAaCHOCTH KPUTHYECKOH MH(OPMAIIOHHOI HHPPACTPYKTYPBI», CHCTEMaTH3HPOBaH-
HBIE CBEJICHHS 00 3Tamax, TEOPeTHYECKUX W MPAKTHUYECKHX Mojaxonax k ayauty Vb
o6bexToB KM, 00 TectnpoBanny MHGOPMAIMOHHBIX CHCTEM, KaK 00 OJTHOM H3 OC-
HOBHBIX THIIOB ayJIUTa, B TOM YHCJE C yYETOM BO3MOKHOCTH HUCIIOJIBb30BaHUS CIELHU-
QIBHBIX TECTOBBIX CIOCOOOB M CPEACTB Ha OCHOBE MH(OPMALMOHHO-TEXHHUYECKUX
(UTB) n unbopmanmoHHO-TIcUXOM0THYeckux Bo3aeicTauit (MIIB). MMenHo Hare-
JIEHHOCTh Ha Oonee riryookoe m3ydenne UTB u UIIB otnuuaer maHHyo paboTy OT
Jpyrux pador o temaruke ayanta Ub.

B nerom, yaebHOE mocobre 0CHOBAaHO Ha paHee M3JaHHOW MOHOTpaduu aBTO-
pa [1], ¢ yaerom pabor [2, 3, 126], a Taxke U3BECTHBIX pabOT B obyacTu ayauta b
[4-12]. C ygeTroMm TOTO, 9TO aKIIEHT B TaHHOI paboTe caenaH MMeHHO Ha ayaute UTB
n UIIB, aBTOpoM TiyOOKO M3y4alMCh M HMCHOJIB30BAIUCH PAOOTHI, MOCBSILIECHHBIC
MIPAKTUYECKOMY TECTHPOBAHHIO CHCTEM Ha MPOHUKHOBEHUE U TaK Ha3bIBaeMOMY HH-
cTpyMeHTanbHOMy aynuty [13-17, 83-87, 97, 105, 108-118, 127-131]. Kpome Toro,
JUISL pacCMOTPEHHSI OTHOCUTEIBHO HOBOH oOsactu ayauta Ub myrem TecTnpoBaHus
nepconana MIIB aBropom mcnomb3zoBauchk padbotsl [49-67, 73-78, 80-82, 124]. Ho-
MTOJTHUTEINIFHO, JJIsI YTOYHEHHS OT/CJBHBIX YacTHBIX BOmIpocoB ayanTta b aBTopom
OBLTH UCTIOIB30BaHbI paboThl [88-96, 98-104, 106, 107, 199-123].

B miepBoii raBe y4eOHOro mocoOust — « AyAUT KPUTHICCKOH HHPOPMAITHOHHOM
nHQPACTPYKTYpBD» — IMOKa3aHO, YTO AyAWT SIBISIETCS BaXKHOW (DOPMOW KOHTPOJIS U
npoBepku coctosiHus Mb. Takolt KOHTPOJIb MO3BOMIAET IPOBEPUTH aI€KBaTHOCTD BbI-
OpaHHBIX MEp M CPEJCTB 3aLIUTHI, @ TAKKE BBIIBUTH YSI3BUMOCTH B CYIIECTBYIOIINX
nH}OpMaIMOHHBIX cucTeMax. BrisBieHo, 4To 00bekTsl KU SBISIOTCS OCHOBHBIMU
LEJIAMH JUISL BO3TACHCTBHSA CO CTOPOHBI CHJI MH()OPMAIMOHHBIX OTEpaliii HeApyxe-
CTBEHHBIX CTpaH. DTH CHIIBI 00Jaal0T BEICOKUM YPOBHEM TEXHHUYECKHX, OpraHM3a-
LIMOHHBIX, BPEMEHHBIX U JIPYTHX BO3MOXHOCTEH IS TMPOBEJCHUS MPO(HEeCcCHOHANb-
Heix UTB u UIIB npotus o6sextoB KMU. B cBs3u ¢ 3THM, CyOBEKTHI TaKUX BO3/CH-
ctBuit B Mozesix VB Henmb3sl paccMaTrpuBaTh KaK «HApYyIIUTENEH», a HEOOXOIUMO
paccMaTpHUBaTh MX KaK «IIPOTHBHUKOB». B HacTosIiee BpeMsl OCHOBHBIMHU IOJIXOMa-
MU K NpoBeAeHuto aynuTa Vb SBis0TCS aHaIN3 PUCKOB U aHANIN3 COOTBETCTBUS Tpe-
6oBanusaM cra"gaptoB b. B takux ycnoBusix ypoBeHs 3amunieHHoctd KU rocy-
JlapcTBa, OLEHEHHOM 1o cranaaptam Wb, opueHTUpOBaHHBIM Ha OTIEJIBHBIX «Hapy-
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HIUTeNei», MOXKET OKa3aThCs YPE3MEPHO 3aBBIIICHHBIM, a PEalbHOE COCTOSHUE 3a-
mmieHHocTH KU — HemocTaTouHBIM sl YCTOHYMBOTO (DYHKIMOHUPOBAHUS 3TOU
HHQPACTPYKTYPBI B YCIOBHAX IeJICHANPABICHHBIX HNH()OPMAIIMOHHBIX BO3/ICHCTBHI.
IIpu sTOM mepcnekTHBHBIM HampaBieHueM ayauta b oowexroB KU sBisercs ee
SKCHEPIMEHTAIbHAS MPOBEPKA ITyTEM TECTHPOBAHMUS CHEIHATFHBIMA HH(POPMAIIHOH-
HBIMH BO3/ICHCTBHUSMH, aHAJOTHYHBIMHI TE€M, KOTOpBIE OYIyT MPUMEHSTHCS TOTEHIIN-
QIBHBIM TPOTHBHUKOM II0 CLEHAPUSM IPOBEACHHUS PEAIbHBIX HH(POPMALMOHHBIX
oTiepalui.

Bo BTOpoii rnaBe — «TecTupoBaHne Kak OJWH W3 OCHOBHBIX THUIIOB ayJuTa
KPUTHYECKOH MH(POPMAIMOHHOW MH(MPACTPYKTYpB» — MOKa3aHO, YTO TECTHPOBAHHUE
SIBIISICTCS OJJTHUM M3 TUIIOB MPOBEJCHUS ayANUTa, KOTOPOE, OJHAKO, SBISETCS HEOCTA-
TOYHO M3YYEHHOH TeopeTndeckoi obmacteio. IIpn aToM TecTupoBanue, apisercs 60-
Jee THOKMM MHCTPYMEHTOM ayAuTa 4eM, HalpPUMEp, MEPOIPHUSTHS OLEHKH COOTBET-
CTBHS, TaK KaK ero MpoBeJCHHE HE OTPAaHUYCHHO paMKaMM AEHCTBYIOIIUX CTaHAAp-
TOB M PErJIaMEHTOB. DTO MO3BOJIIET BRIOMpATh OoJiee MIMPOKUH TUANa30H CPEIACTB U
CIIOCO0OB TECTUPOBAHMS, a TAKXKE OBITh OOJlee M30MPATEIBHBIM B HANPABJICHUH JO-
CTW)KEHHMS LIeNM ayauTa. Hampumep, IPOBOAMTH TECTOBOE MCCIIEOBAaHUE OOBEKTOB
KHWU x yrpo3am u BBISBIIATH YS3BUMOCTH, €II¢ HE OMMCAHHBIC B 0a3ax yrpos u ys3-
Bumocteit. IIpu tectupoBanum o6wvexToB KM menecoobpasno chopmupoBaTs u
MIPHUACPKUBATHCSA CHCTEMHOTO TMOJX0Ja K MPOBEACHUIO TECTHPOBAHUS CHEIHAIBHBI-
MU cpencrBamu 1 criocodamu MTB u UIIB. Ilpu aTom Takoe TecTpoBaHue HEOOXO-
JUMO paccMaTpUBaTh KaK OCHOBHYIO (OpMy KOHTPOJS YCTOHYHMBOCTH OOBEKTOB
KWW x ueneHanpaBieHHBIM BO3JIEHCTBHAM CHI WH(POPMAIIMOHHBIX OIEpanui He-
JpYKECTBEHHBIX CTpaH. «TecTHpoBaHHE HA OCHOBE MOJENEN» SIBIAETCS T€OpeTUYe-
cKkoit Qopmoii mposeneHust TectupoBanus o0bekToB KM 1 obocHoBaHMs cooTBET-
CTBYIOILETO MHCTPYMEHTApUs Ul MPOBEACHUS YKCIEPUMEHTAIbHBIX HCCIIEJOBAaHUN
WHPOPMAIMOHHEIX Bo3elcTBHA. CpencTBa U crocoOs! criermainbHbix UTB u UIIB,
HCIONB3yeMble HA MPAKTHKE B COOTBETCTBYIOIIUX SKCIEPHUMEHTAJbHBIX HCCIEI0Ba-
HUSIX, OTHOCSITCS K MPUKIAJHOMY HHCTPYMEHTApHIO TecTupoBaHus oobexktos KMU.
[Tpu nposenennn TectupoBanus 006ekTel KM MoryT OBITH (hOpMaTN30BaHBI B BUIE
OPraHM3allMOHHO-TEXHUYECKUX CHCTEM, Ka)JIas M3 KOTOPBIX JEKOMIIO3UPYETCS Ha
NH(OPMAITOHHO-OPTaHU3AMOHHYIO TTOJICHCTEMY (KOTOPYIO COCTaBIISIIOT IIEPCOHAI,
ollepaTopbl, JHIA, NMPUHUMAIONINE pelIeHHs, W T.J1.) U MH(OPMAIMOHHO-TEXHHU-
YEeCKyl0 MOACHUCTEMY (KOTOpasi BKIIIOYACT B ceOsl TEXHHUECKHE CpelcTBa odecrede-
Husi UB). TectupoBanme ypoBHs B HMHPOpPMAIMOHHO-TEXHHYECKON IMOJCHCTEMEI
Lenecoo0pa3zHo NPOBOAMTSH criennainbHbiMu UTB, a TectupoBanue nHbopMamoHHO-
OpraHU3alMOHHON noacucTeMbl — crieunaibHbiMu UTIB.

B Tpetneii raBe yueOHOro mocobus — «TecTupoBaHue KpUTHYECKOH WH(pa-
CTPYKTYPBI CHEIHATbHBIMA HH(POPMAIMOHHO-TEXHUIECKUMH BO3ACHCTBUSIMIY — MO-
Ka3aHo, 4YTO JUIsl ayJuTa YPOBHS 3alIMIICHHOCTH 00bekToB KM B TexHHUECKOi
cdepe MOXKeT OBITh HCII0JIB30BAHO TECTUPOBAHKE ANIapaTHO-TIPOTPAMMHBIX CPEICTB
KNU mytem BO3ICHCTBUS Ha HUX CIICIHATBHBIMHU CpeicTBaMH U crocobdamu UTB.
[Tpu sTom nanHbIe cpenctBa U crocodbl MTB, a Takke cleHapuil X NMPUMEHEHUs
JIOJDKEH COOTBETCTBOBATH TeM cpencTBaM u crocodam MTB, a takke TeM cueHapu-
M, KOTOpBIC MPEAINONAararoTcsd K NPHUMEHEHHIO IOTCHIHAIBHBIM POTHBHUKOM.
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CpenctBa u crocoOsl crnenuansHbix UTB, npennazHaueHHbIe AT TECTHPOBAHUS
o0wrexToB KU, moryT ObITH Kiaccu(UIIPOBaHBI Ha: 0OOPOHUTEIBHBIC, 00CCIICUH-
BalollMe M arakyromye. B pamkax tecrupoBanust o0bektoB KM nomkHBI peanuso-
BBIBATHCSl CIIGHAPHH TIO3TAITHOTO WHTETPAIFHOTO MPUMEHEHHS YKa3aHHBIX THIIOB
WUTB s BceoOBEMITIOMIETO aHANIM3a amapaTHO-IPOrPaMMHON HHQPACTPYKTYPHI
o0pexToB KM, BCKpBITHS ee YA3BUMOCTEH B TEXHHWYECKoW cdepe, a Tarke st
(OpMHUPOBAHUS MPEATOKEHNIN 110 MOAEPHHU3ALMH OOOPOHUTENIBHBIX CPEACTB U CIIO-
co6oB MTB, moBbImaromux ycToMunBocTh 00bekTOoB KM B ycaoBUsAX BeaeHNS WH-
(bopMannoHHOrO POTHBOOOPCTBA. B HacTosmee BpemMst 00OPOHNUTEIBHBIE CPEACTBA
(cpeacTBa aHTUBHPYCHOW 3aIUTHI, CHCTEMbl OOHApyXXEHHsS W IIPEJOTBpAICHHS
BTOPXKEHHH, CPEICTBA KPUIITOrpahMueCKON 3alUThl U T. 1.) B IOJABJISIONIEM YUCIIE
paboT paccMaTpUBAIOTCS KaK OCHOBHOMW 31eMeHT obecneuenns b, HO He Kak cpen-
ctBa oboponutensHbix MTB. Bmecte ¢ Tem, Ha B3risn aBTopa, 0OOPOHHUTEIBHBIE
cpeactBa MTB nomxHbI paccMaTpuBaThCs HE KaK CaMOJIOCTAaTOYHBIE, a KaK BayKHasd,
HO IIPU 3TOM, TOJBKO COCTaBHAasl 4acTb cucTeMbl 3aiuThl KU, koTOpble NOIKHBI
JICHCTBOBATh COBMECTHO C OOECIIECUMBAIOIINMM M aTakyrommmu cpexncrsamu UTB,
UCTIONB3YIOMMMHUCS Ul TecTupoBaHus 3ddexTuBHOCTH 000poHBI. B mieansHOM
ciryyae, 00OpOHHTEINIbHbIE, oOecreunBaroniye u arakyromue MTB nomkHbl ObITh MH-
TErpUPOBaHBbL B €IMHBIA KOMIUIEKC TeCTUpOBaHus 3amuiennocty K.

B dgetBeproit rmaBe — «TecTupoBanue KpUTHIECKOW MH(PACTPYKTYPHI CIICIH-
IBHBIMH MH(pOPMAMOHHO-TICHXOJIOTHYECKUMH BO3ACHCTBHAMI» — IOKa3aHO, YTO
JUI ayAUTa YPOBHS 3aufuiieHHOCTH 00bekToB KNI B opraHn3aniMoHHON 1 TICHXOJIO-
THYECKOH c(hepax MOKET HCIIOIB30BATHCSA TECTUPOBAHNE OTACIBHBIX JIUI U TEPCOHA-
nma KU mytem BO3AeHCTBHS Ha HUX CIEIUAIBHBIX cpencTB U criocobos UIIB. Ilpu
4eM, JaHHble cpejacTBa u cnocoosl MIIB, a Takxke clieHapuii MX NPUMEHEHHs JIOJIK-
HBI COOTBETCTBOBaTh TEM CpPEJICTBaM, Croco0aM U CLIEHApHsIM, KOTOPBIE Mpearoa-
rafoTcsl K NpuMeHeHnto npotus nepconana KMU co cTopoHs! MOTEHIMANBHOTO MPO-
tuBHUKa. CpejcrBa U criocoOb! crnienuansubix WUIIB, npennasHadeHHble Ui TECTH-
poBanus oovekroB KMU, nenecoodpaszno kinaccupuunpoBaTh Ha HHGOPMALMOHHEIE,
JIUHTBUCTHYECKHUE, MCUXOTPOHHBIC, NMCUXO(PHU3UYECKHE, TICHXOTPOMHBIE W COMATO-
ncuxonornieckne. B pamkax Tectuposanms 00bekToB KM MOMKHBI peas30BbI-
BaThCs CLIEHAPUU MOITAHOTO MHTErpaIbHOTO MPUMEHEHHs yKa3aHHbIX THnos MUIIB
JUIsl BCEOOBEMITIOIIETO aHaln3a HMH(OPMAlOHHO-OPraHU3alMOHHON I10JICUCTEMBI
o06bexToB KU, BCKpBITHS €€ yA3BUMOCTEH B OPraHU3aMOHHON M TICHXOJIOTHIECKHX
cdepax, a Takxke 11 GOpMHUPOBAHMS MPEUIOKEHUH 110 MOBBIICHNUIO HH(POPMaINOH-
HO-TICUXOJIOTHYECKOH 0E3011acHOCTH, B MHTEPEcax 00eCIeueH s yCTOHUMBOCTH 00b-
extoB KM B ycnoBusax BeeHNS HH(POPMAITMOHHOTO ITPOTHBOOOPCTRA.

IToMHMO CTYAEHTOB, N3y4aIOMNX JUCHUIUINHY «AYIUT O€301IaCHOCTH KPUTH-
4eCKOH MH(POPMAMOHHOW MH(PPACTPYKTYpbI», MaTepuai yd4eOHOTO TTOCOOHMST MOXKET
OBITH MOJIE3EH CIICIMATNCTaM, HAyYHBIM Pa0OOTHUKAM, COMCKATENIM YUCHOH CTeleHH,
BEyIINM HcCieioBaHus B oostacty ayauta b u onenku 3amumenHoctn nH$opma-
LIMOHHBIX CHCTEM B YCJIOBUSIX HH(OPMAMOHHOTO IPOTHBOOOPCTBA.
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ABTOp BBIpakaeT OJIArOAAPHOCTH PEIEH3CHTAM: JIOKTOPY TEXHHYECKHX HayK
npodeccopy C.M. KinumoBy, TOKTOpY TEXHHYECKMX HayK CTaplieMy HaydHOMY CO-
Tpynuuky A.C. MapkoBy, HokTOpy TexHH4Yeckux Hayk P.JI. MuxaiinoBy, noxtopy
TeXHUUYECKHX HayK npodeccopy NU.b. CaeHKO, JOKTOPY TICHXOIOTHYECKUX HAYK MpPO-
¢peccopy C.D. CepreeBy, 3a MOHCK ONIMOOK M HETOYHOCTEH NPU pELEH3MPOBAHUN
MoHOrpauu, 3a LEHHbIE 3aMEYaHUs, KOTOpPBIE CIIOCOOCTBOBAIM 3HAYMTEIHLHOMY
YIY4IICHUIO KadyecTBa PadOTHI, €€ IMOTHOTHl U SICHOCTH, OPHEHTHPOBAHHOCTH Ha IITH-
POKOTO YHMTaTeNs, a TaKkKe KaHIuaaTy Texuudecknx Hayk K.B. YmaneBy — 3a crunm-
CTHYECKYIO IIPaBKy MaTepHuaa U IOMOIIb IPH NOArOTOBKE PYKOMUCH K U3IAHUIO.
ABTOp OnarojapuT KaHAMAaTa TEXHUYECKMX Hayk npodeccopa A.B. Baxke-

HOBa, KaHIU/IaTa TEXHUUECKUX HayK aoneHTa A.B. KuxTenko, ToOKTOpa TEXHHIECKHAX
Hayk mpodeccopa B.M. BnagumupoBa, IOKTOpa TEXHHMYECKHMX HayK Ipodeccopa
A.T'. JlJomako, mokTtopa BoeHHBIX Hayk mpodeccopa HO.U. CtaponyOuesa, mokropa
TEeXHUUECKHX Hayk mpodeccopa B.M. KypHocoBa, 1OKTOpa TEXHWYECKHX HAyK IIPO-
¢eccopa A.M. SmmHa 3a TO, 9TO IMEHHO OHHU CIIOCOOCTBOBAJIM CTAHOBJICHUIO aBTOPA
KaK y4eHOTO M KaK aJMUHHCTPATOpa HAYyYHOW JAEATENHHOCTH; sI OE3MEPHO TOPKYCh
TEM, YTO MMeJ BO3MOXKHOCTH paboTaTh psiIOM C TaKMMH JIOJbMH, U OCOOEHHO —
YUUTHCA Y HUX.

Kpowme Toro, Belpakaro OrpOMHYI0 IPU3HATEIBHOCTh MOEMY KOJUIEr€ — JOKTO-
Py TexHHueckux Hayk rnpodeccopy B.M. Emennny, 4bn cMenble 1 HOBaTOPCKUE HIEH
B o0yacTi aHamM3a MHHOPMAITMOHHO-TICHXOJIOTHUECKON 6e30MacHOCTH TeXHUYECKUX
CHCTEM €IIE JKIYT CBOMX HccienoBaTeeil. IMeHHO oOmieHre ¢ HUM U 3HAKOMCTBO C
ero paboTaMy MPHUBEIO aBTOpPa K OCO3HAHHMIO BaXKHOW POJIM «UEJIOBEYECKOro (akTo-
pa» B CI0XKHBIX OPraHU3aIlMOHHO-TEXHUUECKUX CUCTEMAX.

ABTOp OyzeT pajJ COTpyIHHYECTBY B paccMaTpuBaeMoOil 00JacTH HccienoBa-
HUH, a TaKke KOHCTPYKTHBHBIM 3aMEUaHMSAM U MPEJUIOKEHUAM. 3aMedaHus U mpe-
JIO>KEHUS ITPOLIY HAIPABJIATH MO ajpecy: mak-serg@yandex.ru.

C.1. MakapeHko
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1. AyauT KpuTn4eckom nHgpopmaumoHHOMn
MHcbpacTpyKTypbI

1.1. Oco6eHHOCTM NpoBeAeHUs1 ayauTa
KPUTU4YECKOWN MH(pOPMaLIMOHHON NH(PPACTPYKTYpPbI

B 2017 r. B Poccun 6bu1 npuHsT denepanbublii 3akoH Ne 187-03 «O 6ezonac-
HOCTH KpUTHYECKOI MH(popManmoHHON HHPpacTpyKTypsl Poccuiickoit dexeparim».
JlaHHBII 3aKOH yCTaHABIMBACT NEepedeHb OOBEKTOB M CYOBEKTOB, OTHOCSIIUXCS K
KU PD, a rtaxke 00s3yeT crenuaibHble CiIykObl pa3paboTaTbh KOMIUIEKC Mep
HaTpaBJICHHBIX Ha 00ecleueHNe UX 3alUIIEHHOCTH.

K o6wexram KU otHOCSTCS [26]:

— wuH(pOpMaNNOHHBIE CHCTEMBI cyOBekToB KI1;

— nHPOPMAIIHOHHO-TEIEKOMMYHHUKAIIMOHHBIE ceTH cyOBhekToB KU,

— aBTOMAaTH3WPOBAHHBIC CHCTEMEI yrpaBiieHns cyorekToB KM,

— eIUHas CeTh EKTPOCBSI3H, 00ECTIeUNBAIONIas B3aUMOACHCTBIE BhIIICyKa-

3aHHBIX OOBEKTOB.

K cyowsexram KUY otHOCsTCS [26]:

— TOCYJZapCTBEHHBIC OPTaHBl M TOCYAAPCTBEHHBIEC YUPEIKICHNUS,

— OpraHu3alMy 37PaBOOXPAHEHUS;

— OpraHu3alllu HayKH;

— OpraHu3aIyy TPAHCIIOPTA,;

— OpraHu3alliy CBA3H;

— OpraHU3alllu dHEPreTHKH;

— oOpraHu3anuu 0aHKOBCKOI cepbl 1 HHBIX cpep PUHAHCOBOTO PHIHKA,;

— OpraHu3ally TOIUIMBHO-YHEPTeTUYECKOTO KOMIIIICKCa;

— OpraHu3alllu AaTOMHOM SHEpPIuu;

— OpraHu3anuu 00OPOHHOM MPOMBIIUICHHOCTH;

— OpraHu3alMy PaKeTHO-KOCMUYECKOH MPOMBIIIICHHOCTH;

— OpraHu3aIy TOPHOIO00BIBAIOIIEH TPOMBIIIIICHHOCTH;

— OpraHU3alMy METAJUTypru4ecKOH MPOMBIIUIEHHOCTH;

— OpraHU3alllu XUMUYECKOH MPOMBIIUIEHHOCTH;

— poccuiicKue IOpUANYECKUe JINIA, KOTOpble 00eCeunBaOT B3aUMO/IeCTBIE

YKa3aHHBIX CyOBEKTOB.

ONHOBpPEMEHHO C 3THM, KaK I0Ka3aHo B pabote [3], Bemymme 3apyOeKHbBIC
CTpaHbl yxe chOpMHUpOBAIM WK B Ommkaiiiee BpemMs cHOpPMHUPYIOT cHiibl HHDOP-
MAaIMOHHBIX Omepanuil («kndepsoiicka»). OCHOBHBIMHU 3aJadyaMM JaHHBIX CHJI SBJIS-
eTcs:

— obecnevyenue 3anmmieHHocTH KU coOCTBEHHOI CTpaHbI;

— IpoBeneHHE HH()OPMAMOHHBIX OTEPAINii, B TOM YHCJIC U C UCTIOJIB30BAHHU-

em UTB u UIIB, nporus KNUU cTpan-npoTUBHUKOB.

B ycnoBusix pocra reononuTHYECKON HaNpskeHHOCTU BOKpyr Poccum, pere-
Hue 3aga4un obecneuenus OezonacHoctu KU ot UTB u UIIB co cTopoHBI cuUl UH-
(OpPMAIMOHHBIX OIepanuii HelpY)KeCTBEHHO HACTPOEHHBIX CTPaH SABIACTCA AaKTy-
AITBHOW W BaXKHOM 3a/1a4eil TOCY1apCTBEHHOTO 3HAYCHMS.
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IIpu obecneuenun Wb Hapsmy ¢ mpoleccaMu peanlu3allii 3allUTHBIX Mep,
00y4eHus TIepcoHaa, BHEIPCHHS MOJUTUKN OC30IIaCHOCTH U T. 1., BA)KHOE 3HAUCHHE
HMEIOT MIPOILECCHl KOHTPOJI U MpoBepku cocTosiHus Mb. Takoif KOHTPOIIb MO3BOJISAET
MIPOBEPUTH AJEKBATHOCTh BBIOPAHHBIX MEP M CPEICTB 3AIIUTHI, a TAKXKE BBIIBUTH
ySI3BUMOCTH B cymiecTByronmux cucreMax KMU. Cpenu niporieccoB KOHTPOJIS M TIPO-
Bepku b ocoboe monokenne 3anuMaeT ayaut Vb, OCHOBHBIM Ha3Ha4YE€HHEM KOTO-
poro siBisieTcs: pOPMUPOBAHUE HE3aBUCHMOM OlleHKH ypoBHs Ub.

B Hacrostmiee BpeMsi MMeeTCs 3HAYUTEIBHOE KOJIMYECTBO PadOT, MOCBAIICH-
HBIX aynuty Wb, Hanpumep, pabotel [4-12]. OqHako, MaTepHaibsl, MPEICTaBICHHBIC B
MTOIABJISOIIEM OOJIBITMHCTBE ITHX PadoT, HE YYUTHIBAIOT CIICIU(UKHU ayTUTa CHCTEM
KHWMU, xotopast 3aximouaercs B cienyomeM. Eciu paHHee OTAEIbHbIE MHUIUACHTHI
Wb 6putn CBSI3aHHBI C NEHCTBUSAMH HapyIIUTENeH, TO ceifuac ¢ pa3BUTHEM KOHIEII-
iy uHopMarmonHoro npotuBodopctsa (MI16), ayaur KW noimkeH mpoBOAUTHCS
¢ yueToM Bo3MokHOcTel nmpoBenenus MTB u UIIB cunamu nH(OpMaMOHHBIX OIe-
pammii («kubepBorickamu»). B aTOM citydae yke Hellb3s TOBOPUTH O HEKHX OJMHOY-
HBIX «HAPYIIATEIAX», & HEOOXOIUMO PacCMaTprUBaTh TaKWe CHIIBI KaK BHICOKOpPa3BU-
TOTO «IIPOTUBHUKAY, 00JIaJAFONIET0 MPAKTHYCCKH HEOTPAHUYCHHBIMH PECypCaMu JIIst
NpoBeAeHHUss MH(OPMAIMOHHBIX  ONEpalMii B MHPOBOM  HH(OPMAIMOHHO-
TEJICKOMMYHHUKAIIMOHHOM TIPOCTPAHCTBE, 3a7ada KOTOPBIX — II€JICHAIPaBICHHOE
Hapymenne GynknuonnpoBanns KUH, 6e3 ormsankn Ha GECKOMIPOMATHOCTH, C HC-
MIOJIb30BAaHHEM BCErO0 BO3MOXKHOTO apceHana AOCTYMHBIX CPEACTB U CIIOCOOOB HH-
(opmarmoHHOTO BO3MCHCTBUA. B Takmx ycnmoBusax ypoBeHb 3amuineHHocTHn KU
rocyJIapcTBa, OLEHEHHOW 1o craHgapram b, opueHTHpOBaHHBIM Ha OTAEIBHBIX
«HAPYUIUTENEH», MOXKET 0Ka3aThCsl YPE3MEPHO 3aBBILIEHHBIM, @ PEAJIbHOE COCTOSIHUE
samuieHHoct KU — HemocTaTouHbIM TSl YCTOWYHBOTO (PYHKITHOHHPOBAHHS ITOM
HHQPACTPYKTYpHI B YCIOBHSX LEJICHAIIPABICHHBIX HH(OPMAIIMOHHBIX BO3/IEHCTBHUI.
Takum 00pa3om, MEpCHICKTUBHBIM HarpaBieHueM aynuta KU sBisercs ee sKcre-
pUMEHTalIbHASL MPOBEPKA MYTEM TECTHPOBAHHS LICJICHANPABICHHBIMU HH(OpMAIIH-
OHHBIMH BO3/I€IICTBUSMHU, aHAJIOTUYHBIMU Te€M, KOTOPBIE OyIyT NMPUMEHSTHCS MOTEH-
[UATBHBIM TPOTUBHUKOM.

Bwmecte ¢ Tem, aHanm3 m3BecTHBIX padoT mo ayauty Mb [4-12] mokasan, 9Tto
STHM paboTaM CBOMCTBEHHBI 00IIUE HEAOCTaTKU. K MX 4HCIy OTHOCUTCS TO, YTO OC-
HOBHOM yIIOp B HUX JIeNaeTCs Ha CIEAYIOIINE aCIEeKThI:

— cnenu(UKy OTHCTBHBIX 3TAallOB INPOBEACHUS ayAWTa W MEPONPUSATHS Ha

Ka)XJIOM M3 JTaIloB,

— IpOBEJIEHHE ayauTa TOJIbKO HAa OCHOBE aHAJIN3a PUCKOB WM aHAJIM3a CTaH-

naptos Ub;

— ¢dopmupoBanre u QopManM3aMI0O MOACTHA ayIuTa, MOJCTH HapyIIHTe-

JISI/TIPOTUBHHKA, MOJICITH YTPO3.

IIpu sTOM B M3BecTHHIX paboTrax [4-12] HEAOCTaTOYHO BHUMAHHS YACISIETCS
TECTUPOBAHUIO KaK OJHOMY U3 TUIOB ayauTa Mb. DkcnepuMeHThl 0 TECTUPOBAHUIO
pEaNbHBIX CHCTEM pAaccMaTpUBAIOTCS B OTPAaHMUYEHHOM BHJE HCKIIOUMTEIBHO Kak
«TE€CTUPOBAHHE HA TNPOHUKHOBEHUE» WIM KaK «MHCTPYMEHTAIBHBIM ayauT», Mpu
9TOM TPOBEJCHUE TAKOTO TUIA ayJUTa HE PErIaMEHTHUPYETCsS KaKUM-TTHOO CHUCTEeM-
HBIM FJTH JJayKe TEOPETHIECKUM MOJIXOJIOM.
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B cBsA3u ¢ 9TUM, IPOBEAEM aHAIU3 CYLIECTBYIOIIUX MOAX0A0B K ayauty Ub ¢
(dbopMHupOBaHMEM HOBBIX MOJIOKeHHH 1o ayauty Wb tam, rae sto HeoOXoaumo, c
ydeToM nenecoobpasHoctu aynura cucreM KW, ocHOBaHHOTO Ha MX 3KCIEPUMEH-
TaJbHOM UCCIIEOBAHUU U TECTUPOBAHUU 34 CUET UCIOJb30BaHMS CIIELUANIBHBIX CIIO-
co6oB u cpeacts UTB u UIIB, nMUTHpYIOMKX CIIOCOOB! U CPEACTBA MOTCHIHAIBHO-
IO IPOTUBHHUKA.

1.2. OnpegeneHne ayauta MHOpMaLMOHHOM 6e3onacHoOCTU

B HacTosimiee BpeMs HET CIO0KUBIIETOCS OIPEACICHHUS ayIuTa, IPUMEHIEMOTO
11t aHanu3a ypoBHs b, B pa3nuuHbIX MCTOYHUKAX MOKHO BCTPETUTH Pa3IUYHbIC
omnpezenenus. [IpuBesieM HEKOTOPBIE U3 HUX.

Ayoum — Qopma HE3aBHCHMOTO, HEHTPaJIbHOTO KOHTPOJSI KakKoro-indo
HamnpaBleHUs JeSITeIbHOCTH opranu3ammu [4].

Ayoum — COBOKYMHOCTH CHENIHANBHBIX MPHUEMOB (METOIOB), MCIOIB3YEMBIX
JuIsi 00pabOTKM MCXOAHOW HMH(OPMALUM IS JOCTIKCHUS MOCTABJICHHBIX IIENeil.
MHoroo6pa3Hble IPUEMBI ayAUTa MPOBEPOK OOBIYHO OOBEAUHSIOT B YETHIPE TPYIIIIHL:
OTIpeJIeNICHNE PEaJbHOTO COCTOSIHHS OOBEKTOB, aHANW3, OIEHKAa W (POPMHpPOBAHUE
TEXHUYECKUX MPeIIOKeHHH [9].

Ayoum — cHCTeMaTHYCCKHW, HE3aBUCHMBIA M JOKYMEHTHPOBAHHBIA MPOLIECC
HoJTy4deHus 3anucei, pukcupoBanus GakToB WIM JPYroi cooTBeTCTBYIOMECH HHDOP-
MaIy ¥ UX OOBEKTHBHOTO OLEHWBAHUS C LENBI0 YCTAHOBICHUS CTETIICHH BBITIOJIHE-
HUS 3aJJaHHBIX TpeOoBanuii [10].

Ayoum unghopmayuonnvix cucmem — TPOBEPKA HCIOJIB3YyEMbIX KOMIAHUEH
MH(POPMAITHOHHBIX CHCTEM, CHCTEM 0€30IIaCHOCTH, CHCTEM CBSA3M C BHEIIHEH cpesoii,
KOPIIOPaTUBHOM CETH HA IPEIMET MX COOTBETCTBMSI OM3HEC-TIpoLeccaM, IMPOTEKako-
MM B KOMITaHUH, @ TaK)Ke COOTBETCTBUS MEXIyHApOAHBIM CTaHIapTaM C MOCIIey-
IOIIEi OLICHKOH PUCKOB cO0€B B MX (yHKIMOHHpOBaHUH [18].

Ayoum ungopmayuonnou bezonacnocmu — MEPONIPUATHS TIO OLEHKE COCTOS-
HUST MHPOPMALMOHHON 0e301macHOCTH MH(POPMAIMOHHONW aBTOMAaTH3WPOBAHHOW CH-
CTEeMBI M Pa3padOTKN PEKOMEHIAIMHI 110 NPUMEHEHHIO KOMIUIEKCA OPraHH3alOHHBIX
Mep W MPOrPaMMHO-TEXHHYECKUX CPE/ICTB, HAIIPABICHHBIX HAa 00ECIECUCHNE 3aIUTHI
HH(GOPMAITHOHHBIX PECYPCOB HHPOPMAIIMOHHOM cucTeMbl oT yrpo3 1B [4].

Ayoum unghopmayuonnoii 6ezonacnocmu — CACTEMHBIH TIPOIECC MOYYCHUS
O0OBEKTUBHBIX KaU€CTBEHHBIX U KOIMYECTBEHHBIX OLEHOK O TekylleM coctosinuu Ub
KOMITAaHUHM B COOTBETCTBUH C OIPEACICHHBIMH KPUTEPHUSAMH U IIOKa3aTeIsIMH Oe€3-
onacHoctH [18].

Ayoum unghopmayuonnou OezonacHocmu — KOMIDIGKC OpraHH3alUOHHO-
TEXHUYECKUX MEpONPUSATHH, MPOBOJUMBIX HE3aBUCHUMBIMU AKCIIEPTAaMH, MMEIOIINX
LIEJIBIO OLIEHUTH cocTosiHue b 00BbeKTa ayauTa u CTENICHH €r0 COOTBETCTBUS KpHUTe-
pusim aynura [19].

Ha B3rnsig aBTopa, siBiisieTcsl Hanbosee oOMMM M B MAaKCHMAJIBHOUW CTENEeHU
OTPKAIOIIM IIPOIIECC TPOBEACHHUS ayauTa, a Takke TapMOHM3HPYIOMEM C
ISO 19011 — 2011, siBsieTcst cineayroliee onpeneieHue.

Ayoum ungopmayuonrou be30nacHocmu — CACTeMAaTHYCCKUN, HE3aBUCUMBIN H
JOKYMEHTHPYEMBIil TPOLIECC TMONIyUYCHHsI OICHOK coctosiHust b o0bekta aynura u
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00BEKTHBHOIO UX aHAIU3a C LECJIbI0 YCTAHOBJICHHS CTCIICHNU COOTBETCTBUS KPUTCPU-
SAM ayauTa.

1.3. Uenu u 3apgaum ayguTta

AHanu3upysl BbIIIEYKa3aHHBIE OMPEIETICHUs, MOXKHO CAENaTh BEIBOJ 00 001ei
U YaCTHBIX 3a/1a4ax ayauTa.

OO6meli 3amaveit aynura siBjsieTcs mpoBepka u oneHnBanue MC Ha cooTBeT-
CTBHE KPUTEPHUAM, KOTOPBIE OTPEIEISIOT TpeOoBaHus K ypoBHI0 Ub.

UacTHeIMHU 3a71auaMu ayauTa sBisiercs [4, 19]:

— aHaIU3 PUCKOB, CBSI3aHHBIX C BO3MOXXHOCTBIO peasM3aliy yrpo3 Oe3omac-

HOCTH;

— OLEHKa TEeKYIIEro yPOBHsI 3alUIIEHHOCTH;

— BBIABIIEHHE YSI3BUMOCTEH B MOJACUCTEME 3AIUTHI H «Y3KUX MECT» CHCTEMBI;

— OIIEHKa COOTBETCTBHSI CUCTEMBI U €€ 3alllThI CYNIECTBYIONIMM CTaHIapTaM
B obnactu 1B, a Takxke noiuTHKe 6€30MacHOCTH;

— (opmupoBaHue peKOMEHIAINIA 0 KOMIUICKCY MEp, HAPABICHHBIX HA I10-
BhITIeHUE () ()EKTUBHOCTH CYIIECTBYIONIECH CUCTEMBI 3aIIUTHI.

Henu aynuta MOXKHO nmozapa3aenuTs Ha [19]:

— TIpEBEHTHBHBIC — HANPaBIICHHBIC Ha IPEBEHTHBHOEC BBIABICHUC YIpo3 H
ySI3BUMOCTEH, a Takxke Ha (JOPMHUPOBAHKME MEP IO MPEIOTBPALICHUIO UHIIU-
nentos Ub;

— JCTEKTUPYIOIIHNE — HAIIPABJICHHBIC HA O0OHAPY)KEHHE HOBBIX WIIM YTOYHCHUC
0COOCHHOCTEH YK€ UMEIOIIUXCS YTPO3 U YA3BUMOCTEH CUCTEMBI 3aIIUTHI BO
BpeMs Ui nocie uHiuaeHtos Ub;

— KOPPEKTHUPYIOIIHE — HAIpaBJICHHBIC HAa (OPMUPOBAHUE KOMILIEKCA MEp IT0-
BEIIICHUS d(P(GEKTHBHOCTH CYIICCTBYIOIICH CHCTEMBI 3alIUTHI ITOCIC HHIU-
nentoB Wb ¢ ydeToM BHOBB BBISIBICHHBIX YIPO3 U YSI3BUMOCTEH.

B nacrosmiee Bpemst aynut Vb ipoBOIAT 10 OTHONICHHIO K CIEAYIONIMM 00b-

ektam [10]:

— OpraHu3alluu;

— OuBHeC-TIPOIIECCHI;

— CHCTEMBI yIpaBJIeHUs (MEHEPKMEHTA);

— nH(pOPMAITHOHHBIC CHCTEMEI;

— TEXHUYCCKHE CHCTCMBI.

ITo popme ayaut MoxeT ObITH [10]:

OpraHU3aIIOHHO-HOPMATHUBHBIM — KOTJIa aHAJIH3UPYETCS OpPTraHU3aIllHOHHBIC
MepornpusTus odecrieueHus b u HopMaTHBHBIC aKThI B JaHHOH cdepe;

— TEXHUYECKUM — KOTJa aHAIM3UPYETCs] TEXHUYECKHE CPENICTBA U CIIOCOOBI
obecnieuenus U1b.

Aynut siBisiercst HanOosiee odmiet Gopmoit ornenku coctosaus Wb oObekra
ayanuTa. AyIUT MPOBOJAUTCS HA COOTBETCTBHE JIIOOBIM TPeOOBaHUSM, cHOPMYIHPO-
BaHHBIM KaK 3aMHTCPCCOBAHHBIMHU JIMIIAMH, TaK M HOPMATHBHBIMH IOKYMCHTAMHU.
AyIUT MOXET BKIIOYATh B ceOsS MPOBEICHUE Pa3HYHBIX CIOCOOOB TECTHPOBAHHUS
ITOJICKCTEM U TIPOIIECCOB 00BEKTA ayaUTa, aHAIN3 JTOKYMCHTAIIMU U APYTHX WHPOP-
MAIMOHHBIX HCTOYHUKOB, HHTCPBBIOUPOBAHUC CIICIIUAIUCTOB U T. .
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1.4. dtanbl npoBeAeHUA ayauTa

[Tpn mposenennn ayauta VB 0OBIYHO MPOBOAWTCS CIeXyIOMIas IMOCIEI0BA-
TEILHOCTh MeponpusTuii [4, 9]:
1) aTam — moAroTOBUTEILHBIH:

BBIOOp 00BEKTA AyANTA;

BBIOOP KPUTEPHEB M METOJIOB Ay IUTA;

BEIOOP CPEICTB U CITOCOOOB ayANTa;

(opMHUpOBaHHE KOMaH/IbI ayIUTOPOB;

omperenaeHre ooObeMa i MaciTaba ayiuTa, yCTAaHOBJICHHE €0 CPOKOB.

2) 3Tam — OCHOBHOI:

ananm3 cocrossHus b oObexTa aymura;

perucTpanusi, cOOp U IpPOBEpKa CTATUCTUYECKUX JAHHBIX U PE3yJIbTaToB
HMHCTPYMEHTAJIbHBIX U3MEPEHUH YS3BUMOCTEU U YIPO3;

OLIEHKA PE3yIbTaTOB MPOBEPKH;

(bopMupoBaHKE OTYETA O Pe3yJIbTaTax IPOBEPKH I10 OTACIBHBIM 3JIeMEHTaM
00BeKTa ayanTa U pa3nu4HbeIM acriektam 1b.

3) sTam — 3aKIFOYNTETBHBIH:

COCTaBJIEHHE UTOTOBOI'0 OTYETA;

(dopMHpOBaHHE PEKOMEHIAIMI 110 KOMIUICKCY Mep, HallpaBJICHHBIX Ha I0-
BhIlIcHUE () (DEKTHBHOCTH CYIICCTBYIOIICH CHCTEMBbI 3aIUThI;

pa3paboTKa TIaHa MEPONPHUSTHH MO YCTPaHEHHIO YS3BUMOCTEH M HEHO-
cTaTtkoB B obecrieuennu Ub.

HOCJ’IC[[OBaTeJ'II)HOCTI) IMMpOBEACHUA ayauTa, 0CO0EHHO Ipru HCIOJIb30BaHUN
IMOAX0A0B, OCHOBAHHBIX HAa aHAJIU3C CTaHAAPTOB b u OIICHKEC COOTBCTCTBUA, N1O0CTA-
TOYHO IMOJPOOHO OINMHMcaHa B W3BecTHOW juteparype [4, 10, 20], mosTomy nanee mo-
IpoOHO HEe pacCMaTPUBACTCSI.

1.4. Cxema npoBegeHus ayguTta

[TpoBeneHue aynura mpexycMaTpUBACT CIIEA0BAHHUE OMpeeleHHOH (hopmas-
HOH Tpoleaype NpoBepKH 00beKTa ayauTa. JlaHHas mporeaypa MpoBOJUTCS B COOT-
BETCTBHH C IPEABAPUTEIHHO C(HOPMUPOBAHHBIMH (POPMATEHBIMU OIHCAHUSIMU 00'b-
€KTa U Ipoliecca ayIuTa, a Takke akTyaiabHbIX yrpos Wb [4, 19]:

MOJICJIBIO AY/IUTA;

MOJICITbIO HAPYIITUTEISI/ TIPOTUBHUKA;

MOJIETIBIO YTPO3;

OOIIMM MTPAKTHYECKUM TTOAXO0IOM K MTPOBEACHUIO ayTUTa;
OOIIMM TEOPETHUECKUM TIOXO0JIOM K ITPOBEICHHUIO ayIUTa.

[Ipu mpoBeneHWH Takoil (GopManu3anuu 00sA3aTEITHHO TPOIUCHIBAIOTCS Clie-
JYIOIIUE acCleKThl uccienoBanus [9]:

HUCTOYHUKH YIpO3;

3aIlHIIAEMBbIE TIOJICUCTEMBI, PECYPCHI, IPOLIECCHI NN APYTHE DJIEMEHTHI CH-
CTEMB;

CBSI3U MEXY UCTOUYHHKAMM YIPO3 U 3alUIIAEMbIMU 3JIEMEHTHI CUCTEMBI;
CTPYKTypa H MPOIecchl PYyHKIIMOHUPOBAHUS TTIOJACUCTEMBI 3aIUTHI.
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OO6mrast cxemMa B3aUMOJCHCTBHS BBINICYKAa3aHHBIX OOBEKTOB MPHU IPOBEIACHUH
ay/nTa IpecTaBlieHa Ha puC. 1.
Mopens ayaura BKIIOYaeT B ceds popmanuzoBanHoe omucanue [ 18]:
— o0beKTa ayauTa;
— IIeNU ay/nTa;
TIPEIBSIBISIEMBIX TPEOOBAHUIA;
— HCIIOJIB3YEeMbIX IIPAKTHUECKUX M TEOPETUUECKUX I10JIXO/I0B;
— MacimTaba 1 TITyOnHBI;
HCITOJTHUTEIICH;
TIOpS/IKa TIPOBEJICHUS AyANTA.

( CoBepLueHCTBOBaHWE
moaenun HapyLIJMTeJ'Iﬂ/I'IpOTVIEHMKa

W NepeyHs akTyanbHbIX yRSBVIMOCTel:l

UTB une O6Lwmit TeopeTUdecKuit OB6Lwit npakTUieckuin
NOAXOA K NpoBeAeHto noaxoA K NpoBeaeHuo

ayauta ayauta

Basa gaHHbIX
MHOPMALIMOHHBIX
BO34ENCTBUIA

Mogenb
HapywuTtens/
NPOTUBUBHMKA

MoTeHuuansHo
yCneLuHble cLieHapun
VMHOPMALIMOHHBIX
BO34ENCTBUN

Mogenb yrpos
Yassumoctu
TpebosaHus
Mpoyecc
Basa aaHHbIX p)u
ya3BMMocTei v MokasaTtenu OueHka ypoBHs
6e3onacHocTn 3aLLMLLEHHOCTN
Mogenb l
Mogenb ayguta
cucTembl PekomeHgaLmm no koMnnekcy Mep

HanpaBneHHbIX Ha NOBbILLIEHWE YPOBHS
PeanbHan cuctema
— 06bekT ayauta
CoBepLueHCTBOBaHWE

3aLLMLLIEHHOCTM
MOZEN CUCTEMbI
1 Mopenu ayauta

Puc. 1. Cxema nporecca ayaura

CueHapun
AencTBuiA

KoHdburypauus
cucTeMbl

Monntnka
6esonacHocTn

Mozens HapyIIUTENI/IPOTHBHUKA BKITFOUaeT B cebs [19]:

— (opmanu3oBaHHOE ONMKCAHUE HAPYIIUTEIS/ TIPOTHBHUKA,;

— Kpurepuu Hapyuenus Ub;

— KaTeropupoBaHHUE HAPYIIUTENICH/TTPOTUBHUKOB;

— TIPEIIOJIOKEeHNSA O KBAMM(HUKAINH, BO3MOKHOCTSIX, PacIolaTaéMbIX Cpefl-
CTBax M croco6ax MHPOPMALIMOHHOTO BO3ACUCTBUS ISl KaXKI0H KaTeropuu
HapyUIUTENEeH/ TPOTUBHUKOB,

— TIPEATNOJIOKEHUSI O CLEHAPHUSIX JIEHCTBUU KaXKIOM KaTeropu HapylIUTe-
JIeH/TIPOTHBHUKOB;



— ypOBEHb IOJHOMOUHI U CIIOCOOB! MOTYYEHHsI IOCTyIa K CHCTEME I KaK-
JIOH KaTeropuy HapyIIUTENCH/ IPOTHBHUKOB.
Mopens yrpo3 BKIIOYaeT B ceds popmanuzoBanHoe onucanue [19]:
— Kareropui yrpos:
O YTPO3BI JOCTYITHOCTH;
O YTrpO3bI LENOCTHOCTH;
O yrpo3bl KOHQHUICHIHAIEHOCTH;
— TPy yTpo3:
O YTpO3bl, peaan3yeMble MyTEeM HCIIOIb30BAHUS TEXHUUECKNX KaHAIIOB
yTEUKH HHPOPMALIH;
O yrpo3bl, peaju3yeMble C HCHOJIB30BaHUEM CPEJICTB U CIOco0O0B
UTB [3];
O YyTrpo3bl, peann3yeMble ¢ UCIIOIb30BaHNEM CpeCcTB U criocobos WIIB
WJIH COLMANbHON nHxkenepud [3].

1.5. O6wue nogxoabl K NPOBeAEHUIO ayauTa

Ha ocnoBanmm ananm3za pa6ot mo ayauty Ub [4-12] MOXHO BBIIETUTH CleTy-
IOIINE OCHOBHBIC TTOIXO/IBI K IPOBEACHHIO Ay IUTa:

— TPaKTUYECKHUH MOJXOM K IPOBE/ICHUIO ay/INTa;

— TEOPETHUUECKHUIl MOAXO0/1 K TPOBEIACHHIO ayAnTa.

O6mras xaccuuKanys MoIX010B MpeacTaBiIeHa Ha puc. 2. PaccMorpum maH-
HBIE ITOIXO/IbI O0JIee MOAPOOHO.

[ O6wwe nogxoabl K NpoBeAeHUIo ayauTa ]

|
MpakTuyeckuit noaxon [ TeopuTHUyeckuit noaxon J

Ha ocHose aHanusa [ ]
puckos Knaccucpukayus, ocHogaHHas Ha
Knaccugpukayus, ocHogaHHasi Ha
-y cmenexu docmynHocmu
Ha ocHose aHannaa
craHpaprtos B

06 061 ayduma

Benblii awmk

Moaenu 3penoctu

«Cepbli ALK

KomBuHMpoBaHHbIN, Ha [ MPOLECCHbI MOAXOA ]
OCHOBE Kak aHanuaa
PWCKOB, TaK 1
craHpaptos B
R ISO/IEC 15504

ISO/IEC 21827

Ha ocHose
9KCMEPUMEHTANbHBIX

«YepHblit ALLWK»

nccrefoBaHuii cucTemb!
1N ee NpoToTUNa

Mopxop Ha ocHose
MOZIENM OLIeHKM

Puc. 2. Kimaccudukarwst o0mmx moaxo0B K mpoBeaeHuro ayauta b
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1.5.1. MNpakTnyeckme noaxoabl K NpoBeAEHUIO ayauTa

OOUMMU MPAaKTHYSCKUMHU MOIXO0JaMU K MPOBEICHHUIO ayIuTa SBISFOTCS Clie-
nyromue [19]:

— ayJauT Ha OCHOBE aHAJM3a PUCKOB;

— ayauT Ha OcCHOBe aHanmu3a crangaptos Ub;

— ayauT Ha OCHOBE KOMOWHHPOBAHHs aHAJIM3a PUCKOB U aHaIM3a CTaHAAp-

ToB Ub;
— ayAMT Ha OCHOBE 3KCIIEPUMEHTAIbHBIX HCCIICAOBAHUI CHCTEMBI WIH €€
[IPOTOTHUIIA.

AyIuT Ha OCHOBE aHAJIM3a PHUCKOB IPOBOJMTCS C HCIIOJIb30BaHHEM (Hop-
MaJIbHBIX METOJOB aHaJHM3a PUCKOB, KOTJA ayIUTOp ONpEeAesseT Ui HCCIeTyeMOn
CHCTEMbI HHIUBUIyalbHBIA HaO0op TpeOoBanuid 1B, B HanOombIIell cTeeHn YIUThI-
BaIOIMI 0COOEHHOCTH JTAaHHOM CUCTEMBI, Cpe/ibl ee (DYHKIIMOHUPOBAHUS M XapaKTep-
HBIE yrpo3sl Oe3omacHOCTH. JIaHHBIM MOAXOJ SABISETCS Hauboiee TPYHAOEMKHM MU
TpeOyeT BBICOKOHM TeOpeTHIeCcKO KBaTU(pHUKAIINK ayanTopa. Ha kagecTBo pe3ynbTa-
TOB ay/iUTa, B 3TOM CJIy4ae, CUJIbHO BIMAET MCIIOJIb3yeMasi METOJI0JIOTUS aHaIu3a U
yIOpaBJieHUs PUCKAMH, a TaKKe €€ MPUMEHUMOCTb K KOHKPETHOMY THIly HCCIIedye-
MOH CHCTEMBL.

AHnanuz pucka — CUCTEMaTHIECKOE MCIIONB30BaHNE MH(OPMAIUN [T HICHTHU-
(buKaIMK MUCTOYHUKOB YIPO3 M OILICHKU BeMUYUHBI pucka [10]. MeTonabr aHamu3a puc-
Ka MOTYT OBITh KAa4eCTBCHHBIMHU, IIOJYKOIWYECTBEHHBIMH M KOJIUYECTBCHHBIMU.
Heo0xoamMo OTMETHTb, YTO TOJHBIA KOJMYECTBEHHBIH aHANNW3 CHCTEM HE BCeraa
BO3MOXKEH BCJIEACTBUE CIOXKHOCTH coBpeMeHHbIX MC, 3aTpyHEHHOCTH IOJIyYEHUs
aJIeKBaTHOM CTaTUCTUKU MHLMJIEHTOB U JIp. AHA/IN3 prcKa BKiItoyaeT stansl [10].

— WHBEHTApHU3aIlNX U KaTETOPHPOBAHHS PECYPCOB CHCTEMBI;

— HICHTH(UKAIINH 3HAYUMBIX YTPO3 U YI3BUMOCTEH;

— OLEHKY BEpOATHOCTEH peann3aluu yrpo3 1 ysI3BUMOCTEH.

B nacrosmee BpeMs clI0KMIach HOPMAaTUBHAsA 0a3a aHAIM3a PUCKAa B 00IacTH
Wb B Buge TOCT P UCO/MBK 27005 — 2010 «MubopmarmonHas TexHoiorus. Me-
TOJBI M CPEICTBA oOecIieueHmst 0e30macHoCTH. MEeHeKMEHT prcka HHPOPMAIHOH-
HOM 6€30MacHOCTI», KOTOPBIH OMpeneNnseT MPOLECCHbIN NOAXO0/ K YIPaBICHUIO pUC-
KaMH, BKITIOYAIOIIMN B TOM 4YHCIE OIEHKY W 00paboTky pucka. bonee mompoOHas
nH(popMaIys 00 ayIuTe Ha OCHOBE aHaJIM3a PUCKOB IMpecTaBlieHa B padoTax [9-11].

AyauT HA OCHOBe aHAJM3Aa CTAHIAPTOB MH(OPMAIMOHHOI 0e30MacHOCTH
sIBIIsIeTCs caMbIM npakTHuHbIM. Crannaptsl Vb onpexnersior 6a30Bbiid Habop TpebGo-
BaHUM 0€30MacHOCTH IS MIMPOKOTO KJlacca CHUCTEM, KOTOPBIN GopMupyercs B pe-
3ynbTare 0600meHnss MupoBoi npakTuku. Cranmaptel Ub mMoryt ompenensarts pas-
Hble HAOOpbI TpeOOBaHMI 0E30IIACHOCTH B 3aBUCHMOCTH OT YPOBHS 3aILHIICHHOCTH
HCCIIEyeMON CHCTEMBI, KOTOPBIH TpelOyeTcsi oOecrneuynTh, €€ MPUHAIICKHOCTH
(xoMMepUecKkasi OpraHu3aIis, JH00 roCyJapCTBEHHOE YUPEKICHNUE), a TAKOKe Ha3HAa-
4yeHus ((PMHAHCHI, TPOMBIIIICHHOCTH, CBsI3b U T. I.). OT ayauTopa B TaHHOM CITydae
TpeOyeTcsi MPaBUIIBHO OMpPEACTUTh HA0Op TPeOOBaHUH CTaHIAPTa, COOTBETCTBUE KO-
TOpBIM TpeOyeTcst oOecneunTs il KOHKPETHOM uccnenyeMoil cuctemsl. bonee mo-
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JpoOHast nHpopManus 00 ayiuTe Ha OCHOBE aHanu3a cranaaptoB Vb npencrasiena
B pabotax [4, 10, 20].

Kom0nHupoBaHHBbI ayauT, ¢ HCIOJb30BAHHEM KAaK aHAJIM3a PUCKOB, TAK
U craHaapToB HHGOPMANMOHHON 6e30macHOCTH sBiseTcs Hanboiee >ddexTns-
HBIM TIOJIXO/IOM K MPOBEJCHUIO ayauTa. ba3oBwiii HaOop TpeboBaHMii 6€30MACHOCTH,
MIPEIBABISIEMBIX K HCCIIEAYEMBIM CHCTEMaM, ompenensercs ctanmapramu Ub. Jo-
MIOJTHUTEIIFHBIC TPEOOBAHUS, B MAKCHMAIILHOM CTEIICHH YYUTHIBAIOILIHE OCOOCHHOCTH
(YHKIIHOHMPOBAHUS KOHKPETHOW CHCTEMBI, (DOPMHUPYIOTCS Ha OCHOBE aHAIHM3a PHC-
KOB. DTOT TMOAXOJ TIPOIIE ayJuTa HAa OCHOBE aHAJM3a PUCKOB, T.K. OOJBIIAs YacTh
TpeboBanmii 1B yxe onpenencHa craHmapTamu, U, B TO )K€ BPEMs, OH JIUIICH HEI0-
CTaTKa BTOPOro MOAXO[a, 3aKIIOYAONIEr0 B TOM, YTO TpeOOBaHMsI CTaHAAPTA MOTYT
HE YYUTHIBATh CTIEIU(PHUKNA KOHKPETHBIX CHCTEM.

B GomprmHCcTBE padoT mo ayamty [4, 5, 9, 10, 20, 21], yka3sIBaloTCs TOIBKO
9TU TPH HOAXO0Ja. BMmecTe ¢ TeM, OTIENBHO BBLACIAIOT TaK HA3bIBAEMBIH «TECT Ha
npoHukHOBeHHE» [13]. OT BBIIIEyKa3aHHBIX MOAXOIOB €r0 OTIMYAeT TO, YTO 3TO
Pa3HOBUIHOCTh MMEHHO HKCIIEPHMEHTAIBHOTO MCCICIOBAaHUA 00BEKTa, IIPOBOIUMO-
'O C IIEJBIO BEISBIICHUS CIIA0BIX MECT B 3alIHTE MM HOBBIX YSI3BHMOCTEH, KaK paBU-
JI0, IO UTOTaM BHEJPEHUSI HOBBIX Mep 3aluThl. Ha B3rmsa aBTOpa «TecT Ha MPOHUK-
HOBEHHUE» SBJIIETCS He Ooyiee 4eM YacTHON Pa3HOBHIHOCTBHIO €IIe OJHOTO OOIIEero
IOJIX0/1a K ayIUTy — ayAWTa Ha OCHOBE KCIICPUMEHTAIBHBIX MCCIEIOBAaHUN CHCTE-
MBI WU €€ MPOTOTHIIA.

AyIUT HA OCHOBE JKCIEPHUMEHTAIBHBIX HCCIeJ0BAHMII CHCTeMbl WJIH ee
NMPOTOTHNA, TIPOBOAUTCS C MPUMEHEHHEM IPOTHUB CHCTEMbI CPEICTB MIH CIHOCOOOB
WTB nu UTIB c 11enpio MpakTHIeCKoN TPOBEPKH dPPEKTUBHOCTH TEXHHICCKUAX HITH
OpPraHU3AIIMOHHBIX MEp 3aIUTHI,  TAK)KE BBISIBIICHHUS HOBBIX YSI3BUMOCTECH CHCTCMBI.
JlaHHBIN TOAXO/ MO CTETIEHH HANPABIEHHOCTH Ha TEXHUYECKYIO WM OpraHHU3aI[loH-
HO-TICHXOJIOTHYECKYIO Chepy MOKHO MOpa3ACIUTh Ha:

— ayJauT TEeXHUYECKUX IOJCUCTEM — MPOBOJUTCS C IO MPAKTHYCCKH Olle-

HUTH YCTOIUUBOCTh TEXHUYECKUX CPEJICTB M CIIOCOOOB 3aIIUTHI (KaK amma-
PaTHBIX, TaK U MIPOTPAMMHBIX), P TIPIMEHEHNH TIPOTHUB HUX I[eJICHANPaB-
nerHpIx UTB, a Takxke ypoBeHs b, obecnieunBaeMBbIil B TAKHX YCIIOBHSIX;
— ayJouT OpPraHMU3alOHHBIX MOJCHCTEM — IPOBOIUTCS C IIETBI0 MPAKTHYCCKH
OILIEHUTb YCTONYMBOCTh OPTraHU3AIIMOHHBIX MEp, PErJIaMEHTOB 00eceueHUs
Wb, opraHn3aiy 1 MOBeICHNS e¢ MepcoHalia P MPUMEHEHHH IPOTUB Op-
TaHU3AIMK WM e TepcoHana neneHanpasieHHbx UIIB, a taxke ypoBeHb
UBb, obecricurBaeMblii B TAKUX YCIIOBHSIX;

— KOMIUIEKCHBIH ayJUT — MPOBOANUTCS C ILENBI0 MPAKTHUYECKOTO OLCHUBAHUS
ypoBHs1 1B, obecriedynBaeMblii B YCIOBHUSX IIeJICHANPABICHHOTO TPUMEHE-
Hus kak UTB, tak u UIIB. IMeHHO K 3TOMY BUIYy ayAMTa, 10 MHEHUIO aB-
TOpa, OTHOCUTCS «TECTUPOBAHUE HA TPOHUKHOBCHHUEY.

B HekoTophIx padoTax, Hanpumep Takux kak [10, 13, 18], w1 manHOTO TOM-
XOJIa MCTIOJB3YIOT TEPMUHBI «aKTUBHBIH ayAWUT» WIA «HHCTPYMEHTAIBHBIA ayIuTy.
OpHako, Ha B3IJSL aBTOpa, OTH MOHATUA SIBISIOTCA HEKOPPEKTHBbIMH. MHCTpyMeH-
TaNbHBI ayJUT TEPMHUHOJIOTHMYECKH COOTBETCTBYET MCCIIEOBAHUIO CHUCTEMBI C IO-
MOIITBIO JIFOOBIX «MHCTPYMEHTAIBHBIX CPEACTBY, MO KOTOPHIMH B W3BECTHOW JIHTE-
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paType MOHMMAIOTCA MPEUMYIIECTBEHHO TEXHHYECKHE CPEACTBA (armapaTHbIe HIH
MIpOTpaMMHBIC), HO He criocoOsl enenanpasieHHoro UTB wmun UIIB. Tepmun «ax-
TUBHBII ayAuT» B OONbLIEH CTENEHU COOTBETCTBYET BBHICOKOW CTENEHU BO3AEHCTBUS
Ha 00BEKT UCCIICIOBAHUS, C IIEBIO BBI3BATh B HEM TpeOyemble n3MeHeHus. [Ipu aTom
1oj faHHbIM TepMuH He nonazaroT UTB u UIIB, npoBoauMele ¢ pa3BeblBaTEIbHbI-
mu nensmu [3, 126].

1.5.2. TeopeTuyeckue noaxoabl K NpoBeAeHUIO ayauTa

PaccMoTprM OCHOBHBIE TEOPETHYECKHE IMOIXOJBI, KOTOPHIC JIEXKAT B OCHOBE
METOJIOJIOTUH ayIUTa.
B 3aBuUCHMMOCTH OT UCTONB3yeMOU (GopMbl (hopManHU3aluu Mpolecca aHannu3a
BBIICIISIIOT CIIEAYIONINE TEOPETUIECKHIE TTOIX0bI K ayauty [11, 12]:
— IIPOLIECCHBIN IIOAXOM:
o Ha ocHoBe meTomojoruu IDEFQ;
o Ha ocHOBe MeTonosiorud IDEF1;
o Ha ocHOBe MeToaoyiornu IDEF2;
o Ha ocHOBe MeToaoyioruu IDEF3;
o Ha ocHoBe Metojoioruu IDEF4;
— OCHOBaHHBIC Ha MOJICIIH OLICHKH;
— OCHOBAHHBIC Ha MOJICIH 3PEIOCTH:
o Ha ocHoBe cranaapta ISO/IEC 15504 «upopManmoHHas TeXHOJIO-
rusi. OneHKa mporeccay;
o Ha ocHoBe ctanmapta ISO/IEC 21827 «HXUHUPUHT O€301IaCHOCTH
CHCTEM — MOJICITb 3PEIOCTH BOZMOKHOCTENY;
o Ha ocHoBe ctanmapta COBIT (Control Objectives for Information
and related Technology);
o Ha ocHoBe ctanmapra URSIT (Uniform Interagency Rating System
for Information Technology).
PaccMoTpHuM 3TH TeopeTHdecKue MOaX0 B! K ayIuTy 0ojiee HoapoOHO.
IIpoueccHbIii MOAX01 paccMaTpUBAET ACSITEIBHOCTH 10 oOectieueHuo Mb kak
BCIIOMOTATENBHBIA TporecC B (YHKIMOHUPOBAHUHM OpPraHW3aIlMd W ee OW3Hec-
nporieccos [11]. DTo oOycnoBneHo TeM, uTo cuctema obecnieuenust Mb, Bkirouas co-
OTBETCTBYIOIIHE MPOIECCH], HAPSIMYIO HE y4acTBYIOT B IIEJEBBIX IPOIleccax opra-
HU3aIMy (HalpuMep, B BBIITYCKe KOHKPETHON MPOIYKIIMN), 2 HA00OPOT, TaKe MOBHI-
LIAIOT CTOMMOCTD MPOJYKIIMHU, [0 CBOCH CYTH SIBISSACH 3aTpaTHBIMU Ui OpraHu3a-
nun. Bmecte ¢ TeM, 3atpaTsl Ha obecniedenne 1B cmocoO6CTBYIOT CHIYKEHUIO MTOTEH-
[UATBHBIX MOTEPh, YIAaCTBYS TaKHM 00pa3oM B OCHOBHBIX OHM3HEC-TIpoIieccax opra-
Huzauuu. Ha ocHOBE MpoOLIeCCHOTO MOJX0/a AEATENbHOCTh OpraHu3alMy MPe/ICTaB-
JISIETCS. B BUJIE COBOKYITHOCTH M UEPAPXUU IEIEBBIX U BCIIOMOTATENbHBIX MPOIECCOB
Tpex rpymm [11]:
— TIPOIIECCH YIpaBiIeHus (TIPOLeCChl MEHEPKMEHTA OpraHN3allHN );
— OCHOBHBIC IIPOLIECCHI (TIPOLIECCCHI LIEIEBON ICATCIPHOCTH OPraHU3allHH);
— BCIIOMOTaTelIbHbIE MPOLIECCHI (MIPOLECCHI, CBA3aHHBIE C PECypCaMu OpraHH-
3a1mn).
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Jlanuble mpoueccs! popmanusyercst Ha ocHoBe Metononorun IDEF (Integrated
DEFinition) — mpezncrarieHue 10001 U3y4aeMOl CHCTEMBI B BHJIC HaOOpa B3aUMO-
JICUCTBYIOIINX ¥ B3aUMOCBSI3aHHBIX OJIOKOB, OTOOP@)KAIOLIMX MPOLECCH, ONEPaIny,
JIeHcTBUA, MpoucXoAsiiue B uzydyaeMoil cucreme. [Ipu arom B merononoruu IDEF
pasIHYaloT TPU YPOBHS NOAPOOHOCTH TpeAcTaBIeHus mporeccos [11, 12]:

— IDEFO0 — ¢opmanm3yeT mporueccsl ¢ y9eToM uX (pYHKIHH, HepapXuu H JIO-

TMYECKUX OTHOIICHUH MEXKTy HUMHU;

— IDEFI — ¢opmanmsyeT nHGOPMAITMOHHBIE MTPOIECCH C YIETOM HX CTPYK-
TYpPBI U B3aUMOCBSI3H;

— IDEF2 — ¢opmanmusyet npouecch Tak ke kak IDEF0, nmpu aTom gomnonHu-
TENBHO YYUTHIBAET JUHAMHKY IPOTEKaHHUS MPOLECCOB BO BPEMEHU;

— IDEF3 — ¢opmanusyer mpomeccsl Tak ke kak IDEFO0, mpu 3ToM Kaskmpli
MPOLIECC JOTOIHUTENEHO MOXKET OBITH JEKOMIIO3MPOBAaH HA OT/ENIbHBIC
(byHKIIMOHAIBHBIE OJOKH, 4TO TpebyeTcs A Oosiee MOAPOOHOTO OMHUCAHUS
TEXHOJIOTHYECKUX OTICPAITHii;

— IDEF4 — dopmanu3yeT mporecchl Ha OCHOBE 00BEKTHO-OPHEHTUPOBAHHOTO
MO/IX0/1a, B JIAJIbHEHIIEM JaHHBIH TEOPETHUECKUH T01X0]1 OBbUI TOJIOXKEH B
ocHoBy npukianHoi koHuenuuu SOA (Service-Oriented Architectures).

ITonxon, ocHOBaHHBIN Ha MOJEIH OLEHKH, 33a/1aeT NEPEeYeHb U ITAJOHHYIO
MOJIeNTb OIICHUBACMBIX ITPOIIECCOB O0BEKTa ayHTa, ONPEaeNseT KPUTCPUH ayauTa 1
KJIFOYEBBIE MOKa3aTeld, & TAKXKe CIoco0 OIEHMBAHHS MPOLECCOB C MOMOIIBIO STHX
mokasaresieil U crmoco0d OTOOpaKeHHS pe3ynbTaToB oleHuBaHUSA. OCHOBY Mojenu
OLIEHKH COCTABIISIOT MEPEUEHb U MOAEND OIIEHUBAEMBIX IPOIIECCOB U COBOKYITHOCTD
TIOKa3aTenei, KOTOpbIe NCTIONb3YIOTCS Il cOOpa JaHHBIX W OIPE/ICIICHHS CTEICHH
JOCTIDKCHUS YCTaHOBIICHHBIX KpuTepues obecrieuenus Vb [11]. K atomy Teoperuye-
CKOMY MOJXOJY OTHOCHUTCS MOJAABJIONIee OOJBIIMHCTBO MPUKIIATHBIX MOJXOM0B K
ay/uTy, KOTOpbIE OPHEHTHUPOBAHBI HA OIEHKY mokasareneil Ub u ux mposepky Ha
COOTBETCTBHE 3apaHee ONPECICHHBIM KPUTEPHUSIM.

IMMonxon, ocHoBanHbIii Ha Moaenn 3pesoctn (Capability Maturity Model —
CMM) 6w pa3paboTaH B MHAYCTPUHU co3aaHusi porpaMMHOro obecriedenus (I10)
JUISL OLICHKH 3PEJIOCTH TporieccoB pa3padoTku [10 n ompeneneHust KIIOYEBBIX Jei-
CTBUH, HEOOXOAMMBIX Ui JajbHeWmero ero pa3sutus. Mcxonnas moxens CMM
CTaja CTaHIapToOM Jie-(aKTo JJIsi OLIEHKH U COBEPIICHCTBOBAHMS IPOIIECCOB CO3/1a-
Hus [10. bazoBas metononorust CMM onpenenser KpUTEPUH U BBIAEISAET S5 ypOBHEHR
3pPEJIOCTH MPOIECCOB OT MEPBOI0 — «HAYAIBHOTO», XapaKTEPH3YIOLIETOCsl TeM, UYTO
HeKasl LleJIeHANpPAaBICHHAs JESITENbHOCTh OCYILECTBISIETCS, HO HE KOHTPOJIUPYETCS,
He (opManmu3yeTcs U T. ., 10 MSATOTO — HEMPEPHIBHO COBEPIICHCTBYIOIIETOCS», Xa-
PaKTEPHU3YIOIETOCS TEM, UTO JIEATEIBHOCTh B PAMKAX IPOIECCOB HE TOJIBKO OCHOBBI-
BAaETCS Ha JyYIINX CTaHIapTax, HO U HEIIPEPBIBHO YITyUIIAETCs U ONITHMHU3HUPYETCSL.

[To3xe TeopeTHUeCKHi MoaX0/I, OCHOBAHHBIN HAa MOJAETH 3PEJIOCTH C OIpeie-
JICHHBIMH M3MEHEHMSIMH, OBUI MOJIOXKEH B OCHOBY MEX[yHapPOAHBIX CTAHAAPTOB MH-
¢dopmanmonHeix Texaonoruit u Mb, Takux, kak ISO/IEC 15504 «MupopmarmonHas
texHonorus. Onenka npoueccay, ISO/IEC 21827 «VHKUHUPHHT 0€30MaCHOCTH CH-
CTeM — MOJIENb 3PEJIOCTH BO3MOXHOCTEH», TaKk M MHBIX OTPACIEBBIX MM MPOQUIB-
HBIX cTaHnapTos, Takux, kak COBIT (Control Objectives for Information and related
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Technology — 3amauun ynpasieHus iss HHHOPMAIMOHHBIX U CMEKHBIX TEXHOJIOTHIT)
u URSIT (Uniform Interagency Rating System for Information Technology — Ennnast
peUTHHTOBasI cucTeMa JUlsl HHPOPMAaLMOHHBIX TeXHOJI0oTHi) [11].

B 3aBuUCHMMOCTH OT CTENEHH JOCTYMHOCTH MH(pOpMaiuu 00 oObeKTe ayauTa
BBIICIISIIOT CIIEAYIOIINE TEOPETUIECKIE MOIX0AbI [22]:

— TIOZIXOJ Ha OCHOBE «0eIoro sAImuKay;

— TO/XOJ Ha OCHOBE «CEPOTO SIIHKA;

— TIOJIXOJT Ha OCHOBE «YEPHOTO SIINKAY.

AynnuT Ha OCHOBE «OEJOTO SIIMKa» OCHOBaH HA TOM, YTO AyAWTOpP MMEET J0-
CTYIl K IOJHOW MH(pOPMALUK O CTPYKType M (PYHKIIMOHUPOBAHUHU HCCIIEAYEMOH CH-
crembl. Harpumep, 171 OpraHn3aliioHHOM CHCTEMBI 3TO MOXKET OBITh HH(OPMALHS O
MTOJTHOMOYHSAX, O (POPMAITBHBIX U HE(POPMAIBHBIX COIMAIBHBIX CBA3AX; O (hopMaib-
HBIX pETJIaMEHTaX M MPUHATHIX (He(OpMalbHBIX) HOPMax roseieHus. [ Texanye-
CKHMX CHCTEM 3TO MOXXET OBITh MOJHBIN JIOCTYI K CTPYKTYPHBIM, (YHKIMOHAIBHBIM 1
MIPUHITUITHAIBFHBIM CXeMaM allapaTHBIX CPEICTB, a TAKXKE JOCTYI K HCXOTHOMY KOy
1 CONIPOBOAUTENBHON JOKYMEHTAIIMH TIPOTPAMMHOTO 00ECTICUCHUSL.

AyIMT Ha OCHOBE «CEpOTO SIIMKa» OCHOBAH HAa TOM, YTO ayAHTOPY YAaCTHYHO
M3BECTHO O MapaMeTpax MCcleyeMOl CHCcTeMbl, HO HH(pOpManus 000 BceX MPUHIIU-
max ee (YHKIHMOHHUPOBAHUS M CTPYKTYPHI SIBJISIOTCS CKPBITBIMH OT ayauTOpa.
Hampumep, MoxeT OBITh H3BECTHO O BXOJIHBIX U BBIXOHBIX JaHHBIX, O CAMBIX OOMINX
NpUHIUIaX (GYHKIMOHUPOBAHUS CUCTEMBI U €€ TIpejroaraemMas cTpykrypa. st op-
TaHMU3AI[MOHHOM CHCTEMBI 3TO MOXKET OBITh MH(OPMAIHS TOJIBKO O HOpMax PyKOBO-
JSIIUX TOKyMEHTOB, O ()OPMAIIbHBIX ITOJHOMOYHAX M OOS3aHHOCTSX JOJKHOCTHBIX
auL, 0e3 yKa3aHWs TICHUXOJIOTHYECKMX OCOOCHHOCTEH KOHKPETHBIX MEPCOHAINH M
MIPUHATBIX HOPM IIOBEJCHHS B KOJUICKTHBE. JIJIsi TEXHMYECKHX CHCTEM, 3TO MOXKET
OBITH JOCTYI K BXOAHBIM U BBIXOJHBIM JaHHBIM 00BEKTa ayUTa, a TAKKe HEKOTOphIE
TIPEATIONOKEHUST 00 OCHOBHBIX NMPUHIUIAX (DYHKIIMOHHUPOBAHUS M CTPYKTYPBI €TO
anmnapaTHbIX CPEJCTB U IPOrPAMMHOT0 00ECIICUCHUS.

AyIMT Ha OCHOBE «YEPHOTO SIIIMKa» OCHOBAH Ha TOM, YTO MH(OpMAIUs O Ha-
pameTpax, CTpyKType M MPHUHIUNAX (YHKIHOHUPOBAHHS HCCIEAYEMOH CHCTEMBI SB-
JsIeTCS M3HAYAIBHO HEJOCTYITHOH IS ayAUTOpA.

1.6. Knaccudmkaumsa ayaura

O6mas knaccudukanust ayaura Ub, ¢ ydueroM BblenpeacTaBiIeHHOH 1eKOM-
TIO3UIMN HEKOTOPBIX U3 3THX MEPONPHUATHH, IPUBEICHA Ha puC. 3.

Aynnt Vb MOeT OBITh KJIACCU(HIMPOBAH 110 CIIEIYIOMINM OCHOBaHUSIM:

1) no uenu ayaura;

2) 1o o0BEKTy ayauTa;

3) mo ¢opme aynura;

4) 1O MPaKTHYECKOMY TTOIXOJLy K MTPOBECHUIO ay/INTa;

5) MO TeOpeTHYECKOMY MOAXOAY K IPOBEICHUIO ayANTa,;

6) O CTETCHM BO3JCHCTBHS HAa OOBEKT ay/InTa;

7) TO CTENeHN JIeTaIbHOCTH;

8) 10 MECTOHAaXOXKAECHHIO ayIUTOpa M0 OTHOIICHHIO K UCCIEAYEMON CUCTEME;

9) mo Tumy ayaura.
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Knaccuduxanus ayaura o ocHOBaHHAM 1-5 ObLIa paccMOTpeHa BBINIE, Jajiee
OynyT paccMoTpeHa Kiaccu(UKaIys ayIuTa o OCHOBaHUSIM 6-9.
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ITo crenenyn BO3/IEHCTBYSI HA OOBEKT, ayAUT MOXKET OBITh KJIaCCH(DUIMPOBAH KaK:

— TIaCCUBHBIN;

— AKTHUBHBIH.

ITaccuBHBII ayiuT, 9TO MPOBELECHUE MEPOIPUATHM, KOTOPbIE HE BHOCAT U3Me-
HEHHH B peasbHBIN 00BEKT ayJuTa U HE MEePEeBOAT €ro B aApyroe cocrosHue. K mac-
CHBHOMY ayJHUTy OTHOCSTCS JIFOOBIC THITBI ay/JUTa, IIPOBOANMBIC HA OCHOBE aHAIIN3a
crannaptoB Mb, a taxke Ha ocHOBe (opManbHBIX Mozeneil aHanu3a puckoB. Ecmu
MIPHA ayJUTe TPOBOJHUTCS TECTUPOBAHME HAa OCHOBE MOJENEH, TO TaKOH THIT ayauTa
TOJKE OTHOCUTCS K ImaccuBHOMY. K macCMBHOMY ayIuTy TakKe MOYKHO OTHECTH Me-
PONPUSTHS, CBSI3aHHBIE C NMPUMEHEHHMEM CHELUAJIbHBIX CpencTB U criocoboB UTB
mim UIIB pa3senbiBaTesIbHOTO Xapakrepa, OpUCHTHPOBAHHBIX Ha cOOp CBeleHuil 00
00BEKTE ayIUTa WK €T0 CPEJICTB 3AIIUTHI.

AKTHUBHBIM ayquT, NPelycMaTpUBAET IPOBEAECHHE MEPONPUATHH, KOTOPBIE
CBSI3aHBI C IIEJICHANpPABICHHBIM BO3JCHCTBHEM HA HCCICAYyEMYIO CHCTEMY C LENbI0
MIPOBECTH aHAIN3 €€ PEaKInil WIIH IIEPEBECTH ee B TpedyeMoe COCTOSIHIE, KaK MPaBHU-
710, ¢ 0oJIee HU3KUM yPOBHEM 3alIUIIEHHOCTH. K aKTHBHOMY ay/INTy MOXHO OTHECTH
MIPOBENICHUE TECTHPOBAHMS CHCTeMbI LeneHanpasieHasiMa UTB u UIIB, dpopmupo-
BaHHME HEKOPPEKTHBIX WM JIOKHBIX MCXOJHBIX JAHHBIX, (POPMHUpOBaHHE HeOIaro-
MIPUATHOH cpesibl (PyHKIMOHUPOBAHUSI CUCTEMBI, BHECEHHE U3MEHEHUI B €€ CTPYKTY-
Py WIIH BCTpAaUBAHUE B HEE JOTIOIHUTEIBHBIX (DYHKIIMOHAIBHBIX HJIEMEHTOB.

B HekoTopbIx paboTax, HanmpuMep, Takux Kak [1, 3, 10, 23, 24], moj akTUBHBIM
ayIUTOM TIOHMMAaeTcs JIF000e MCIIONB30BaHUE CPEACTB M COCO00B cbopa mHpopMa-
UM O COCTOSHHM TIOACUCTEMBI CETEBOM 3allMThI, MMUTHPYIOIIUX ACHUCTBHA 3710-
YMBIIIICHHUKA/TPOTUBHUKA. Kpome Toro, B psie cirydaeB Ul Takoro aKTHBHOTO
ayauTa MCHOJIb3YIOT MOHATHE «MHCTPYMEHTANBHBIN aynuT». OAHAKO, Ha B3IJIA] aB-
TOpa, TaKO! TEPMUHOJIOTMYECKUH MOAX0A HeBepeH. K akTHBHOMY ayIUTy MOXKHO OT-
HECTU HE BCE MEPOINPHUATUS MOHUTOPHHIA CETEBOH 3allUTHI, & TOIBKO T€, KOTOpPBIE
HCIONB3YIOT WIN MOJEIUPYIOT PealbHble BO3ACHCTBHSI HA UCCIEAYEMYIO CHCTEMY.

ITo cTerneHu JerajJbHOCTH, ayJUT MOXKET ObITh KilaccuuimpoBaH kak [4, 13]:

— JIeTaJbHBIN;

— HeJerajabHbIH.

JleranpHblil aymuT, OTIMYAETCS MPAaBOBOM OE30IMACHOCTBIO M, KAK IPABHUIIO,
MIPOBOJUTCS HAa OCHOBAaHMUHU JOTOBOpa ayJUTOpa C 3aKa34MKOM, MMEIOIIUM IpsIMOe
OTHOILICHUE K OOCCIEUCHUIO OE30IMacHOCTH O0BEKTa ayAWTa, C LENbI0 BHIPAOOTKH
Mep, HaIPaBJIEHHBIX HA MOBBIIIEHUE YPOBHS €r0 3aIlUTHI.

HeneranbHblil ayJuT OCHOBAH Ha MOJIY4YECHUU MHPOPMALUH 00 ySI3BUMOCTH HC-
CIIeyeMOM CHCTEMBI HeJleTalbHBIMI MPOTHBO3AKOHHBIMHU criocobamu. K Takum He-
JETaIbHBIM CIOCO00aM MOYKHO OTHECTH: BOPOBCTBO, NMpEIHAMEPEHHBIH OOMaH, He-
CaHKI[MOHMPOBAaHHOE MPOCIYIINBAHUE, TOMACIKY HICHTH(QHUIUPYIOMNX JIOKYMEH-
TOB, a TaK)Ke HCIIOIB30BAHUE PA3TUYHBIX ACHCTBHH, KOTOPBHIE COAEPXKAT MPH3HAKU
MIPOTHBOINpPABHBIX JesHUl. Takike K HeneraabHbIM MEPONPUATHAM MOYKHO OTHECTH
ayJWT, IPOBOJUMBINA MPU YYaCTHX WU 3aKa3y TPETHUX JIUL], C LI€TbIO MOCIETYIOMIETO
HCIIONIb30BaHUs PE3yJIbTaToOB ayauTa JUls HaHeceHHs yuiepba uccieayeMoil cucteme
WA OpTaHM3aIIH.
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[Mpu knaccupukanuy ayaura Ha JeralbHbIl U HellerajJbHbIH HEOOX0IUMO OT-
METHUTb CIIEIYIOIINI TPOTHBOPEYHBEII MOMEHT. [Ipy rpoBeaeHrn HHPOPMALMOHHBIX
orepanyii COOTBETCTBYIOIMMHU CHIaMH («KHOEpBOWCKaMU») TaHHBIE ONEpaluu pe-
TJIAMEHTHPYIOTCSI BHYTPEHHUMH yCTaBaMU TOW CTOPOHBI, KOTOpasi UX IPOBOJUT, T.C.
B OTHOIICHHWHU 3TO CTOPOHBI ayIUT CHCTEM NTPOTHBHHUKA SABIIACTCS JICTaNbHBIM. Bme-
CTe C TeM, IPOBEICHUE TAKOTO ayJUTa, KaK IMPaBUIIO, CBA3aHHO C HAPYIIEHHEM 3aKO-
HOJATENbCTBA TOM CTOPOHBI, K KOTOPOW INPHHAJISKUT OOBEKT ayquTa, COOTBET-
CTBEHHO IO OTHOIIICHHIO K ATOH CTOPOHE ayAUT SBISACTCS HEJCTATBHBIM.

ITo MecTOHaXOXIEHHIO ayIUTOpa MO OTHOIIEHHIO K HCCIETYyeMOH CHUCTEME
ayJIHUT MOKET OBITh KiaccupuuupoBas Ha [4, 19]:

— BHEUIHUH;

— BHYTPEHHUI.

Brewmnuii ayoum — npoBOIUTCS] BHEITHUMH HE3aBUCHMBIMH SKCTIEPTAMH N C
HCTIOJIb30BaHUEM TEXHUUYECKHX CPEACTB M CIOCOOOB TECTUPOBAHUS, HAXOMAIMINXCS
BHE Hccienyemoii cucteMbl. Kak otmedaercs B paborax [4, 19], kak mpaBuio, BHEII-
HUH ayIHUT — 3TO Pa30BO€ MEPONPHUATHE, NPOBOAUMOE 110 WHUIIMATHBE PYKOBOJCTBA
OpraHU3allku.

Brympennuii ayoum — HenpepbIBHAs IEATENbHOCTb, KOTOPas OCYIIECTBISAETCS
MOPA3IeTICHUSIME CIyKOBl 0€30MacCHOCTH OPraHM3aIlMd B COOTBETCTBHU C perja-
MEHTHPYIOIIAMH JOKYMEHTAMH OpTaHU3allMM C WCIIOJIB30BAaHUEM TEXHHYCCKUX
CPEJICTB 3aIIUTHI HHPOPMALUK U C TPUBJICUCHUEM KCIIEPTOB OPTaHNU3aINH.

[To Tumy aynut MoxeT ObITh Ki1accuumpoBat Ha [4, 9, 10]:

— DKCIIEPTHBIN ayJIUT;

— OIIEGHKA COOTBETCTBHS:

O MHCIBITaHUS;
O arTecTalus;
o cepTuUKaIs;
— TEeCTUPOBaHUE:
O TeCTHPOBaHME HAa OCHOBE MOJENeH;
O TECTHPOBAaHME CHENHAIBHBIMK CPEICTBAMHU U CHOCOO0aMH (B T. 4. MH-
CTPYMEHTAIIBHBIN ayIUT ¥ TECTUPOBAHUE HA TIPOHNKHOBCHUE);

— KOMIUIEKCHBIN ayauT.

OKCIEepTHBIM ayAUT MPEoaracT MpoLece BBIIBICHUS HEJOCTATKOB B CUCTE-
Me Mep 3amuThl HH(GOPMAIMK Ha OCHOBE MMEIOIIETOCs OMbITA SKCIEPTOB, yJacTBY-
IOIMX B Ipouenype ayauta. [Ipu sxcneptHoM ayaute coctostuue b cucremsl cpas-
HUBACTCS C HEKOTOPBIM «HJICaJIbHBIMY» OIMCAHHEM, KOTOpOE 0a3upyeTcs Ha:

— TpeOOBaHMAX, KOTOpbIE OBUIM MpPEABSABICHB PYKOBOJACTBOM B IPOIIECCE

MIPOBENIEHHS ayNTa;

— OIIMCAaHMH «HUACATBHOM» CHCTEMBI 0€30IIaCHOCTH.

B pamkax sKCTepTHOTO ayauTa, Kak MPaBUIIO, IPOM3BOAUTCS aHAIU3 OPTaHH-
3aI[MOHHO-PACIOPSANTEIBHBIX JIOKYMEHTOB, TaKMX KakK IIOJWTHKAa Oe30MacHOCTH,
IUTaH 3alMThI, PA3IMYHOTO POAAa MHCTPYKLHUH, a TaKKe MPOEKThl BHEIPEHHS U CO-
BEPILICHCTBOBAHMS CUCTEMBI 3aIIUTHI. DTH JOKYMEHTBI OLIEHUBAIOTCA Ha MIPEAMET 10-
CTaTOYHOCTH U HENPOTHUBOPEUYMBOCTH JeKIapupyeMbIM Leism u MepaMm Ub. B xone
TAKOTO aHAIN3a BBIABIIAIOTCS HEJOCTATKU W YSI3BUMOCTH CYIIECTBYIOUIEH CHCTEMBI
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3aIIUTHl, a TaKXKe TMpeAsiaraeTcsi KOMIUIEKC Mep, HamlpaBICHHBIX Ha MOBBIIICHUE
ypoBHs 6e3omacHocTH. He0OX0AMMO OTMETHTB, YTO TP SKCIICPTHOM ayIUTE YUUTHI-
BAIOTCSI PE3YJIBTATHI MPEIBIAYINIUX 00CIeJOBaHN (B TOM YHUCIE APYTHUX ayAUTOPOB),
BBITOJIHSIOTCA 00paboTKa M aHAIM3 MPOCKTHBIX PEIICHUH U JPYrux pabodmx Mare-
pHUAJIOB, KAcAIOIIUXCSI BOMPOCOB CO37aHusl WH(pOpMAIIMOHHON cucTeMbl. [ToapoOHas
nHpOpMAaIHs 00 SKCIIEPTHOM ayauTe IpeIcTaBlIcHa B padorax [4, 20].

Oyenka coomseemcmeusi — JOKa3aTeIbCTBO TOTO, YTO 3a/IaHHBIC TPEOOBAHUS K
MPOIYKIIMHU, TIPOIIECCy, CUCTEME, JIUIy WM OpTraHy BBITIOJHEHBI. JomycKkaeTcsi, 4To
JIOKa3aTEIILCTBO MOXKET OBITH NPSIMBIM HJIM KOCBEHHBIM, (hOPMaJbHBIM WA Heop-
MaJNbHBIM. BbIady JOKyMEHTaIbHO O(POPMIICHHOTO 3asBICHHUS (yIOCTOBEPEHHS) O
COOTBETCTBUHU 3a/laHHBIM TPEOOBAHMSM HA3bIBAIOT MOATBEPKICHUEM COOTBETCTBHSL.
IIpumepamu TaKMX yIOCTOBEPEHUH MOTYT OBITH CEPTU(UKATHI, ATTECTATHI, 3AKITFOUe-
HUS, BEITAaHHBIC O(PUITHATHFHBIMI OpTraHaMH T10 OIICHKE COOTBETCTBHU. Hammuame tako-
0 JTOKYMEHTAJILHOTO TOATBEPXKICHHSI OTIIMYAeT OIEHKY COOTBETCTBHSI OT JPYTUX
TUTIOB ayJIUTa, KOTOPble MOTYT HE UMETh JOKYMEHTAIHLHOTO MOATBEPIKICHHUS B BUIC
JOKYMEHTa TOCYIapCTBEHHOTO oOpasma. [Ipm 3ToM KpuTepuu ayamTa MOTYT OBITh
Ooiee THOKHUE, a CITOCOOBI M CPEICTBA €r0 MPOBEICHHS — OoJice pa3HOOOpPa3HBIMHU.
MeponpusTusi o0 OLEHKE COOTBETCTBHSI MOTYT OBITh JEKOMIIO3UPOBAHbI HA CIEMY-
FOIIIE MEPOIPHSITUS: UCTIBITAHUS, aTTeCTaInIo, cepTudukaimio [10].

Bornee moapobuas nHpoOpMaIyst 00 OIEHKH COOTBETCTBHUS MPE/ICTABICHA B Pa-
6ote [10].

Hcnvimanue — SKCIEPUMEHTAITFHOE ONpeieNieHHe KOJMYECTBEHHBIX WM Kade-
CTBEHHBIX XapaKTEPHCTHUK OOBEKTa MCIBITAHUN B pe3yibTaTe BO3IACHCTBHSA HA HETO
pa3nmuuHBIX (pakTOpOB TpH ero (HYHKIHOHUPOBAHUH WM MOJETHpoBaHuH. McmbiTa-
HUSI TIPOBOJISATCSI HA OCHOBAHUH JIOKYMEHTA «IIPOTpaMMa U METOJIMKA UCIIBITAHUI», a
pe3yJbTaThl HCIBITAaHUsT OQOPMIISIOTCS B BUJIC MPOTOKOJIOB UCIBITAHUMA WIIM TEXHH-
yeckoro otuéra [10].

Ammecmayusi — KOMIUICKCHAs IPOBEPKa 3allUIIAeMOro 00bekTa nHpopMaTu-
3allMM B PEANbHBIX YCIOBUSX JKCIUTyaTallu C LENbI0 OIIEHKH COOTBETCTBHUS IpUMe-
HSEMOTO KOMIUIEKCAa MEp M CPEACTB 3amuThl Tpedyemomy yposHio Mb. Ilomoxn-
TENFHBIN Pe3ysIbTaT aTTeCTAluH 0(pOpMIIIETCS B BHJIE aTTecTara cooTBeTcTBUA [ 10].

Cepmughuxayus — WCTBITAHUST TEXHUYECKUX CPEICTB 3aIUTHl MH()OpMALUH,
KOTOpBIEC MPOBOJISATCS HE3aBUCUMBIMU HCIBITATEIbHBIMU JIA0OOPATOPUSMH, C IENIBIO
TTOTBEPIKICHUS COOTBETCTBHS 00BEKTa CepTH(UKAIIMN TPEOOBAHUIM HOPMATHBHBIX
JOKYMEHTOB 110 3amure nHdopmanuu [10].

Tecmuposanue — 3TO TEXHUYECKasl ONepaIys, 3aKJIIOYaloNascs B OIpeee-
HUUW OJHOHM MJIM HECKOJBKUX XapaKTEPUCTHK MPOYKTa, MPOIECcCca WIH YCIYTH COOT-
BercTByMOMmEeH mpouenype [10]. Takum oOpa3oM, TecTUpOBaHHWE MPUMEHUTEIHLHO K
ayauty b nHPOPMAITMOHHBIX CHCTEM — 3TO OIpPEAETICHHE OTHOTO MM HECKOJIBKUX
MapaMeTpoB CUCTEMBI, XapaKTepH3YIOUINX OmpeaeneHHyo kateroputo Ub (manpu-
Mep, MEeNOCTHOCTh, JOCTYITHOCTh, KOHQHICHIHAIFHOCTH). TEeCTHpOBaHHE MOXKET
MIPOBOJUTHCS C LENBI0 aHAJIM3a PICKOB U ysa3BUMocTel. Kommieke TecToB nadpopMma-
LUOHHOHN CHCTEMbI MOXKET OBITh O(POPMIICH B BUJIC IIPOrPAMMBbI HCIIBITAHUS C COCTAB-
JICHHEM COOTBETCTBYIOIIETO MPOTOKOJIA TI0 UTOTaM UX 3aBEPIICHUSI.
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B o6miem ciydae, Bce BUIbI TECTUPOBAHUS, B 3aBUCUMOCTH OT MCTIOJIH30BAHHUS
TEOPETUIECKOTO WM MPAKTHIESCKOTO MOIX0Ja K ayAUTY, MOTYT OBITh KIacCH(HIIH-
pOBaHBI Ha:

— mecmupoganue Ha 0CHoge Mooeeli — TEOPETUIECKUN MOIX0] K TECTHPOBa-

HUIO, KOTJIa CTPOSITCS COOTBETCTBYIONIUE MOJIENIA U TECTUPOBAHHE MPOBO-
JIMTCSI Ha OCHOBE MCCJIEA0BAaHMS JaHHBIX MOJIETIENH;

— mecmuposanue CneyuUaiIbHbIMU CPeOCmeami U cnocooami — MPAKTUICCKUH
MOJIXOJ] K TECTHPOBAHMUIO, KOTJIa TECTUPOBAHUE TIPOBOTUTCS Ha OCHOBE DKC-
MIEPUMEHTOB IT0 BO3AEUCTBHUIO cpeacTB U criocoooB UTB u UIIB Ha 00bekT
ayJiTa, WIH ero MPOTOTHIIL.

Komnaexcnolii ayoum — BKII04aeT B ce0sl MCIOIb30BaHUE HECKOJIBKHUX BBILIE-

TIepEeYNCIICHHBIE THITOB TIPOBEICHUS ayANTA.

BbiBOAbI NO nepBoﬁ rnaee

ITonBoast uTor Marepraty NepBOM TJIaBbl, MOKHO CHIENaTh CIENYIOIIUE KpaT-
kue 0000IICHHBIE BHIBOIBI.

1. Ayaut sBrseTcs BaxxHOH (opmoii KOHTposiss M TpoBepku coctosuus Mb.
Takolf KOHTPOJH TMO3BOJISIET MTPOBEPUTH aICKBATHOCTH BBIOPAHHBIX MEP M CPEICTB
3alIHUTHI, & TAK)KE BBIIBUTH YS3BHMOCTU B CYHICCTBYIOIINX HH()OPMAIIMOHHBIX CH-
cTeMax.

2. O6bextbl KU sBIIsIIOTCS OCHOBHBIMU TIETISIMH TSI BO3JIGHCTBUS CO CTOPO-
HBI CHJI HH(GOPMAIMOHHBIX ONEepaliii HeJPYKECTBEHHBIX CTpaH. DTH CUIIbI 001aja-
IOT BBICOKUM YPOBHEM TEXHUYECKHUX, OPraHU3aIMOHHBIX, BDEMEHHBIX U JPYTHX BO3-
MOJKHOCTeH st mpoBeneHns npodeccronansaeix UTB u UIIB npotuB 00bekTOB
KWU. B cBs3u ¢ 3THM, CyOBEKTOB TaKuUX BO3eHcTBHI B Monensax b HeoOXxoaumo
paccMaTpHUBaTh HE KaK «HAPYIIUTENEH», a KaK «IIPOTHBHUKOBY, 00JIATAIONINX TIpaK-
TUYECKH HEOTPaHHMYCHHBIMHU pecypcaMu Ui MPOBeIcHUs HH()OPMALMOHHBIX OIepa-
U B MHPOBOM HWH(OPMAIIMOHHOM ITPOCTPAHCTBE, 3a7ada KOTOPHIX — IIeJICHAIpaB-
JeHHOoe HapymieHne GyHkimonnpoBanns KU, ¢ ucmons3oBaHuEeM BCErO BOZMOKHO-
T'0 apceHasa JOCTYMHBIX CPEICTB U CIIOCO00B MH(OPMAILIHIOHHOTO BO3/ICHCTBHSI.

3. B HacrosIee BpeMsi OCHOBHBIMHU MOAXOJaMH K IpoBeneHuto aynuta 1b sB-
JISTIOTCST aHAJIM3 PUCKOB U aHAJIM3 COOTBETCTBUS TpeOoBanusM cranaaptoB Mb. B ta-
KHMX yCIOBMSIX ypoBeHb 3amuieHHoctTd KU rocynapcersa, olleHeHHBbIH 110 cTaHap-
taMm Wb, OpUEeHTHPOBAaHHBIM Ha OTAEIBbHBIX «HAPYLIUTEJEH», MOMKET OKa3aThCs
Ype3MEepHO 3aBBIIICHHBIM, a peaibHoe cocTosgHue 3amuimennoctd KU — nenocra-
TOYHBIM JIJISI YCTOMYMBOTO (DYHKIIHOHHPOBAHHA TOH MHOPACTPYKTYPHI B YCIOBUSIX
L[CJICHATIPABIICHHBIX NH(MOPMAIIMOHHBIX BO3ICHCTBUI.

4. IlepcniekTuBHBIM HampaBieHueM aynauta b o6bexkroB KU sBnsercs ee
9KCIEPHMEHTAIbHAS POBEPKA ITyTeM TECTUPOBAHUS CHEIHATBHBIMA HHPOPMAIHOH-
HBIMH BO3JICHCTBUSMH, aHAJIOTHYHBIMA TEM, KOTOPHIC OyIyT MPUMEHATHCS TTIOTCHITH-
QIBHBIM TIPOTUBHUKOM IO CIICHAPHSIM TMPOBEICHUH PeabHBIX HH()OPMAIMOHHBIX
Onepaui.
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2. TecTupoBaHMe KaKk OAUH M3 OCHOBHbIX TUMNOB ayauTa
KpUTHMYECKOW MH(pOPMaLMOHHOW MH(PPACTPYKTYpPbI

B n3BecTHOI auTEepaType Mo ayauTy, Kak MPaBmiIo, HIMPOKO PaCCMaTPHUBAIOTCS
JIBa BHJIa TECTHPOBAHMS — HHCTPYMEHTAIBHBIN ayANT M TECTHPOBAHNE Ha TPOHUKHO-
Benue. OHAKO, HAa B3I aBTOPA, STH THUIIBI TECTHPOBAHMS SIBISIOTCA PA3HOBUIHO-
CTBIO TECTHUPOBAHUS CHEUHAIBHBIMH CPEACTBAMU M CIOCOOaMH (CM. BBIIIE). DTO
00yCIIOBIIEHO TeM, YTO TPH HHCTPYMEHTAIBHOM ayIUTE NCIIONIB3YIOTCS TeXHIYCCKHE
cpezactBa aHanusza 1 ITB, mpu 5ToM B TaHHOE MOHATHE HE BKIIIOYAIOTCS CPENCTBA U
crnioco0b1 UIIB, a Taxke criocoObl CONMANBHON HHKCHEPUU. A TIOHATHE «TECTUPOBA-
HUE Ha NMPOHMKHOBEHHE» ciabo (opmaau3yeMoe MEpONpHUATHE MO KOMIJIEKCHOMY
MpUMEHEHHUI0 cpenctB u criocoboB UTB u UIIB, cyTs u comepskaHue KOTOPOro Me-
HSIETCSI B 3aBHCUMOCTH OT TPEeOOBaHMH 3aKa3uvKa ayAnTa ¥ KBaIN(HUKALMU BBHIOJI-
HSIOMIETO €r0 3KCIepTa.

B nacrosiuee Bpemst B Teopun ayaura Ub cinoxkunace cutyanusi, Ipu KOTOpon
OOJIBIIMHCTBO PAOOT B ATOH 00JIACTH OPUEHTUPOBAHO HA MCCIIEOBAHNE IKCIIEPTHOTO
aynuTta [4, 9, 11, 25] u ouenku cootBetcTBus [10, 11] npenmyiiecTBEHHO Ha OCHOBE
Mojieneil aHam3a pUCKOB, INOO Ha OCHOBe aHanmM3a cranaapros Mb. IIpu atomM, Te-
CTHPOBAHME U, B OCOOCHHOCTH, TECTUPOBAHNE CHEIUAIBHBIMH CPEICTBAMHU U CIIOCO-
Gamu, SABISETCS HEIOCTATOYHO M3YYEHHOW TEOpEeTHUEeCcKOW obnacThio ayanta. Mme-
I0TCS OTAENBHBIE paboThl, HartpuMep [13-15], KOTOpbIE MOCBSILEHBI TAKOMY THUILY Te-
CTHPOBAHMA «KaK TECT Ha MPOHWKHOBEHHUE», OJJHAKO JaHHBIC pabOTHI HOCAT B OOIb-
el CTENeH! MPaKTUYECKUU, yeM TeopeTudeckui xapaktep. [lpu stom Tectupona-
HUE sBisieTcsl Oosee THOKMM MHCTPYMEHTOM ayAuTa 4eM, HalpuMep, MepONpHsTHS
OLIEHKH COOTBETCTBHS, TaK KAaK €ro MPOBEJCHUE HE OTPAaHMUYEHO paMKaMu JeHCTBY-
IOMNX CTAHIAPTOB M PETIaMEHTOB. JTO MO3BOJIIET BEIOMPATH OoJiee IMUPOKUH Ana-
M1a30H CPEICTB M CHOCOOOB TECTHPOBAHUS, a TaKXkKe ObITh Oojiee M30MPATEILHBIM B
HaTpaBJICHUU JTOCTIDKEHUs 1enu ayauTa. Hampumep, mpoBOAUTE TECTOBOE UCCIIENO-
BaHHUE CHUCTEM K YIp0O3aM U BBIIBIIATH YSI3BUMOCTH, €IIIe HE OMMMCaHHbIE B 6a3ax yrpo3
u ys3BuMocTeil. Bc€ 3To akTyanmsupyer moJIpoOHOE pacCMOTPEHHE TECTUPOBaHUS
KaK OT/EIbHYIO BAKHYIO M TIEPEIOBYIO (OTHOCHTEIIBHO YK€ ACHCTBYIOIIMX CTaHIap-
TOB) 00nacth aynuta Ub npuMmenutensHo k cuctemam KUU.

2.1. TecTupoBaHue: onpepaeneHue,
Tpeb6oBaHuA, knaccudmkauma

Tectuposanue npu ayaure b mH(OpMaNMOHHBIX CHCTEM — 3TO OIPE/ICIICHUE
OJJHOTO WJIM HECKOJIbKHX IapaMeTPOB CHUCTEMBI, XapaKTEPHU3YIOLIUX OINPEACICHHYIO
xareroputo Vb (Hanpumep, 1eI0CTHOCTD, TOCTYIHOCTh, KOH(MHUICHINAIBHOCTD).

Bosee o0mmM onpeeneHneM TeCTUPOBAHUS SABISIETCS CIEYIOIIee.

Tecmuposanue — IpoBepKa BHIIOIHEHHS TPEOOBAHUI K CHCTEME TIPH ITOMOIIN
HaOmoeHus 32 ee paboToOl B KOHEYHOM Habope CHenuaabHO BBIOPAHHBIX CHUTYya-
it [27].

OTaenpHOE MEPONPHATHE 110 MCCIEJOBAHNIO CUCTEMbI MM CIIOCO0 M3ydEeHUS
IIPOLIeCcCOB ee (hYHKIMOHUPOBAHUS HAa3bIBACTCS MECHOM.

29



TexHONOTHS MOCTPOCHUS TECTOB JOJDKHA, NMPEXKAe BCEro, 0O0ecrneuuBaTh pe-
LIEHHE CIENYIOIUX ABYX 3a1au [27]:
1) TecThI TOIKHBI IPOBEPSITH TPEOOBAHUS K IIPOBEPSICMOI CUCTEME;
2) cUTyaluu, UCTIOJIb3yEeMbIE B TECTaX, JODKHBI 00E€CIIEUYNBATh OMPEACICHHYIO
MIPEACTAaBUTEIBHOCTH IO OTHOIICHNIO KO BCEM BO3MOJKHBIM BapHaHTaM IT0-
BEJICHUSI IPOBEPSEMON CUCTEMBI, MHAYE BBIBOABI O KAUECTBE CUCTEMBI, ClIE-
JIAaHHBIC Ha OCHOBE MPOBEJICHHOTO TECTUPOBAHUS, OYAYT HEIOCTOBEPHBL.
Bropoe TpeboBaHne k TeCTOBOMY HabOpy NMPHHATO HA3BIBATH NOJIHOMOU Me-
CMupo8aHuss M XapakTepU30BaTh C TIOMOIIBIO BEIONPAaEMBIX KPUTEPHEB MTOIHOTHI, 3a-
JAFOIINX Pa30MeHUs MPOCTPAHCTBA BCEX BO3MOXKHBIX CHUTYalWi Ha KIIACCHI SKBHBa-
JICHTHOCTH, C TOYKHU 3PEHUSI BO3MOXKHBIX OMIMOOK. Tak, eciu B OJHOW U3 cUTyanui
JAHHOTO KJIacca BO3HHUKAET OIIMOKa, TO OHA C OOJIBIION BEPOATHOCTHIO MIPOSIBIIACTCS
U B IPYTUX CUTyaLMsIX 3TOTO Kjacca.

O6mras xnaccuuKanus MEpONpHATHI, CIOCO00B U CPEACTB TECTUPOBAHUS,
ncnons3yeMsIx pu ayaute Ub, mpencrasnena va puc. 4.

OCHOBaHHAMH, TI0 KOTOPBIM MOTYT OBITh KIACCH(PHUIIMPOBAHBI MEPOIPHITHS,
CIOCOOBI M CPE/ICTBA TECTUPOBAHUS, SIBIISFOTCS:

1) 1o uenu TecTUpOBaHUS;

2) 1O CTeNeHH BO3/AEHCTBUS Ha 00BEKT TECTUPOBAHHUS;

3) 10 CTEIeHHM JIETaTbHOCTH TECTHPOBAHNSA;

4) 1O MECTOHAXOXJICHUIO OTHOCHTEIIBLHO 00BEKTa TECTUPOBAHNS;

5) 1o CTeneHn U3MEHEHHS TapaMeTPOB TECTUPOBAHUS;

6) 10 METOIOJIOTHH TECTHPOBAHMS;

7) O CTEIICHH alpHOPHOTO 3HAHUS 00 00BEKTE TECTHPOBAHNS;

8) 10 00BEKTY TECTHPOBAHMUS,

9) 1o ypOBHIO CTPYKTYpbl 00BEKTa, HA KOTOPOE HATPaBJICHHO TECTUPOBAHUE;

10) mo cBOWCTBY 00BEKTa, HA UCCIIEIOBAHNE KOTOPOTO HANPABICHHO TECTUPO-
BaHUE;

11) mo oOmmemMy MOAX0AY K MPOBEACHHUIO TECTUPOBAHUSI.

ITo menu TecTUpoBaHNE MOYKHO KITACCH(UITMPOBATH CIEAYIOINM 00pa3oM:

— TPEBEHTHBHOE — HAIPABJICHHOE Ha NPEBEHTUBHOE BBIIBICHHUE YTPO3, Ys3-
BUMOCTEH U npenoTBpanienue nuuuaentos Ub;

— JICTEKTUPYIOIINE — HAMPABICHHOE HA 00HAPYKCHUE HOBBIX M YTOYHCHUEC
0COOEHHOCTEH YK€ MMEIOIINXCS YTPO3 U YA3BUMOCTEH CHCTEMBI 3aIllHTHI BO
BpeMsI UJIH 11ociie HHUKAeHToB Ub;

— KOpPPEKTUPYIOIIUE — HANPABJICHHOE Ha ()OPMUPOBAHUE KOMILJICKCA MEp IO~
BBIIICHUS 3((HEKTUBHOCTH CYIIECTBYIOIIEH CHCTEMBI 3aIlIUTHI TTOCIEC WHIIU-
nentoB Vb ¢ yueTom BHOBB BBISIBJICHHBIX YIPO3 U YSI3BUMOCTEH.

[To cremeHn Bo3/eiCTBUS Ha OOBEKT HMCCICIAOBAHUS MOTYT OBITH BBIICIICHBI

CIIeIyFOINe BUIBI TECTUPOBaHUS [22-24]:

— IIACCUBHOE;

— aKTHBHOE.
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Puc. 4. Kinaccugukaius MEpONIpHUSITHH, CIIOCOOOB U CPEACTB TECTHPOBAHUS

[TaccuBHOE TeCTHpPOBAaHME HE BHOCHT M3MEHEHHH B PEANbHBIN O0BEKT HCCIIe-
JIOBaHMsI WIIA €70 MOJIENb-TIPOTOTHIL, @ TAKXKE HE TMIEPEBOJUT UX B U3MEHEHHOE COCTO-
ssHue. K maccuBHOMY TECTMPOBAHMIO OTHOCSTCS MOJaya Ha BXOJ TECTUPYEMOW CH-
CTEMBl PA3JIHYHBIX BAapUaHTOB BXOJHBIX (B TOM UHCIE U HEKOPPEKTHBIX) AAHHBIX,
U3Y4YEHUE IIOBEJCHUS CUCTEMBI B HOBBIX YCJIOBHUSX, TECTUPOBAHUE HA OCHOBE MOJE-
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JIed Korja mapameTp HapyIIMTEINs/IPOTUBHUKA SBJISIETCS MTOCTOSHHO IEHCTBYIOLINM
CITy4aifHbIM ()aKTOPOM B MOJIENH U T. JI. TakKe K MACCHBHOMY TECTHPOBAHHIO MOKHO
OTHECTU MEPOIPUATUS, CBA3AHHBIC C DKCIIEPUMEHTAIBHBIM IIPUMEHCHUEM CPEACTB U
cnoco6oB U'TB mnu UIIB naccuBHO-pa3BeAbIBATEIBHOTO XapaKTepa, OPHEHTHPOBAH-
HBIX Ha HaOJIIoJIeHNe U cOOp CBeAeHUH 00 00BEKTEe TECTHPOBAHUS WM €T0 CPEJICTB
3aIIUTBHL.

AKTUBHOE TECTHPOBAHUE INPEJyCMATPUBAET LENEHANPABICHHOE BO3AEHCTBHE
Ha OOBEKT MCCIEOBAHUS, C IIETBI0 MPOBECTH aHAIU3 €r0 PEaKIMi MM IEePEeBECTH
ero B TpedyeMoe COCTOsTHNE, KaK MPaBUIIo, ¢ 00JIee HU3KUM YPOBHEM 3aIIHIIEHHOCTH
i 3QPEeKTUBHOCTH PYHKIMOHUPOBaHH. K akTHBHOMY TECTHPOBAHMIO MOXHO OT-
HECTH NPOBEJICHUE TeCTUPOBaHMs oObekTa 1eneHanpasienusivu UTB u UIIB, BHe-
CEHUE U3MEHEHUH B KOJ TECTUPYEMOM IIPOrpaMMbl UM B alllapaTHYIO YacTb TEXHU-
YECKHX CPEICTB, a TAKIKE TECThI HAa TPOHUKHOBEHNUE.

Ilo cTeneHyu neraJbHOCTH TECTUPOBAHNE MOKET OBITh KIACCU(PHUIIMPOBAHO KAK:

— JIeTallbHOE;

— HeJleTalbHOE.

JleranpHoe TeCTUpPOBaHKE, IPOBOATCS HA OCHOBAHUH JOTOBOPA C 3aKa3UUKOM,
HMEIOIINM IIPSIMOE OTHOLIEHHE K obecnieyenuio b o0bekTa ayanTa, ¢ Lesbio BhIpa-
OO0TKH Mep, HalPaBJICHHbBIX HA TOBBIIIEHHE YPOBHS €r0 3aIUTHI.

HerneransHoe TecTHpoBaHHE CBSA3aHO C MOJyYeHHEM HHGOPMAIH 00 ysI3BHU-
MOCTSX O00BEKTa TECTHPOBAHHUSI C HCIIOJIb30BAHUEM CIIOCOOOB, KOTOPBIE COJEpIKaT
MIPU3HAKHU IPOTUBOIPABHBIX JCSHUIA.

ITo MecTOHaXOXIEHUIO OTHOCUTEIBHO HCCIETyeMOT0 00BEKTa, TECTHPOBAHHUE
MOXET OBITh KJIAaCCU(PUIIMPOBAHO KaK:

— BHEIIIHEE;

— BHYTpEHHEeE.

Bhemnee TecTupoBaHne IPOBOANUTCS C UCHOIB30BAHUEM CPEJCTB M CIIOCOOOB,
HaXOAALINXCS BHE TeCTUpYeMoro o0bekTa. K Takum crnocobam TecTHpOBaHUSI MOXKHO
oTHecTu: Hcnonb3oBaHue crnenuanbHelx UTB u HUIIB, opueHTHpOBAaHHBIX HA IIPO-
BEPKY YCTOWYHMBOCTH 3AIIMIIIAEMOT0 TeprMeTpa 00bEKTa, TECThl Ha MPOHUKHOBEHHE,
co3JaHue HeOIAaronpHATHON cpebl (QyHKIIMOHUPOBAHUS H T. 1.

BHyTpeHHee TecTUpOBaHME MPOBOIUTCS C UCIOIb30BAHUEM CPEJACTB U CIOCO-
00B, HAXOJSIIMXCS BHYTPH 3alMIIAEMOr0 IEpUMeTpa TecTupyemoro oobekra. K ra-
KM Ccroco0aM TECTHPOBAHHS MOXKHO OTHECTH: HCIOIB30BAHHE HOBBIX MPOTPaMM-
HBIX MJIM allapaTHbIX MOJYJeH, BHEAPSAEMBIX B TEXHUUECKHE CPEICTBA, UCIIONIb30Ba-
nue criocobos UIIB BHYTpH KOJUIEKTHBA OpraHU3alliM, HUCIIOJIb30BAHUE CIICIHAIb-
Heix UTB u HIIB, opueHTHMpOBaHHBIX Ha NPOBEPKY YCTOMYMBOCTHU 3aILULIAEMOIO
HepuMeTpa 00BEKTa, TECTHl HA TPOHUKHOBEHHE, CO3MaHNE HEOIAroNpusATHON CPembl
(YHKIIMOHUPOBAHMUS U T. II.

Ilo crenenu n3MeHeHUsI IapaMeTPOB TECTUPOBAHUSI Pa3IMYalOT:

— cmamuueckoe mecmuposanue — TECTUPOBAHUE OOBEKTa Ha KOHKPETHOM
HabOpe BXOJHBIX JAHHBIX M MApaMeTpoB, MO0 SKCIEPTHBIN aHAIM3 CXEM
anmapaTHOM 4acTH U KOJa MPOTrpaMMHOM 4acTH TEXHUYECKUX CPEACTB, a
TAKXKe IKCTIEPTHBIN aHATN3 MTOJINTUKK 0€30ITaCHOCTH OpPTraHU3AIIH;
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— OuHamuveckoe mecmuposaHue — TECTUPOBAHUE O00BbEKTa HAa TUHAMUYECKH
M3MEHSFOITIXCST Habopax BXOIHBIX NMaHHBIX, YCIOBHSX (DYHKIIMOHHUpPOBa-
HUSl, CTPYKTYpe, U T. 1. [Ipu 9TOM, 10 MPUHIMIY U3MEHEHHS MapamMeTpoB
TECTUPOBAHMS MOKHO BBIICTIUTh:

O cmoxacmuyeckoe mecmuposanue — TapaMeTpbl TECTUPOBAHUS U3MEHSI-
FOTCS IO BEPOSTHOCTHBIM 3aKOHAM;

O OJemepMUHUPOBAHHOE MeCMUpPOsaHue — MAPaMeTPbl TECTUPOBAHUS H3-
MEHSIOTCS 110 IETePMHUHUPOBAHHBIM 3aKOHAM.

[To crenenn anmprOpHOTO 3HAHUSA 00 0OBEKTE TECTUPOBAHUS pas3aryaroT [22]:

— TECTHPOBAHUE IO MPUHIIHITY «OEIIOT0 SIIUKA;

— TECTUPOBAHHE M0 MPHUHLIUITY «CEPOTO SIIUKAY;

— TECTUPOBaHHE I10 MPUHIIUAITY «YEPHOTO SIIAKAY.

[Ipu TecTupoBaHUM 1O MPHUHIUIY «OETIOT0 SIIUKA» WMEETCs] ToJHash HHQOp-
MaIusi O CTPYKType U (pyHKIIMOHUPOBAHUHU TecTUpyeMoro odwsekta. [Ipu Tectupona-
HUY TI0 TIPUHITUITY «CEPOTO SIIUKa» O MapaMeTpax TECTUPYEMOro 0ObhEKTa YaCTHIHO
M3BECTHO, HO MH(MOpMAIMs 000 BCeX MPHHIHUIAX ero (GYHKIIMOHUPOBAHHS U CTPYK-
Type SIBIITIOTCS CKPBITBIMU. MOJKET OBITh U3BECTHO: O BXOJHBIX M BBIXOJIHBIX JIaH-
HBIX, O CaMbIX OOINUX MPUHIUIAX (YHKIIMOHUPOBAHUS O0BEKTA U ¢ Mpeiroarae-
Masi CTpyKTypa. [Ipu TecTUpOBaHUHU MO MPUHITUITY «UEPHOTO SIIMKa» WUHGOPMAIHS O
rmapaMmeTpax, CTPYKType W MpUHIHIAX (QYHKIIHOHUPOBAHUS TECTHPYEMOTO OOBEKTa
SIBJISIETCS] M3HAYAIBHO HEJJOCTYMHOM [22].

3adacTyto, MPU UCTOIH30BAHUN MPUHIIUIA «OENOT0 SIHUKa» UCIOIB3YIOT CTa-
THYECKOE TECTUPOBAaHUE, OCHOBAHHOE Ha aHAIIM3€ MOJHONW WH(POPMAIHH O CTPYKTYPE
" (HYHKIHOHUPOBAaHUH 00BEKTa. [IpH MCHOIP30BAaHUN NPUHIIUIIA «UEPHOTO SIINKA
HCIIOJIB3YIOT JTUHAMHYCCKOE, WM KaK €ro Cie Ha3bIBalOT, (PYHKIIMOHATIBHOE TECTHU-
poBaHMEe, OCHOBAaHHOE Ha aHAIW3€ MOBEACHUS O0BEKTa B YCIOBHUSIX JMHAMHUYECKHUX
TECTOB C IIMPOKUM JHMANIa30HOM MU3MEHSIEMbIX TapaMeTpoB [22].

B kadecTBe 00bEKTa TECTHPOBAHUS MOT'YT PACCMATPUBATHCS:

— nHpOPMAIOHHbIE MPOLIECCHI;

— TIPOM3BOJICTBEHHBIE U OM3HEC MPOIIECCHI,

— CHCTEMBI YIPaBICHIS;

—  TEXHHYECKHE CHCTEMBI, a TAK)KE UX MOJACUCTEMBI:

O amnmaparHbIe CPEICTBa;
O TpOTrpaMMHOE oOecIieueHue.

[o ypoBHIO CTPYKTYpbI 00BEKTa, BBIICIISIOT:

— MoOynvbHOe (KOMNOHeHmHOoe) mecmuposanue, KOTOPOE MO3BOJISIET MPOBe-
PUTH QYHKIIMOHUPOBAHUE OT/IETHHO B3ATOTO 3JIEMEHTa 00BEKTa, HApUMeED,
MPOrPaMMHOTO HJIM alllapaTHOTO MOJYJIS, TMOIIPOTPaMMBI, OTPaOOTKH
JOJDKHOCTHBIX OOS3aHHOCTEH 10 3amuTe HH(MOPMALUK OTACITBHBIM JTOJIK-
HOCTHBIM JIMIIOM H T. [I.;

—  uHmezpayuoHHoe mecmuposaiie yTeM POBEPKH B3aMMOJICHCTBHUS MEKTY
JJIEMEHTaMH 00BeKTa (HalpHuMep, ITyTEeM peai3aluid METOIOB TECTHPOBa-
HUSI «CBEPXY BHHU3», «CHHU3Y BBEPX», PACHpPEesICHUsS TOTOKOB YIPaBICHUS
Y JIaHHBIX H T. 11.);
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— cucmemHoe mecmuposaHie, KOTOPOE OXBATHIBACT ICITUKOM BECh OOBEKT U
€ro BHEIITHUE HHTEP(EHCHI, a TaKKe cpeny (YHKIIHOHHPOBAHHSI.

ITo cBoiicTBY 00BekTa, Ha M3y4YE€HHUE KOTOPOTO HANpaBICHO TECTUPOBAHHUE,

pa3iinyaroT:

— TECTUPOBAHUE JOCTYITHOCTH;

— TEeCTHPOBaHUE KOH(MUICHINATBHOCTH;

— TECTUPOBAHME LEJIOCTHOCTH;

— TECTUPOBAaHUE YCTOHYUBOCTH;

— TECTUPOBAHME NMPOU3BOJAUTEIHLHOCTH;

— TECTUPOBaHHE KOPPEKTHOCTH;

— TecTHpOBaHHE 0e30MIO0YHOCTH;

— Harpy304HO€ TECTUPOBAHUE;

— WHTErpajbHOE TECTUPOBaHWE (OJHOBPEMEHHO TECTHUPYETCS HECKOIBKO
CBOMCTB 00BEKTA) U T. 1.

B camom oOmiem ciydae, MOKHO BBIICTHUTDH JIBa MMOAXO0JAa K MPOBEIECHUIO Te-

CTUPOBAHMUS:

— meopemuyecKu,

—  npakmuyecKutl.

DTUM JABYM TMOJXO0JIaM COOTBETCTBYET CIIEAYIOIINE TUIIBI TECTUPOBAHUS:

— mecmupoganue Ha 0CHo8e Mooeeli — TEOPETUIECKUHN MOJIX0] K TECTHPOBa-
HHUIO, KOTJ]a CTPOSITCSI COOTBETCTBYIOLIUE MOJIENHN, U TECTUPOBAHUE MPOBO-
JUTCS Ha OCHOBE MCCIICAOBAHUS TAaHHBIX MOJICIICH;

—  mecmupoganue CneyuaIbHbIMU CPedCmeamu U cnocobamu — MPaKTHICCKUN
IIOJIXOJ] K TECTUPOBAHMUIO, KOT'JIa TECTUPOBAHUE MPOBOJUTCS HA OCHOBE IKC-
MIEPUMEHTOB I10 BO3ACHCTBHIO cpeacTB U criocodoB MTB u UIIB Ha 00bekT
ay/JMTa Uiu Ha ero NpOTOTHIL.

2.2. TecTupoBaHue Ha OCHOBe Mopenen

Paccmorpum TectrpoBanme Ha ocHoBe Moxeneii (MBT — Model Based
Testing) Oosnee nmopoOHO Ha OCHOBAHMHM aHau3a paodor [7, 22, 24, 28-30].

JlaHHBII B TECTHPOBAHMSA SIBISCTCSA OJHON M3 HanmOOJIee NHTCHCHBHO Pa3BH-
Baromuxcs odnactelt mporpaMMHON nHxkeHepur. OHa U3 MPUYUH TaKOTO aKTUBHOTO
Pa3BUTHA — TOT (AKT, YTO TECTHPOBAHKME HA OCHOBE MOJICTICH HAXOMUTCS Ha Iepece-
YEHHH HECKOJIBKUX TEOPETHYECKUX 00acTell. DT 00sacT BKIIOYAIOT B ce0s Teope-
THUYECKHE MOAXOAB! K (hopManu3anuy U MOAEINPOBAHUIO TPeOOBAHHUN, METOBI aHa-
m3a (GOPMaITbHBIX MOJIETIEH, METO/IbI CTAaTHUECKOTO M TMHAMUYECKOTO aHaJIN3a CH-
CTEM, METO/Ibl YIIPaBJICHHs YPOBHEM abcTpakuuy u TpaHcdopmarn Mozenei. Takas
BBICOKAst a0CTPAKTHOCTh JJAHHOTO MOX0J1a K TECTUPOBAHUIO TAET €My BO3MOYKHOCTD
OBICTPO COBEPIICHCTBOBATHCS 3a CYET HCIOIB30BAHMSA IOCIETHUX IOCTHKCHHI B
PA3IMIHBIX TEOPETHUECKUX 00TACTAX.

ITogpa3zymeBaeTcsi, UTO TECTHPOBAHHE HAa OCHOBE MOJENEH HCIOIB3YeT pas-
JUYHBIE MOJCIH JUIS TOCTPOEHUS TecToB. OHAKO y IMOI00HOTO YTBEP)KICHNS OYCHD
MHOTO Pa3JIMYHBIX TOJKOBaHUH, T. K. OOJBIIMHCTBO HCCIEAOBATENECH, HCIOJIB3YIO-
HIMX 9TOT MOAXOJ Ha IMpPaKTUKE, MOAPa3yMEBAIOT MOJ 3TUM TEPMHHOM pa3IUYHbIE
creryduueckre TeOpEeTUIECKHE TT0IX0/Ibl K UCCIIE0BAHUIO 00 BEKTa TECTUPOBAHHSI.
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O6mrast kmaccuuKanus crocoO00B TECTUPOBAHUSA Ha OCHOBE MOJENEH NpHBe-
JIEHO Ha puc. 5.

[ TecTpoBaHue Ha OCHOBe Moaenev J

[ TecmupoeaHue ]
1o ucrnosL3yeMomy o ModesuposaHuio
10 Mury ucrnosnb3yembIx = 5 no yenu
o Hay4HO-Memoou4ecKomy y2po3 u delicmeuti
modenel modenupoeaHusi
annapamy Hapywumesns/npomusHuKa

AHanuTnyeckoe

WNmutaumoHHoe

Kom6uHmupoBaHHoe

Teopuisi PUCKOB

T

Kak (baKTOpa uccnegosaxHue
«npupoabI» obbekTa

Teopus urp Kak O4HOCTOPOHHero wnccnenosaxHve
OAHOHanpasfeHHOro BHELLHEN cpefpbl

BO34encTBuUsS

Teopusi aBTOMaToB vccrnenoBaHue
BAUSIHUS
CueHapuu aTak = o

BO3AENCTBUN Ha

06BbEKT U npoueccos
WX B3aUMOAENCTBUSA

Teopusi KOHMIMKTOB

KaK MHOTrOCTOPOHHETO
MHOTOHanpaBeHHOro
KOHCDNMKTa vccneaoBaHve

NPOLIECCOB 3aLLUThI

obbekTa

Teopus rpagos

[AyanbHbIN
o KOHDNNKT
Teopus ceTel MeTpu

aHanms
opmanbHbIX
Teopwusi MapKOBCKUX mogenen

rnpoueccos

NpOrHo3 noseaeHus
Teopus obbekTa

ANHaAMU4EeCKnX
cuctem

[T

Puc. 5. Kimaccudukarms crioco60B TeCTHPOBaHHS HA OCHOBE MOAEIeH

HCJ'IHMI/I TECTUPOBAHUA MOTYT OBITh:

HCCIIEIOBAHHE O0BEKTA;

HCCIICIOBaHUE BHEITHEH Cpe/ibl 00BEKTa;

HCCIICIOBAHUE BIMSIHUS BO3JCHCTBHUI HAa OOBEKT M MPOIIECCOB MX B3aUMO-
JIEUCTBUS,

HCCIICIOBAHHUE MTPOIIECCOB 3AIUTH 00BEKTA;

aHaym3 (HopMaTbHBIX MOJIENEH;

MIPOTHO3 MOBEACHUS 0OBEKTA.

MogenupoBanue yrpo3 M JSHCTBHH HApyIINTEIS/TIPOTHBHUKA MOXKET OBITh
TIPE/ICTABIICHO B BHUJIE:

(akxTopa TpUposl (B BUAC OTACIBHBIX ICTCPMUHHPOBAHHBIX WIIM CTOXa-
CTHYECKHX (DAKTOPOB B COCTABE MOJICIIN);

OJTHOCTOPOHHETO OJHOHAIPABIEHHOTO BO3IACHUCTBHA (B 3TOM Cilydae Hapy-
MU TEH/TIPOTUBHUK TPEICTABISETCS B BHJE aKTHBHOTO JIECTAOUIM3UPYIO-
LIEr0 BO3ICUCTBHS HAa OOBEKT, KOTOPBI B CBOK OYEpEe/b peau3yeT pas-
JIMYHBIE CIIEHAPUH 3aIIUTHI [7]);

MHOTOCTOPOHHETO MHOTOHAIIPABIICHHOTO KOH(IIMKTA (B 3TOM Ciydae pac-
cMaTpHuBaeTCs KOH(QIUKT HECKOIBKHX 00BEKTOB, KaXKABIA U3 KOTOPHIX pea-
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JU3yeT COOCTBEHHBIC CTpaTerMU HAMaJCHHS M 3aIIUTHI, KOTOPhIE MOTYT
OBITH HE TOJBKO PA3IMYHBIMH IO OTHOIICHHIO K JAPYTMM CTOPOHaM KOH-
(KT, HO ¥ PeaTM30BBIBATHCS YePEe3 JIOMOIHUTENIBLHbBIE CTPATErHH KOOI e-
panuu u HeWTpanutera [31, 32]).

Hambonee pacripocTpaHEeHHBIMH YacCTHBIMH CITydasMH MOJICITUPOBAHUS BapH-
aHTOB YIpoO3 SABIAETCS MOAEIMPOBAHME CIIEHApHUs aTak KaK YacTHOTO CIydas OIHO-
CTOPOHHETO OJHOHAIPABIEHHOTO BO3AEHCTBUSA, 4 TAKXKe MOJEIUPOBAHUE Ay Kak
YaCTHOTO CITy4ast MHOTOCTOPOHHETO MHOTOHAINPABICHHOTO KOH(IUKTA C ABYMS CTO-
POHaMH, peaan3yOMNMH HalaJeHHE Ha MIPOTHBOIIOJIOKHYIO CTOPOHY M COOCTBEH-
HYIO 3aIlUTY.

Jns hopManuzanuy ¥ MOJEIMPOBAHUS NPOLECCOB 3aLUTHI MOTYT OBITH HMC-
[10JIb30BaH Pa3JIM4HbIM HAay4YHO-METOAMYECKUH ammapar. Tak, A MOJEINpOBaHUS
CIICHApHs aTaK MOKET OBITH MCIIOIB30BAHO €r0 MPEJCTaBICHUS Ha OCHOBE rpados
aTak, (hOpMaJbHBIX TpaMMaTHK, ceTeil IleTpm, MapKOBCKMX MpOLIECCOB, METOJOB
JFICKPETHO-COOBITHITHOTO MOJENUpoBaHusA U T. . [7]. B cBoro ouepenp My>IbHBIH
KOH(MIIMKT MOXKET OBITh (hOPMAITM30BaH HA OCHOBE TEOPHU UTP, TEOPUH MAPKOBCKUX
MIPOIIECCOB, TeOpUH KOHMIUKTOB, Teopun cetedd [letpu u 1. a. [21]. Takum oOpazom,
elle OJTHIM OCHOBAaHHEM, 110 KOTOPOMY MOXKET OBITh KIIaCCH(HIMPOBAHO TECTUPOBA-
HUE HAa OCHOBE MOZEJIEH SBJIETCS UCIOJIb3YyEMbII HAyYHO-METOINYECKUH anmapar.

TecTupoBaHne Ha OCHOBE MoJeNield MOXKeT ObITh KiIacCH(DHUIIMPOBAaHO IO WC-
MOJIb3yeMOMY Hay4YHO-METOJUUECKOMY anmnapary:

— Ha OCHOBE TEOPHUHU PUCKOB;

— Ha OCHOBE TEOPUU HID;

— Ha OCHOBE TEOPUU ABTOMATOB;

— Ha OCHOBE TEOPHU KOH(]IMKTOB;

— Ha OCHOBE TeOpuu rpagos;

— Ha ocHOBe Teopuu cerell [lerpu;

— Ha OCHOBE TEOPUU MAaPKOBCKHUX MPOLECCOB;

— Ha OCHOBE TEOPUU TUHAMHUECKHX CHCTEM.

B 3aBucnmocTH OT 0O0mIEro moaxojga K MOJGIMPOBAHHIO MOYKHO BBIJICIUTH
CIEIyIOIINE TUIIBI TECTHPOBAHMS:

— Ha OCHOBE aHAJIMTUYECKUX MOAEIel;

— Ha OCHOBE UMHTAI[MOHHBIX MOJIENEH;

— Ha OCHOBE KOMOMHHMPOBAHHBIX MOZEIEH.

2.3. TectupoBaHue cneumanbHbIMU CpeacTBamMmu u cnocobamm
MH(OPMALIMOHHbIX BO3OENCTBUN

B Hacrosiee Bpemsi CIIOKUICS MOIXO0 K TECTUPOBAHUIO, KOTIA MTOAaBISIONIAs
4acTh MPOIIECCOB OIEHUBAHMS OE30MACHOCTH CHCTEMBI OCHOBBIBACTCS Ha aHAJN3E
COOTBETCTBHSI (POPMATLHBIM TPEOOBAHUAM, a TAKXKE IIYTEM TECTHPOBAHUS Ha OCHOBE
MOJIEJIEH.

Bwmecre ¢ Tem, mpociiexuBaeTcs TSHACHIINS K HapaTUBAHHUIO JIOJIA TECTOB, KO-
TOpBIE MMPOBOAATCS B (hOpME IKCIIEPUMEHTATBHBIX UCCIIEIOBAHUH PeaIbHOTO 00bEKTa
wi ero nportotumna. OcoOEHHO 3TO XapaKTEPHO NP TECTUPOBAHHUU IPOTPAMMHOTO
obecrnieuenus [10]. Kak mpaBuiio, At 3TOr0 UCMONB3YIOTCSI BUPTYalbHbIE MAILIUHBI,
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Ha KOTOPBIX OCYIIECTBISIETCS KOHTPOJMPYEMOE BBIMOJIHEHUE TECTUPYEMOTO IPO-
rpammHOTO obecrieuerus [109, 110, 113]. JlanpHeimee pa3BuTHE TaHHOTO TOAXOIA
K TECTHPOBAaHHUIO MPHUBEIO K pa3pabOTKe TaK HA3BIBAEMBIX KHOCPIIOIUTOHOB, KOTO-
pble BUPTYATH3UPYIOT KaK anmapaTHoe, TaK U MPOrpaMMHOE 00ecTiedeHre pacipeie-
JIEHHOH MH(OPMAITMOHHOW CHUCTEMBI W TMO3BOJIIIOT OTPA0OTATh 3alIUTY OT pasiIfd-
HbIX u3BecTHbIX UTB. Ceiiuac 3T0 HampaBi€HHE aKTUBHO PAa3BUBAETCS, U €My IO-
cBsiieHbI padoTel [33-35].

Bwmecre ¢ TeM, peanbHble HHPOPMAITMOHHBIE CHCTEMBI HE OTPAaHUYUBAIOTCS HC-
KITIOYUTEITLHO TEXHUYECKUMHU cpeicTBaMu. OpraHu3aoHHBIe TPOoIecchl odecmede-
Hus Wb, a Taxke OOJBIINE TEXHHYSCKHE KOMILICKCHI HE MOTYT OBITh POTECTHPOBA-
HbI Ha TOJ00HBIX KHOCPIIOIUTOHAX B BUY OOBCKTHBHBIX OTPAHHUYCHUN HA BO3MOXK-
HOCTH BHPTYaIH3alMU. B 9TOM cilydae UCIONB3YyeTCsl TECTUPOBAHUE PEaTHbHOTO 00b-
ekta. K nccnenoBanusM, B KOTOPBIX pa3BUBAETCA JIAHHOE HAIPaBJICHHE, OTHOCSTCS
pabotsi [83-87].

B HacTosiee BpeMs K HanOoJiee pacrpoCTpaHEHHOMY KOMIUIEKCHOMY TECTY
3aIIUIIEHHOCTH pealbHOW HH()OPMAITMOHHOW CHCTEMBI OTHOCUTCS «TECT Ha MPOHHK-
HOBEHHUCEY. VIcCcleIoBaHUIO TAHHOTO CIIOCO0a TECTUPOBAHUS ITOCBAIICHBI PaOOTHI [ 13-
14, 97, 105, 108-118]. OgHako B MOJABIISIOIIEM YHCIIC JAHHBIX paOdOT HE COJCpIKAT-
csl Kakue-Tu00 HayYHO-OOOCHOBAaHHBIE METOJUKM IMPOBEJCHUS TECTUPOBAHUS (ITO-
JIOOHBIE TeM, KOTOPBIE 3aIal0TCs [T UCTIBITAHAN TPH OIIEHKE COOTBETCTBUS). bomnee
TOTO, UCCIIENOBATENIN ITOTO THIA TECTUPOBAHUS OTMEYAIOT, YTO BHIOOP KOHKPETHBIX
Croco00B M CPENCTB TECTUPOBAHMS OCTAETCS 3a DKCIEPTOM, W B MEPBYIO OYepellb
JIOJDKeH OBITh HAmpaBJIeH Ha BBISBICHUE TEX YSA3BHUMOCTEH, Ha KOTOpbIe oOpamaet
BHMMAaHHUE 3aKa34MK W MCIIPABJIEHUE KOTOPBIX B MAKCHUMAaJbHOW CTENEHU BBITOJHBI
IKCHEePTy (0COOCHHO, €CIIH [0 UTOTaM TECTUPOBAHUS OXKHIACTCS IPUHSITUE PEIICHHS
0 3aKa3e ONpeeICHHOM CHUCTeMBI 3aIuThl). TakuM 00pa3oM, 3TOMy BHUIY TECTHPO-
BaHUs XapaKTepHa elle M CyOBEeKTHBHOCTh KaK B OTHOIICHHN OKHIAEMBIX PE3yIbTa-
TOB CO CTOPOHBI 3aKa3uMKa, TaK U B OTHOIICHWU 3aMHTEPECOBAHHOCTH HKCIEPTA B
oOHapyXeHNU HanboJee «3PENUIIHBIX)» YI3BUMOCTEH C IENbI0 CKIIOHEHUS 3aKa3unKa
K OpraHM3alliu OTpENeNeHHON KOH(GUTYpaIlui 3allUThl. BhIleyka3aHHOE aKTyalu-
3UpYeT pa3paboTKy YeTKOW KIacCH(PHUKAIUU M METOIOJOTHYSCKUX IOIXOIOB IO
MPOBEJICHUIO HE TOJILKO TECTOB HA MPOHUKHOBEHHE, HO M MO MPOBEACHUIO IKCIEPU-
MEHTOB I10 TECTUPOBAHUIO PEATBHBIX CUCTEM, B IIEJIOM.

[Ipemnaraercs chopMUpoOBaTh KIACCH(PHUKAIMIO TECTHPOBAHUS PEATbHBIX CH-
CTEM U X IPOTOTHUIIOB C UCIOIB30BAaHUEM CIICIIHATBHBIX CPEJCTB H CIIOCOOOB Ha OC-
HoBe u3BectHoU Kiaccupukaiu WUTB u UIIB, npexacrasiennoit B padore [3]. B
9TOM ciydae, TaKhe 4acTO HMCIOoJb3yeMble B ayauTe Vb MOHATHS Kak «MHCTPYMEH-
TaJbHBIN ayJUT» U «TECT HAa MPOHUKHOBEHHE» (DaKTUUECKH OYAyT YaCTHBIMH CITyda-
SIMM JAaHHOT'O THUIIA TECTUPOBAHUS. DTUM MOHATUSM MOXHO JaTh CIEAYIOLIUE OIpe-
JIEJICHHSL.

Hnempymenmanvuulii ayoum — SKCIIEPUMEHTAIbHAS TPOBEPKA C IENBI0 OIle-
HuBaHUA cocTosiHM b 00BeKkTa myTeM NMPHMEHEHHS NMPOTHB HETO CICIHAIBHBIX
cpencts UTB.

Tecm ma npouuxHogenue — dKCIIEPUMEHTAFHAS MPOBEPKA C IENbI0 OIICHNBA-
Hust coctostHust IB ¥ BBISIBIICHHS ySI3BUMOCTEH 00BbEKTa TECTUPOBAHUS (TECTHPYEMOM
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CI/ICTeMI)I) IMYTEM HUHTCTPAJIBHOTO U NLCJICHAIIPABJICHHOTO NPUMCEHCHUS MPOTUB HETO
CHenraNbHBIX cpeacTB u ciocodboB UTB u UIIB.

ITo cdepe npumeneHns, Ha KOTOPYIO OPUEHTHPOBAHBI CPEJICTBA U CIIOCOOBI Te-
CTUPOBAHUSA, UX MOYKHO pa3JInvaTh Ha:

— TIpUMEHsSIeMbIE B TEXHUYECKOU cdepe;

— TpHMEHSEMbIC B ICHXOJIOTHIECKOH cdepe.

B cootBercTBHu ¢ 3TOH KiaccuduKanuen A7s TECTUPOBAHUS B TEXHUUYECKOU
coepe ucrons3ytorest UTB, a B meuxonorndeckoi cepe — UIIB. Takum obpazom,
CHEMATbHBIE CPEICTBA U CIIOCOOBI MO TUITY BO3ICHCTBHS MOYKHO PA3/ICIUTh Ha:

— WH(OPMAIIMOHHO-TEXHUYECKHE BO3/ICHCTBHS;

— UH()OPMAIMOHHO-TICUXOJIOTHYECKHE BO3/ICHCTBYS.

ITo ¢hopme npencraBneHns 00bEKTa, TECTUPOBAHUE MOXKHO KITACCH(DUITIPOBATH
ciletyomum 00pazom:

— Ha OCHOBE M3YYEHHs BHUPTYaJbHOTO MPOTOTUNA (32 CUET UCIOIb30BAHUS

CPEZICTB BUPTYaTU3aIHN);

— Ha OCHOBE M3YYEHHUS PEATBHOTO OOBEKTA.

bazoBas kinaccuuKanysi TECTUPOBAHUS CHEIUATIBHBIMH CPEACTBAMH U CIIOCO-
6amM, OCHOBaHHBIMH Ha MH(OPMALIMOHHBIX BO3JICHCTBHUSX, IPUBEJICHA HA PHC. 6.

TecTupoBaHMe crneunanbHbIMA
cpeAcTBaMu U cnocobamu

[ TecmuposeaHue ]

no ¢popme npedcmaeneHusi
o cghepe npumeHeHus1
o6nekma mecmupoeaHus

B TEXHUYECKO cchepe ] BUPTYarbHbIA NPOTOTUN

pearbHblit 06beKT

Cpeqcrsa 1 crnocobbl

MH(OPMALIMOHHO: KOro
BO3JeVCTBUS

TeCT Ha NPOHMKHOBEHME
B ncuxonornyeckon ccpepe ]

WHCTpyMeHTanbHbIn ayanTt

Cpepcrsa 1 cnocobbl
MHOpMaLMOHHO-
NCUXOIOTAYECKOro BO3ASNCTBUS

Puc. 6. Knaccuguxarys TecTupoBaHus
CIICLMaTIBHBIMU CPECTBAMH M CIIOCOOAMU

Heo0xoaiMo OTMETHTB, 9TO METOIOJIOTHS M TSPMUHOJIOTHUSCKHIA amiapar Te-
CTHPOBAHUS CHENUAIBHBIMY CPEICTBAMH U CIIOCOOaMH Ha OCHOBE HH()OPMAIMOHHBIX
BO3JeiicTBHN Kak (opMbl aynuTa Vb mpopaboTaHbl ele B HeIOCTATOYHOW CTETICHH.
B cBsi3u ¢ 3THM, aKTyaJ bHBIM SBIISICTCS Pa3BUTHE ITOTO HAIPABICHUS C IENbI0 (op-
MaJIn3aly MPOLECCOB TECTUPOBAHMS PEAIbHBIX CUCTEM IyT€M UCIOIb30BaHUS YKe
MMEIOIIErocs 3ajie1a U3 TEOPHH MH(POPMAIMOHHOTO ITPOTHBOOOPCTBA, B paMKax KO-
topoii UTB u UIIB TpaguuMOHHO paccMaTpUBAIOTCS KaK LIEJICHAIIPABICHHbIE MH-
(hopMaroHHbIe Bo3aeHCcTBUS [3].
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2.4. OCOOEeHHOCTU TECTUPOBAHUA KPUTUYECKOWN
MH(pacTPyKTypbl MHPOPMaLNOHHbLIMW BO3AENCTBUAMMU
B TeXHWYECKOM 1 B NCUXOJIOrMYeckux cepax

B HacTosmiee Bpems CIOXKHIICS IMOIXOJA K TecTupoBaHuio UMb oTnenpHBIX cH-
CTEM, B KOTOPOM MPEBAIMPYET MPOBEPKA ¢ TEXHHUCCKHX acHeKToB. Bmecte ¢ Tem,
KaK Mmokasaj aHanu3 padot [13, 14, 124], oTnpaBHON TOYKOW Ui MOWCKA YSI3BUMO-
CTell CHCTEeMBI SIBJISIETCSl paboTa ¢ MEPCOHANIOM M MOUCK «TOHKHX MeCT» B coOuojie-
HUHM OpPraHU3allMOHHBIX periaMeHToB obecneucHus UB. [lpu 3TOM, Ha HaYaITBHOM
JTare NMPOHUKHOBEHUS B CUCTEMY IIHMPOKO PACIPOCTPAHEHbI NPUEMBI COLUAJIBHOU
WHXCHCPUH, TICHXOJIOTHYECKOMN MaHUITYJIAOWA, @ TAKXKC MMAHTAX W IICUXOJIOTHICCKOC
JIaBIICHHE Ha COTPYAHUKOB. DTO MO3BOJIIET CACIATH BBIBOI O TOM, UTO IIPH ITPOBEJIE-
HUM TecTupoBaHuss Wb MOMHMO TEXHMYECKHX COCTABILIIOIIUX oOecrieueHus Oe3-
OIIaCHOCTHU B 06513aTeJ'H>HOM TMopsAaKe HeO6XOZ[I/IMO YUYUTBIBATH TICUXOJIOTUYCCKUEC
0COOCHHOCTH TIEPCOHANA | JIHI, TpHHUMatomux pemenus (JIIIP).

C ydeToM BhInecka3anHoro, 00bekT KU MoxkHO hopmain3oBaTh B BHIE Op-
raHu3aoHHO-TexHnueckoi cuctemsl (OTC), mpencraBieHHON Ha puC. 7.

OpraHn3aunoHHO-TEXHUYECKas cUcTeMa
[ YpoBeHb Lienei 1 3aaay opraHM3aLyoHHO-TEXHUYECKON CUCTEMbI
—
WHdopmaumoHHo-opranmsauvorHas H
noacucrtema v « % g
@ ) S
[ YpoBeHb COLManbHOrO-NCUXONOrMYECKUX OTHOLLEHMUI B rpynnax u B KOmnekTuee ]4—» ES g 3.9 g 3
8&|d5¢ MLfs2
4 NA>elsez 18 ¢
Ak 23
YpoBeHb UH(POPMALIMOHHOTO BOCTIPUATUS U NCUXUKMA N gg@ N g 2
ornepaTopoB TEXH. CUCTEM, PAaGOTHUKOB 1 NUL, MPUHUMALOLLMX PELLEeHMs g »“2-’ g 2 é H g %
58l ° ¢|5
o s | s
= > gje
YpoBeHb 4enoBeko-MalnHHOTO NHTepdeiica g
MoayposeHb cucTembl NpeacTaBneHns nHcopmaumumn o 8
(MHOPMALIMOHHO-YNPaBIAOLLNX YENOBEKO-MALLMHHBIX UHTEPENCOB) | > %
) N ES
- . s (28 s |8
WHopMaLMOHHBI (CEMaHTUHECUKUI) YPOBEHD B % % ‘:f(’ g §
t c [g¢ 3 | &
s |[ZF& o
g |e% g |e
YpOBEHb TEXHUYECKIX NOACUCTEM = = LS
— S [}
MoaypoBeHb cucTembl MoaypoBeHb cucTembl MoaypoBeHb cUCTEMbI —»| g — 2|35
XpaHeHus wmn o] WH 06paboTku nHchopmauum o /]__ £ H
(6a3 paHHbIX) (cuctem cBsian) (BBIYMCIIUTENBHBIX CUCTEM) L |ax | g 5
x x x x 3 |8z NT| 8 | S
¥ £2 ¥ v z (g8 5|3
- X > =
CencopHbiit YpoBeHb annapaTHo-NPOrpamMmMHbIX CPEACTB ]4——» g |§S 3 |O
YypoBeHo 7 |IES 5
«©
Crorems £y N H g
AOGLIBaHUS 1 ~ 5 — g
hopmmpo- YpoBeHb husnyeckoin MHPacTPyKTypbl > 8
Banms z
MCXOAHOI
urchopMaLMn
WHdbopmaumnoHHo-TexHUYeCcKan noacucTema /
~—
CaoiicTBa MHOPMaLIMOHHOI 6€30MacHOCTM 06BLEKTOB OpraHN3aLIMOHHO-TEXHUYECKON CUCTEMbI
[ KoHdumaeHumanbHoCcTb ] [ [ocTynHocTb ) [ LlenoctHocTb ]

Puc. 7. IlpencraBnenne 00beKTa KPUTHIECKON HH(DOPMALTMOHHOMN
UH(PACTPYKTYPHI B BUIE OPraHU3AMOHHO-TEXHUYECKONH CHCTEMBI
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Ocobennocteio Tako OTC sBIIsIeTCS €€ ISKOMITO3UIIUS Ha IBE OCHOBHEIC YaCTH:

— nHPOPMAIOHHO-OPTaHU3AIIMOHHYI0 IOJICHCTEMY, KOTOpas BKIFOYACT B
ce0sl mepcoHall, ONepaToOPOB TEXHUYECKUX CPEJCTB, JIUI, MPUHIMAIOIIAX
PCIICHHUS, UX TICUXHUKY, KOTHUTUBHYIO U COIHMATBbHYIO c(hephl, a TaAKIKEe HOP-
MaTHBHYIO 0a3y 10 OpraHU3allMOHHBIM MeponpusTusam 1b;

I/IHCI)OpMaL[I/IOHHO-TeXHI/I‘ICCKyIO MOACUCTEMY, KOTOpas BKJIIOYACT B cebst

TEXHUYECKUE (ammapaTHble W HPOTPaMMHEIC) CpelcTBa (OPMHUPOBAHUS,
XpaHeHusI, 00padOTKM W TPEJCTaBICHUS WHPOPMAIINU, a TAKKe TEXHHYe-
ckue cpeacTa odecnieuenus Mb.

C yuerom rtakoii nekomnosuimu OTC, TectupoBanue ypoHs b napopmarm-
OHHO-OPTraHM3alMOHHON IMOJCHCTEMbI LEIECO00Pa3HO MPOBOAUTH CHCHUAIBHBIMU
HUIIB, a TectupoBanre MHPOPMAIMOHHO-TEXHHUECKOW MOJICUCTEMBI — CIEIIHATbHBI-
mu UTB. Tlpu aToM crieHapuu TecTUpOBaHUS JOJDKHBI HOCUTh KOMITJICKCHBIN Xapak-
Tep U BKIIOUaTh B cels mocuenosatensHoe npumeneHue Tex UTB u UIIB, xotopsie
XapaKTePHbI IS TPEIOoIaraeMblX pealbHbIX JIEHMCTBUH HAPYIIUTEINs/TPOTHBHIKA
1pu peanuzannu Bozaeicteuil Ha KUN.

(

Pesynbmamsl HUOKP e o6nacmu
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annapart nposeseHNs
TecTMpOBaHus B
TexHu4ecKon cpepe

HayuHble
pe3ynbTaTthbl

Hay4Ho-
MeToANYEeCcKUi
annapat nposeaeHust
TECTMpoBaHNa B
NCUXONOTMYECKoii 1
OpraHu3aLoHHON
cthepe

NpaKTU4ecKuin

ecTVpoBaHu1e cneLuanbHbIM1 CPEACTBaM
1 cnocobamu

(
[T

)
)

CpeacTaa 1 crnocobbl ts o ()
_____ MHopmauuonHo- | ) |22 %
TEXHUYECKOro 088
BO3[eNCTBUS o7 ©
— (= )
Y
% N
Cpeactaa 1 cnocobbl I 8
_______________________ wHopmauvorHo- | | | g 2 %.
TICUXOMOTM4ecKoro 5€ :
BO3JENCTBUS = 3
MpuknagHbie 2
pesynbTaThl @

Puc. 8. Knmaccudukarms pesynsraroB HUOKP B o6nactu TecTupoBaHus

Bwmecte ¢ tem, mpu ykaszanHoit gexomnosurmu OTC u pacemorpenun UTB n

HIIB HEoOX0oauMO OTMETHUTH cienytomiee. [Ipyu BBIMOJHEHNMH HAYYHBIX HCCIIEIOBa-

HUH B HHTepecax 000CHOBaHMS MH(OPMALMOHHBIX BO3/ICHCTBHI, KaK IpaBuJIo, (Gop-
MYJIUPYIOTCS JIBa BUJIa PE3yabTaToOB (pUC. 8).

1. Teopetnyeckne pe3ynbTaThl, OTHOCAIINECS K HAYYHO-METOIMYECKOMY all-

mapaTy MPOBEICHUS TECTUPOBAHUS U OOOCHOBAHUS COOTBETCTBYIOIINX WH-
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(OpMaLMOHHBIX BO3JIEHCTBHI, KOTOPbIE, KaK IPABUIIO, SIBJSIFOTCS BKJIAJI0M
B Pa3BHUTHE HAYYHOTO MHCTPYMEHTAPHS TCCTUPOBAHUS HA OCHOBE MOJICIICH.
2. IlpakThueckue pe3yibTaThl, HPEICTABISIONIME COOOH HOBBIE CPEACTBA U
crnoco0b! MH(OPMALMOHHBIX BO3/EHCTBUI, KOTOpBIE, KaK NPAaBUIIO, SBIS-
IOTCSI BKJIQJIOM B Pa3BUTHE TMPUKIATHOTO HHCTPYMEHTAPHS TECTUPOBAHUS.
B 3-if n 4-if rmaBax 6osiee TOAPOOHO OYIYyT PaCCMOTPEHBI CIEHATIBHEIC CPEI-
ctBa u criocodbl UTB u UIIB, koTOpble MOTYT OBITH HCIOJB30BaHbI JJIsl TECTUPOBA-
Hus 6e3omacuoct KUU.

BbiBoabl no BTOpOFI rnaBese

IoxBoas uror MaTepuany BTOPOIl IIIaBbl MOXKHO CIENATh CIEAYIOIHE KpaTKUe
00001IEHHBIE BBHIBOJIBL.

1. TectupoBaHue SBISCTCA OAHUM U3 THUIIOB IMPOBEICHUS ayaUTa, KOTOPOE,
OJTHAKO, SBJSIETCS HEIOCTATOYHO M3YYEHHOW TeopeThdeckod obmacteio. [Tpm sTom
TECTHPOBaHUE sIBIIsieTCs] Oojlee TMOKMM MHCTPYMEHTOM ay/auTa ueM, HalpHMep, Me-
POTIPUATHSI OIEHKH COOTBETCTBHSI, TaK KaK €ro MPOBEJCHNE HE OTPAaHUYECHHO paMKa-
MH JACHCTBYIOIINX CTAHAAPTOB M PErIIaMEHTOB. DTO TO3BOJISET BEIONPATH OoJee min-
POKHIA AMana3oH CpPeACTB U CIIOCOOOB TECTHPOBAHUS, a TaKke OBITH Oosiee M30Mpa-
TEJIbHBIM B HAIIPaBIECHUM JOCTIDKEHUS Lienu ayauta. Hampumep, mpoBoIUTh TECTO-
Boe uccienoBanue 0o0bexToB KU K yrpo3zam u BBISIBISATH YSI3BUMOCTH, €LI€ HE OIHU-
CaHHBIC B 0a3ax yrpo3 M ysI3BUMOCTEH.

2. Ilpu TectupoBanun oobexToB KMU nenecoodpasHo copmuposars U npu-
JIepKUBAaTbCA CHUCTEMHOTO MOAXOJa K MPOBEJCHUIO TECTUPOBAHUS CIEHUATBHBIMU
cpeactBamu u criocobamu MTB u UTIB. IIpu 3ToM, Takoe TeCTHpOBaHHE HEOOXOIH-
MO paccMaTpUBaTh KaK OCHOBHYIO OpMY KOHTPOJISl ycToiduBocTH 00BhekTOB KM K
LIeJICHANIPABICHHBIM BO3JCHCTBUSIM CHJI HMH(OPMALMOHHBIX OIEpaluii HeapyKe-
CTBEHHBIX CTpaH.

3. TecTupoBaHue Ha OCHOBE MOJICNICH SIBIISICTCS TEOPETHYECKON (HOpMOW Mpo-
BezsieHns TectupoBanus 00bekToB KNI 1 000CHOBaHMS COOTBETCTBYIOIIETO HHCTPY-
MEHTapHs JUIsl TIPOBEJICHUS] SKCIIEPUMEHTAIBHBIX HCCICJOBAaHUH MH()OPMALIMOHHBIX
BozneiicTBuid. CpenctBa U criocoOb! cnermanbibix UTB u UIB, ucnonk3yembie Ha
MIPAKTUKE B COOTBETCTBYIOINUX DKCIIEPUMEHTANBHBIX HCCIEIOBAHUAX, OTHOCATCS K
TIPUKJIQIHOMY HHCTPYMEHTapHIO TecTupoBanus oobexros K.

4. OobexT KU moxer 66Tk popmanuzoBan B Buae OTC, koTopast nexomio-
3upyeTcs Ha HHPOPMALNOHHO-OPTraHM3aHOHHYI0 MTOJCUCTEMY (TIepCOHal, OIepaTo-
po1, JIIP u T. 1.) 1 MHGOPMAIIMOHHO-TEXHUYECKYIO MOJICHCTEMY (TEXHUYECKHE Cpel-
crBa obecrieuennsi MbB). Tectuposanue yposus Wb unHpopmanmonHo-opranusa-
LIUOHHOM MOJICUCTEMBI IIeJIeco00pa3Ho MpoBOANTH crenuansabivMu MIIB, a tectupo-
BaHHE MH(POPMALMOHHO-TEXHUYECKON TIOJICCTEMBI — crieruanbabiMu UTB.
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3. TectTupoBaHue KpUTU4YECKOM UHDPACTPYKTYpPbI
cneuvanbHbIMU UH(POPMALNOHHO-TEXHUYECKUMM
BO34eNCTBUAMMU

[Tpu tectupoBanun KMW B Texnuuecko chepe UCIOIB3YIOTCS ClICLHAIbHbBIE
cnioco0s! 1 cpenctBa UTB.

Hngpopmayuonno-mexnuueckoe 8o3oeticmeue — BO3ACHCTBUE HA MHPOpMALU-
OHHBII pecypc, HHPOPMALMOHHYIO CHCTEMY, MH()OPMAIMOHHYIO MHPPACTPYKTYpY,
Ha TEXHUYECKHE CPECTBA WM HA IPOTPAMMBbI, PEIIaroNIie 3aJaql MMOMyJIeHus, Ie-
pemadu, 00pabOTKH, XpaHSHNS W BOCIPOM3BEICHUS HH(POPMAIIIH, C ICITBI0 BHI3BATh
3aJJaHHBIC CTPYKTYPHBIC WK (DYHKIMOHAIBHBIC N3MCHCHUSI.

B nmanmHOM Cityyae meneBBIMH WM CTPYKTYPHBIMH M3MEHEHHSIMH B O0BEKTax
KHWMU, na kotopsle HanpaieHHo UTB, sBisercs cHukenue yposus Ub tectupyemo-
ro 00bEKTa C IEJIBbI0 BBIBICHHUS €r0 YA3BUMOCTEH M (hOPMHPOBAHHE MEPOTIPHSTHIA
10 UX YCTPAHEHUIO.

Cpedcmso uHoOpMayuoOHHO-MEeXHUUECK020 8030eliCmEUs. — TEXHUUECKOe, all-
TapaTHOEC WJIM TPOTPAMMHOE CPEJICTBO, peam3ylomee HH()OPMaIHOHHO-TEXHUIEC-
KO€ BO3JCHCTBHE FUTH 3aIUTy OT HETO.

Cnocob ungopmayuoHHoO-mexHuuecko2o 8030elcmeus — TOPSIIOK TMPUMEHe-
HUS CHJI WH(QOPMAIIMOHHBIX OIEpariii W CPEACTB MH(MOPMAINOHHO-TEXHUIECKOTO
BO3/CHCTBHS, BBI3BIBAOIIIIA 3aJaHHBIC CTPYKTYPHBIC W/WIH (PYHKIIMOHAIBEHBIC U3Me-
HEHUs B 00bEKTE BO3/ICHCTBHS.

B pamkax tectupoBanus 06bekToB KM 10mKHBI peann30BbIBAThCS CIICHAPUH
ITO3TAITHOTO WHTETPAIFHOTO MTPUMEHEHHS CPeICTB U crocoboB UTB, ams BceoObeM-
JIIOIIETro aHanu3a ys3BuMocTel o0bekToB KU B TexHuueckoii cdepe, a Taroke st
(hOpMHUpOBaHKS TIPEIUIOKEHHH 110 MOJICPHU3AIINK 0OOPOHHUTEIBHBIX CPEJICTB B yCIIO-
BHSAX BEJCHHSA MH(POPMAIMOHHOTO MPOTHBOOOpCcTBA. Ha B3rism aBTOpa, pasiandHbIC
tunsl UTB (oOopoHUTENbEHBIE, 00SCTIeYNBAIOIINE U aTaKyIOIINE) TOJDKHBI OBITh MH-
TErpUPOBaHbl B CIWHBIN KOMIUICKC TECTHPOBAHHS 3aINUIIEHHOCTH 00BekToB KUU.
Lesbl0 TaKOrO KOMITIEKCA SBIISIETCS HEMIPEPBIBHOE HAapall[MBAHUE BO3MOXKHOCTEH Te-
CTHPOBAHUS 3a CYET NMPUMEHEHHs OOEeCIeunBaIOMMX M aTakyromux cpexcts UTB
HMHUTHPYIOLIUX TIePEIOBbIC BO3MOKHOCTH CHIJI MH(QOPMAIIMOHHBIX OTEpaluil MOTCH-
LHATFHOTO MPOTUBHUKA. B manmbHelIem, Mo HTOraM aHajln3a pe3ysIbTaToB TECTUPO-
BaHUS — HEOOXOAMMO TPOBOJAUTH COBEPIICHCTBOBAHHE OOOPOHUTEIBHBIX CPEICTB
WTB ¢ y4eToM BBISBICHHBIX yI3BUMOCTeH 00bexkToB K.

Paccmotpum Oonee mompoOHO JIOTHKY (DYHKIIMOHUPOBAHUS, KIACCH(DUKAIIIO
U TIOPAZOK NPUMEHEHHs OTAEIbHBIX cpeAcTB U crnocobos UTB, ncnons3yeMsIx mis
TectupoBanus 00bekToB KM, B3sB 32 0CHOBY MaTepuai padboTsl [3].

3.1. O6wasn knaccudukaums
MH(OPMaLIMOHHO-TEXHUYECKNX BO3AeNCTBUIN

PaccMmoTpuM Kiaccu(pUKaLUIO CPEeICTB U CIOCO00B crenuaibHelx MTB, mpo-
BOJMMBIX B HHTepecax TecTpoBaHus o0bekToB KNI, B3sB 32 OCHOBY KilaccH(HKa-
M0, TIPEICTaBICHHYIO B paboTax [1, 3] — puc. 9.
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Puc. 9. Knaccugukarus cnenmansueix UTB,
MpenHa3HAYeHHBIX JIJIs TeCTUpoBaHus 00bexToB KM
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Pasnmuuaror cnenyromue Buasl UTB:

— OJUHOYHBIE;

— TIpYIIOBHIE.

ITo xapaxrtepy nopaxaronux csoiicts UTB kimaccuduimpyior xax:

— BbICOKOTOUHblE — WTB, KOTOpblE OpMEHTUPOBAHBI HA OIPEICIICHHBIN MH-

(hopManMOHHBIH pecypc, POIECC, TEXHMUECKUH 00BEKT WM CHCTEMY;
— xoMmuiekcHble — M TB, xoTopble opueHTHpOBaHbl Ha HECKOJIBKO MH(OpMa-
IIMOHHBIX PECYPCOB, TIPOIIECCOB, TEXHMYECKUX OOBEKTOB HIIH CHCTEM.

[o Ty Bo3zmeiicTBHs Ha MH(pOPMAIHIO WIH WHPOPMAIOHHEIA pecypc UTB
KJIacCH(UIUPYIOTCS CIEIYIOIMM 00pa3oM:

— IAaCCHUBHBIE!

O TIepexBar;
O HECAaHKIMOHUPOBAHHBIN JOCTYTI;

— AaKTUBHBIC:

O Ppazpyliarolue Bo3AeiCTBUS;
O MaHMITYJUPYIOUIHE BO3IEHCTBHS;
o OnoKHMpyloINe BO3CHCTBUS;
O OTBIEKAoIe Bo3aeiicTBuS.

ITaccuBuble U'TB He 0ka3bIBAIOT HEMOCPEICTBEHHOTO BIMSHUS Ha PabOTy MH-
(hopMAaITMOHHOI CHCTEMBI, HO MOTYT HAPYIIaTh €€ MOJUTHKY Oe30TmacHOCTH. lIMeHHO
OTCYTCTBHE HEITIOCPE/ICTBEHHOT'O BIMSIHUS Ha (PyHKIMOHUPOBaHHE NH(YOPMAIIMOHHOM
CHCTEMBI IPUBOAUT K TOMY, uTo maccuBHble U TB TpynHo oOHapyxwuts. [Ipumepom
naccuBHoro UTB siBiisieTcst pa3Benka mapameTpoB HHHOPMAITHOHHONW CHCTEMBI.

AxruBHble ITB 0oKa3bIBalOT HEMOCPEICTBEHHOE BIMSHUE HA (PyHKIIMOHUPOBA-
HUe MH(OPMAIMOHHOI cUCTeMbl (M3MEHEHHE KOH(MIYpalnuy CUCTEMBbl, HapylICHUE
paboTOCIIOCOOHOCTH U T. JI.) M HAPYIIAIOT NPUHATYIO B HEl NOJUTHKY 0€30MaCHOCTH.
OueBUAHOW 0COOCHHOCTBIO akTWBHBIX MTB, B OTIHYHE OT MAaCCHUBHBIX, SBISACTCS
MIPUHLIUITHATBHAS BO3MOXKHOCTh UX OOHApY)KCHHUSI, TAK KaK B PEe3yJIbTaTe OCYIIECTB-
nenust otux UTB B uHpOpManmoHHONW cHCTEMe IPOUCXOIAT ONpeeleHHbIe Je-
CTPYKTHBHBIC H3MEHEHUS.

[To menmn ncronpioBanus UTB xraccudumupyroTes cieayomnM oopa3om:

— 00OpPOHUTEINIBHBIE;

— 00€ecreunBarIIue;

— aTaKyoUue;

— KOMOWHHMpOBaHHEIE.

Hanee paccmotpuM ocHoBHbIe I TB, KoTOpBIE MOT'YT OBITH MCIIOJIL30BAHBI JUISI
TecTupoBaHus 00bekToB KM NMEHHO ¢ y4eToM Leny X NPUMCEHEHHUS.

3.2. O6opoHUTESNbHbIE
MH(OPMaLIMOHHO-TEXHUYECKME BO3AENCTBUSA

Ob6oponuntensusie ITB opueHTHpOBaHBI HAa MPOTUBOACHCTBHE 0OECIIEUNBAIO-
M U atakyronwM UTB mHapymmTens/mpoTuBHIKA. DTH 000POHHUTENBEHBIE CPEICTBA
B TIOJIABIISIONIEM YHCIIe pabOT paccMaTPHUBAIOTCSI KaK OCHOBHOHM 3JIEMEHT obecreye-
uus Wb, HO He kak cpenctBa oboporuTensHbIX UTB, uro Ha B3risim aBTOpa SBISICTCS
HE COBCEM IIPAaBUIIBHBIM, TaK KaK MMEHHO 3TU CPEJICTBA MIPAIOT OAHY U3 BEIYIIUX
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porneit B MH()OPMAIMOHHOM MPOTUBOOOPCTBE MPHU OPraHU3AIMU 3aLIUTHl 00HEKTOB
KHUU. K cpencram obopoHuTenbHbIX MU TB MOKHO OTHECTH:

— Cpe/JCcTBa AaHTUBUPYCHOH 3alUTHI;

— CHCTeMBI OOHApY>KCHHS U MIPEOTBPAILCHNS BTOPKECHNU;

— CpencTBa KpUNTOTpahUIecKON 3aIIUThI;

— creraHorpagMyecKue cpeicTBa OOecredeHHs KOH(HICHIMAIBHOCTH,
CKPBITHOCTH U LIEJIOCTHOCTH MH(OPMAIMOHHBIX PECYPCOB;

— CpeAcTBa TEXHUYECKOTO aHam3a dJIeMeHTHOH 0a3bl POC i BBISBIECHHS
anmapaTHbIX 3aKIaJ0K U HEAECKIApUPYEMBIX BO3MOXKHOCTEIH;

— cpeactBa TectupoBanusd I10 u ananu3a koja JUisl BBISIBIEHHSI IPOrPaMMHBIX
3aKJIaJI0K U HEJEKJIApUPYEMBIX BO3MOXKHOCTEH;

— CpencTBa CO3JaHMA JOXKHBIX OOBEKTOB M PECypcoB B HH(OPMAIHOHHOM
MIPOCTPAHCTBE.

CpezcrBa u criocoOsl odopornTeabHbIX M TB MokHO KitaccuduimpoBars ciie-

JYIOITIM 00pa3oMm:

—  evlasnAIOWjIe — BO3IACHCTBHS, OPUEHTUPOBAHHBIE HA BBIABIEHUE KaK CAMOTr0
¢akTa, TaK U IOCIEIOBATEILHOCTH aTakyomux u obecneunsatommux UTB
CO CTOPOHBI HAPYILHUTEIS/TIPOTHBHHKA,;

— Onoxkupyiowue — BO3ICHCTBHSA, OPUCHTUPOBAHHBIC Ha OJIOKMPOBKY aTa-
kyfomux U TB mHapymmTens/mpoTHBHAKA;

—  KOHmpamakylowue — BO3ICHCTBUS Ha WH(OpPMAIMIO, WH()OpPMAIOHHBIE
pecypcsl U HHQOPMAMOHHYI0 HHPPACTPYKTYpy HapyIIUTENs/TIPOTHBHHUKA
¢ 1enbio cpbiBa ero atakytonmx UTB;

— omenexkalowue — BO3ACHCTBHSA, OPHUECHTHPOBAHHBIC Ha JIE3MH(MOPMANUIO
HapyIIUTENs/IPOTUBHIKA, OTBJICYEHHE €r0 aTaKyIOUIMX WM oOecrednBa-
tormux ' TB Ha BTOpocTeneHHbIE NN JIOKHBIE 00BEKTHI;

— npomusgoodeticmeue 00ecnevusaIowuM 6030etiCmeusM NPOMUSHUKA — CPEl-
CTBa M CHOCOOBI MacKHPOBKH, OOecreueHusi 0E30MacHOCTH, MOBBIIICHUS
CKPBITHOCTH pEalbHBIX PEXUMOB (DYHKIIMOHMPOBAHMS, a TaKKe MOHHTO-
PHHTa KaHAJIOB YTEUYKH B OTHOUICHHH COOCTBEHHBIX MH()OPMAIMOHHBIX CH-
CTEM.

B nenom, cpenctBa M crnocoObl BhIIIEyKa3aHHBIX 00opoHHTENbHBIX U TB no-

BOJIBHO HIMPOKO M3J0XKEHBI B U3BECTHOH JIUTEpaType, MOITOMY 3AECh MOAPOOHO HE
paccMaTpHBaOTCSL.

3.3. O6ecneunBarome
NH(pOPMaALMOHHO-TEXHNYECKNE BO3OAeNCTBUSA

Ob6ecneunsatonue MTB npeacraBidaoT coOoi BO3AEHCTBUS, KOTOPBIE MPpUMe-
HAIOTCS U1 cO0pa JaHHBIX, 00eCTIeunBaIOINX Y(PPEKTHBHOE TPUMEHEHHE 000POHH-
TenbHBIX WK atakyromux MTB, a Takxke npeogoneHne CpeicTB 3alIuThl aTaKyeMOoH
CHCTEMBI.
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O6ecneunBatorme UTB MoxHO KitaccuUIMpoOBaTh CIIEYIOMIAM 00pa3oM.

— CpencTBa pa3BeaKu:

O TpaJULHOHHBIE CPEJCTBA TEXHHMYECKOW Pa3BEIKH, KIaCCH(HIUPOBAH-
Hble TI0 (PU3MYECKUM CpejlaM, B KOTOPBIX BeJeTCsl J00bIBaHUE MHPOP-
MaIlnu,

O CpencTBa KOMITBIOTEPHOH pa3Beikn (Kak MpOrpaMMHBIE CPEICTBa, TaK
U CPEZCTBA I0CTyNa K (prusnueckoil HHPpacTpyKType);

O Ccpe€acTBa BEACHUA Pa3BEAKN HA OCHOBE OTKPBITHIX UCTOYHUKOB.

— CpencTBa IpeoJOICHUS CUCTEM 3ALIHTHI.

Heo0xomMo OTMETHTb, YTO IIPH IIPOBEACHHU IPAKTUYECKOI0 TECTUPOBAHMS
ypoBHst b MH(pOpMaLMOHHBIX CHCTEM B MOJABIISIONIEM YHCIIE CIyYacB B KauecTBeE
obecneunBatomux N TB BeICTynaroT cpencTBa TeXHHYECKOH pa3Benku. IMeHHO oHH
MO3BOJISIIOT TIOJYYUTh MHGpOpManuio o0 aTakyromumx cpencrBax WTB wmapymmre-
JIS/TIPOTUBHMKA U CHOCO0aX €ro MPUMEHEHUs], YTO MO3BOJLIET Ooliee PalMOHAIBHO
CKOH(UTYpHPOBATH COOCTBEHHBIE CPEACTBA 3alIUTHL. Bo3meiicTBue cpeacTB pas3Ben-
KI TIPOSIBISIETCS KaK B BHJE ITACCHUBHBIX JICHCTBHUI, HANpaBICHHBIX Ha J0OBIBaHUE
nH(opMaIu 1, KaKk NPaBHUJIO, CBSI3aHHBIX C HApYIICHHEM e¢ KOH(HJICHIIMAIEHOCTH,
TaK W aKTHBHBIX JICWCTBUII, HAIPaBJICHHbIX Ha CO3/IaHHE YCJIOBHH, OJaronpHusTCTBY-
IOIINX JIOOBIBAHUIO HH(OPMALIHH.

3.3.1. TexHuyeckasn pasBegka

Texnuyeckas pazeeoxka — IEIEHANIPABICHHAS IESITEIBHOCTD TI0 JTOOBIBAHUIO C
ITOMOTITHIO TEXHUYECKHIX CPEICTB COOTBETCTBYIOIIIX CBEICHMUI.
st BeneHHsT pa3BEIKH HCIONB3YIOTCS pa3IHMYHbIC KaHANBI yTeUYKH MH(OopMa-
LMK, KOTOpbIE 110 HCIIONB3yeMol (u3nueckoi cpepe (TOJO) KiacCHPUIMPYIOTCS
cienyromum oopaszom [37, 38]:
panuoKaHaIkl (3JIEKTPOMATHUTHBIC H3TYYCHHS PAIHOINAIIa30Ha);
— aKyCTHYECKHe KaHaJbl (3ByKOBbIE KOJIEOaHHs B 3BYKOIIPOBO/ISIIIEH cpesie);
— DOJICKTPUYCCKUE KaHaJIbl (HaHpﬂ)KeHI/IS[ U TOKHW B TOKOIIPOBOJAAMINX KOM-
MYHHUKAIHAX );
— ONTHYECKUC KaHAJIHI (AIEKTPOMATrHUTHBIC H3ITy4CHUSI B HHPPAKPACHOH, BU-
JTUMOM 1 yIbTpaHOIETOBOH YaCTIX CIIEKTPA);
— MaTepHalbHO-BEIIeCTBEHHbIE KaHabl (Oymara, (oTO, MarHWTHBIE HOCH-
TEJH, OTXOBI, BEIOPOCH U T. [1.);
— Jpyrue KaHaubl (pagualuoOHHbIC, MATHUTOMETPUICCKHUE U T. II.).
BI)I[[CJ'I)HOT CJICAYIOIIUE BUIBI TEXHUYECKOU Pa3BCaKH, KOTOPBIC HMCIOJIB3YIOT
COOTBETCTBYIOIIHE CPEIICTBA M KaHAJBI yTeuku nHpopmarwu [37, 38]:
—  PaaMOdIIEKTPOHHYIO;
—  OITHYECKYIO;
—  OITHKO-3JIEKTPOHHYIO;
— aKyCTHYECKYIO;
— THIPOAKyCTHYECKYIO;
— XHMMHYECKYIO;
— paauanuoHHYIO;
— CelCMHUYECKYIO;
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— MAarHUTOMETPUYECKYIO;

— KOMIIBIOTEPHYIO;

— HU3MEpUTEIbHO-CUTHATYPHYIO.

W3 BeIIIEyKa3aHHBIX BUJIOB HaMOOJbIIEE PAcpOCTPAHEHUE MPU HMPOBEACHUU
obecnieunBaromux MTB momydwiu, B TiepByIO ouepe/ib, KOMIBIOTEPHAS pa3BeKa, a
TaK)Ke paAHOdJIEKTPOHHAS U ONITUKO-3JIEKTPOHHAS PA3BEKH.

[pu knaccuuKanuy TEXHUYSCKUX CPEICTB Pa3BEIKH HCIOIb3YIOT pPa3InIHbIC
npu3Haky — puc. 10.

I
[ OnTuueckue J [ Ol J [ P TP J {F y mecxue}
3NEeKTPOHHbIe

MaccueHble
CpepacTea CpepactBa Cpegactea AQ AkycTuyeckue
Bmyaano- — TeneBU3NOH- paavopasseiku
OMNTNYECKOIA HOW p
passegku 4‘ PaﬂMaI.lMOHHI:IE
— Cpepactea
CpepacrBa — Pag1oTeXHNYeCcKoi
Cpepncrsa — WHdpakpac- passeaku 4‘ Xumuyeckue
coTorpacu- HOW |
YecKor
passegkun — CpepcTBa 4‘ Ceicmuueckne
CpenctBa — paguonoKaLyoHHO
— nasepHon passeaku
passeku B — I MarnutomeTpuyeckme
Mo mecTy pasmeleHns
Cpegactea
Cpencrsa || pagmorennosoi
'—  pasBenku pa3sBeaku
HasemHble j Kocmmuecme} nasepHbIX
N3ny4eHun TS ﬂ WsmeputensHo-
CpepcTBa pasBeaku CUrHaTypHble
WHdopmaLmoHHble BoaayLuHble — NOGOYHBIX
(knBepHeTHyeckue) 3MEeKTPOMarHUTHbIX
W3NyYeHuii n
HaBOAOK

Puc. 10. Knaccudukanusi TeXHUUECKUX CPEICTB pa3Beaku [36]

Paouosnexmponnas pazeedxka — npouecc noiaydeHuss HHGOPMAIMU B pe3yIib-
Tare NpreMa M aHajii3a JIEKTPOMArHUTHBIX M3JyYeHHH pajnoanana3oHa, co3jiaBae-
MBIX Pa0OTAIONIMMHU PATUOIIEKTPOHHBIMA CpeficTBaMu [39].

CocTaBHO# 4aCThIO PAJAMOICKTPOHHON Pa3Be/IKH SBISICTCS pPaHopa3BeKa.

Paouopazsedka — BUJ PAJNOIICKTPOHHON Pa3BE/IKU, OPUEHTUPOBAHHOW HA
pa3inYHbIC BBl PAJUOCBS3U, OCHOBHBIM COJCPKAHHEM KOTOPOW SIBJISCTCS: OOHA-
PYXXCHUE U TMEePEeXBaT OTKPBITHIX, 3aCEKPEUCHHBIX, KOJUPOBAHHBIX MEPeaay CBSI3HBIX
PaIMOCTaHIHIA; TIEJIEHrOBAaHUE WX CHTHAJIOB; aHANN3 M 00paboTKa J00bIBACMON HH-
(dbopManuK ¢ LENbI0 BCKPHITUS €€ COJACPIKAHUS M OIPEACICHUS MECTOHAXOXKICHUS
HUCTOYHUKOB U3JIyUCHHUS; CHUKCHHE HAIPY3KH WM MOJIPHIB KPUIITOPAPUUCCKUX CHU-
crem [39].

Onmuxo-s1ekmponnas. paszeedka — Tmpolecc JA00bIBaHus WH(OpMAIMU ¢ TO-
MOIIBIO CPEJICTB, BKIFOYAIOIINX BXOJAHYIO ONTHYECKYIO CUCTEMY C (POTOIMPUEMHHKOM
U 3JICKTPOHHBIC CXEMbI 00Pa0OTKU 3JIEKTPHUCCKOrO CUTHANIA, KOTOPhIC 0OecreunBa-
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0T TPUEM M aHaJU3 AJIEKTPOMArHUTHBIX BOJNH BUauMoro u MK-nmana3zoHos, u3my-
YCHHBIX WM OTPAKEHHBIX 00BEKTAMU I MECTHOCTHIO [39].

3.3.2. KomnbloTepHas pa3Begka

Komnvlomepnas paszeeoxa — nodsiBanne MHGOPMAINU U3 KOMITBIOTEPHBIX CH-
CTeM U ceTel, XapaKTepHCTUK MX MPOTPaMMHO-aNMNapaTHEIX CPEJCTB U MOJIb30BaTe-
nei [1, 3].

B Hacrosimmee BpeMs IMEHHO CPEICTBA M CHOCOOBI KOMITBIOTEPHOW pa3BEAKH
COCTaBJISIIOT OCHOBY, 3a CUET KOTOPOH peann3yrorcs obecrneunsatomue UTB.

BeIesnsior Tpu THIIa UCTOYHUKOB MH(OPMAIMU /I KOMITBIOTEPHOH pa3Beji-

ku [40]:

JlaHHBIe, CBeJeHWs W WHpopmMmanms, oOpadaTbiBaeMble, IepeaaBacMble U
XpaHUMBIC B KOMITBIOTEPHBIX CUCTEMAX U CETIX;

XapaKTEPUCTUKHU MPOTrPAMMHBIX, allllapaTHBIX U IPOrPaMMHO-ANIapaTHBIX
KOMILIEKCOB,;

XapaKTePUCTHKH MOJIb30BATEIICH KOMITBIOTEPHBIX CHCTEM U CETEH.

[To BuAy peanu3aluy CPEICTBA M CIOCOOBI KOMIIBIOTCPHOW Pa3sBEAKH MOMKHO
KJIacCH(UIUPOBATH CIETYIOIUM 00pa3oM:

@usuueckue — peanu3oBaHHbIC B BUAC (HU3WYECKMX WM aNNapaTHBIX
CPE/ICTB, KOTOpBIC MOAKIIOYAIOTCS K HWH(POKOMMYHUKAIMOHHOH WH(pa-
CTPYKType, BEIYyT aHanu3 (PU3NUECKUX Mojel, MOOOYHBIX IEKTPOMArHuT-
HBIX m3mydeHnit n HaBogok (IIDMIH) B mHTEpecax MOOBIBaHWS JaHHBIX,
CBeJICHUH 1 nHpopMaIyn;

npozpammHbie — peaJn30BaHHbIC B BU/IE POTPAMMHBIX CPEJICTB, KOTOPHIE B
BUJIC BUPYCOB, 3aKJIa0K WIN CHEUHAIN3UPOBAHHOTO IIPOrpaMMHOTO obec-
MeYeHus! I0OBIBAIOT JIaHHBIC, CBEACHHUS M MH(OPMAIMIO 332 CUET aHaM3a
JIOTUKH TIOCTPOEHHS U (DYHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX CHCTEM, a TaK-
ke HH()OPMAIMOHHBIX TOTOKOB, IUPKYIUPYIOLIUX B HUX.

ITo mpuHIMIIAM TOCTPOEHHUSI CPEACTB W HMX (YHKIMOHAILHOMY IpEJIHa3HA-
YEHHUIO MO’KHO BBIICIUTH CIIEIYIONINE TUITBI KOMITBIOTepHOM pa3Benku [40]:

cemanmuyeckas — odecrieunBaromias 100bBaHne (PpakTorpaduaecKoi u uH-
JIEKCHO-CCBUIOYHOM MH(OpMaMy MyTeM Moucka, coopa U aHaim3a CTPyK-
TYpUPYEMO U HECTPYKTYPHPYEeMOil HH(pOPMANK U3 OOIIEIOCTYIIHBIX HH-
(OpPMALIMOHHBIX PECYPCOB MM KOH(MHICHINATIBHBIX HCTOYHUKOB KOMIIBIO-
TEPHBIX CHUCTEM M CETeH, a TaKXKe IyTeM CEMaHTHYECKOH (aHAIMTHYECKOH)
00pabOTKH MOJTyYCHHBIX M HAKOIUICHHBIX MAaCCHBOB CBEACHHH M JIOKYMEH-
TOB;

aneopummuueckas — oOecreunBaromas I100bBaHHE WHPOPMAIMKA MTyTEM
UCIIOJIb30BAHUs 3apaHee BHEIPEHHBIX HM3rOTOBUTEIEM MPOTPAMMHBIX HIIH
anmnapaTHbIX 3aKJIaJ0K, OUIMOOK W HEJCKIAPHPOBAHHBIX BO3MOMKHOCTEH
KOMITBIOTEPHBIX CHCTEM H CeTell;

supycHas — obecreunBaronias A00bIBAHUE AAHHBIX MYTEM BHEAPCHHUS U
MIPUMEHEHUsI BUPYCHBIX IPOTPaMM B YK€ SKCIUTyaTHPyeMbIe ITPOrpaMMHbIC
KOMIUIEKCBHI M B CHCTEMBI JUIsl IEpEeXBaTa yIPaBJICHNs] KOMIIbIOTEPHBIMH CH-
CTeMaMu;

48



—  paszepanuyumenvHasi — oOecIieunBaromas 1o0bBane nHdopmanum U3 or-
JEITBHBIX (JIOKAJBHBIX) KOMITBIOTEPHBIX CHCTEM, KOTOpPBIE MOTYT HE BXO-
JMTh B COCTaB CETH, OCYLIECTBIsIEMasi HA OCHOBE NPEOJIOJICHHS CPE/ICTB
pasrpaHUYeHHs] JIOCTyNa IyTeM HECaHKIIMOHMPOBAHHOIO J0CTyNa K HWH-
dopmannu, GpU3NUECKOro J0CTyNa K KOMIBIOTEPHOH CHCTEME W K HOCH-
TensaM HHpopManuy;

— cemesas — o0ecIieunBarOIIas JOObBIBAaHUE WH(POPMAIMH U3 KOMITBIOTEPHBIX
cereil myTeM MOHMTOPHHTA CETH, HHBEHTAPHU3ALMN 1 aHATM3a YSI3BUMOCTEH
CETEBBIX PECYpPCOB M OOBEKTOB MOJH30BATEICH, a TaKkKe MOCIETYIONIETO
YIAJICHHOTO JIOCTYIAa K MH(MOPMAIUH ITyTEM HCIIOIB30BAHUS BBISIBICHHBIX
VSI3BUMOCTEH CHCTEM U CPEJICTB CETEBOM (MEKCETEBOM) 3alIUTHI PECYPCOB,
a TaKke OJOKUPOBAHUE JTOCTYINA K HUM, MOJU(UKALIUS, IEPEXBAT yIIpaBiie-
HUS 00 MacKHPOBKA CBOMX JICHCTBHIA;

— nomoxoeas — obecrieunBaromias 100bBaHNe HHGOPMAIMK MTyTeM HepexBa-
Ta, 00pabOTKH M aHAIHN3a CETEBOTO Tpa(uKa, BBIABICHUSI CTPYKTYP KOMIIb-
IOTEPHBIX CETEH, a TakXKe NX TEXHHICCKUAX MTapaMeTPOB;

— annapamnas — oOecleYnBaroNias A00bIBaHUEe HH(MOPMALUH ITyTeM 00pa-
OOTKM CBe/IEHMH, TOJNy4eHHs aIapaTypbl, 000pyIOBaHMUS, TEXHUYECKHX
MOJyJIe W UX aHalIn3a, MCIBITAHUS IS BBISBICHHS MX TEXHHMYECKUX Xa-
PaKTEepUCTHK M BO3MOXHOCTEH, MOJYYSHHBIX APYTMMH BHJAMH KOMITbIO-
TEpHOH pa3BesKy;

— ¢opmamnas — obecnieunBarolias 100bIBaHNEe WHGOPMAIMH ITyTEeM arperu-
poBaHHON 00pabOTKH, QUIBTPAIMU, TEKOJIUPOBAHUS, a TAKXKE TIPOBEICHUS
JOpYyTUX TpeoOpa3oBaHuii GopMaTOB (IIPEACTABICHUSA, ITEpPEeaadll U XpaHe-
HUsI) TOOBITHIX JaHHBIX B CBEJICHHS, a 3aTeM — B HH(POPMAIIHIO JIJIsl TIOCIIe-
JIYIOIIETO €€ HAMIY4IIero NpeICTaBICHH s TT0JIb30BaTEIISIM;

— noavsosamenvckas — obecTiednBaromas 100bBaHue MHOOPMALUH O ITOJb-
30BaTEIISIX, UX JCATCIBHOCTH M MHTEPecax Ha OCHOBE OMPEICICHUS UX Ce-
TEBBIX AJ[PECOB, MECTOIOJIOKEHUS, OPraHW3ALMOHHOW NPHHAJICKHOCTH,
aHanm3a MX COOOIIeHNnI M MH(OPMAIMOHHBIX PECYpPCOB, & TaKKe MyTeM
oOecriedeHus UM JTOCTyIa K WHPOPMAIHH, IIUPKYIHPYIOMIeH B CIICIHAIEHO
CO3JIaHHOM JI0’KHOU HH(OPMALMOHHOI HHPPACTPYKTYpE.

Ha nanHOM 5Tare pa3BUTHs KOMIBIOTEPHBIX CUCTEM U CETEH ATH THIIBI KOM-
MBIOTEPHOI Pa3BEIKM OXBATHIBAIOT BCE CYIICCTBYIOIINE MHOTOYPOBHEBBIC «TO-
PHU30HTANIBHBIC» M «BEPTHUKAIBHBICY» KaHAIBl YTCUKH HH(OOPMALUU HU3 KOMIIBIOTEP-
HBIX cHCTeM U ceTeid. [Ipu 5ToM BHYTpH yKa3aHHBIX THIIOB BO3MOXKHO BBIJICJICHHE He-
CKOJIbKMX MOATHIIOB pa3BeAKH, HAPUMEp, MO BUIYy JH00bIBaeMoi MH(OpMAaLMK Ha:
axmoepaguueckyio («61008YI0») U napamempuieckyio.

OOmras xraccupUKaIyst CPeACTB U CIIOCOO0B KOMIIBIOTEPHON Pa3BEAKH MpPE-
cTaBJieHa Ha puc. 11.
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Puc. 11. Knaccuduxanust cpencTs KoMIbloTepHoi passeax [1, 3]

OCHOBHBIM CHOCOOOM peaH3aliy Pa3BEIKH SBIACTCS aTaka CPEICTB KOMITb-
I0TepHOH pa3Benku (41, 42].

Amaka cpedcme Komnvlomepnou pazeedku — KaK NaCcCHBHBIC JCHCTBHS,
HaTpaBJICHHbIE Ha AOOBIBaHME MH(DOPMAIMU U, KaK MPABUIIO, CBSI3aHHBIC C HapyIIe-
HHUEM ee KOH(HACHIMAIbHOCTH, TaK M aKTHUBHBIC JAEHCTBHUS, HAIpaBICHHbIE Ha CO-
3[JaHUE YCJIOBHUI1, OJ1aroNpUATCTBYIONMX JOOBIBAHUIO HH(OPMALIH.

K HacrosiieMy BpeMeHH CI0KUIICSA TOAXO K OMMCAHUIO KOMITBIOTEPHBIX aTak,
OCHOBAHHBIN Ha MCIIOIB30BAHUH HX KJIACCH(HUKAINN C YIeTOM MHOKECTBA MpH3HA-
koB. Hambonee monHEIA ydeT mpu3HaKoB peann3oBaH B Kiaccudukammu CAPEC
[43], pazpaborannoii koprnopanueir MITRE. Opnako knaccudpuxamus CAPEC ne
BBIJICNIICT B OTJCIBHYIO KaTETOPUIO aTakh CPEICTB KOMIBIOTEPHOW Pa3BEAKH. YUH-
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ThIBast 3TOT HexoctaTtok kinaccudukarmu CAPEC, oTedecTBEHHBIME ClICIMATHCTaAMK
B padote [42] ObLTa MpeAyIokKEeHA KIaCCU(PHUKALINA aTaK CPEJCTB KOMIIBIOTEPHOU pas3-
BEJIKM C BKJIOUYCHHEM B KJIACCU(HKAIMIO 00pa3lloB KOHKPETHBIX aTak. JTa Kiac-
cuduKanys npeacTapieHa Ha puc. 12.
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Puc. 12. Knaccuduxarnus atak cpeicTB KOMITBIOTEPHOI pa3Beaku [42]
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3.3.3. PazBegka no OTKPbITbLIM UCTOYHUKAM

[Ipu TecTUpOBaHMU HAYaAIBHBIX YSI3BUMOCTEH WH(POPMAIIMOHHBIX CHCTEM
OoJIbIIIYIO POJIb UrpaeT cOop nHdopmanuu 00 opraHu3alyy, B KOTOpol (HYHKIIMOHH-
pyer neneBas HHYOPMAMOHHAS CHCTEMa, a TaKKe O TepCOHAJIe M JINIax, IPUHUMa-
romx pemenus. [lpu coope Takoit mHGOpPMALIUK, B paMKax TECTUPOBAHUS, IIIHPOKO
UCTIONB3YIOTCS CPECTBA Pa3BEIKU MO0 OTKPHITHIM MCTOYHHUKAM — B paMKax IpoBejie-
HUSI CEMAaHTHYECKON M IOJIb30BAaTENBCKON KOMIBIOTEpHON pa3Benku. Kimaccuduxa-
IUsI TaKUX CPENCTB TpejcTaBieHa Ha puc. 13. boiee monpoOHBIe MaHHBIE O TaKUX
CpeIcTBaxX IMpeICTaBICHEI B paboTe [3].

Bo MHOrom NHoBbIIIEHHE 3HAUMMOCTHU Pa3BEIKU HA OCHOBE aHAIM3a OTKPBITHIX
HUCTOYHHUKOB 00YCIOBIEHO TeM (pakTom, uto mopsaka 10—15% Heobxonumoii nupop-
Maruu umeercst B IHTepHeTe yKe B TOTOBOM BHjIe (HE00X0oIuMa TOJIBKO ee Bepuu-
Kanusi), a octajgbHbie 85-90% uH(pOpMAMU MOTYT OBITH MOJYYCHBI B PE3YJIbTATEe
CpaBHECHMS, aHAIN3a U CHHTE3a Pa3pO3HEHHBIX M Pa30pPOCAHHBIX MO Pa3HBIM HCTOY-
HUKaM (akToB. EcTecTBeHHO, YTO MH(pOPMAIH, TIOITyUYeHHAs TAKUM 00pa3oM, HyX-
naercs B Bepu(pUKaIuu.

Cpedcmea pazeedku
110 OMPBLIMbIM UCMOYHUKaM

‘ TpagvumoHHble ] CpepcTea passeakn

D Y Ha OCHOBE TEXHOMOTUI
[ P «Bonbwmx JaHHbIX»

Ha ocHoBe MHoromepHoro
CeMaHTM4ecKoro aHanusa

Ha ocHoBe arpervpoBaHus
pesynbTaToB noucka

KoMBUHVpOBaHHbIE

{ VHdopmaLmoHHo-ncuxonornyeckme J

BO3/E€NCTBUSA Ha NepcoHan

Puc. 13. Knaccndukanus cpencTs pa3BeKu
10 OTPBITBIM UCTOYHHKAM

Jns pelieHust 3aJad aHaun3a OTKPBITHIX HCTOYHMKOB HCIONB3YIOTCS amlma-
PaTHO-TIPOTPAMMHBIEC CPE/ICTBA, OCHOBY KOTOPBIX COCTABISIOT ANTOPUTMBI ITONCKA H
CEeMaHTHYEeCKOro aHanmm3a. CrenuanbHbIe IPOTPaMMBI-POOOTHI OIIPAIIMBAIOT CAUTHI U
M3BJICKAIOT U3 HHUX HYXXHYIO MH()OPMAIMIO, MCIOJL3YS IIHUPOKUI CHEKTP CpPE/ICTB
JIUHTBICTHYECKOTO, CEMAHTHYECKOTO M CTATHCTUYECKOTO aHanm3a. J[eHCTBys aBTO-
HOMHO, TaKre TPOTrpaMMBbl aHaJM3a JaHHBIX BBIABILIOT JIO0YIO IeNeByI0 HH(OpMa-
LU0, KAaK TOJIbKO OHa MosiBUTCs B IHTEpHETE.

OCo6eHHOCTBIO IPOrpaMM aHaIM3a JAHHBIX HA OCHOBE CEMaHTUYECKUX MOMC-
KOBBIX aJITOPUTMOB SIBIISICTCA TO, YTO OHH MOTYT HaXOIUTh TOJBKO Ty MH(OPMAIIHIO,
KOTOpasi B IBHOM BHJI€ HAXOJIUTCS B JOKYMEHTaX, pa3MelIeHHbIX B ceTh MHTepHeT, a
y’kKe MOTOM, 3a CYeT aHaJIM3a Pa3IUYHBIX JOKYMEHTOB C COBIAJAIOIIUM LIEIEBbIM
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KOHTEHTOM, HAUMHAIOT «COOMPaTh» MH(OPMAIMOHHOE HAIOJIHEHHE 3alpoca MoJb30-
Bateneil. bonee MHTEpeCHBIM HANpaBIEHUEM Pa3BUTUS CPEACTB Pa3BEIKH SIBISETCA
aHaJIM3 Pa3HOPOJHBIX, M3HAYAIBHO CEMAHTUUYECKH HE CBA3aHHBIX MEXTy coO00l naH-
HBIX C LIENbI0 BBISBICHUSI HECTy4alHBIX COBMAJCHUN MM CKPBITHIX 3aKOHOMEPHO-
CTEeH W TOCTEeTYIONeH UX «IIPHUBA3KOI» K 00BEKTaM pa3BeAkH. Takoe HampaBIICHHE
TIOJTY4YHIIO PA3BUTHE B paMKax HCCIeNOBaHUS Tpodiemsl «bombmmx maHHBIX» (Big
Date).

dopmMupoBaHue TIOOATBHOTO HIEKTPOHHOTO, TOCTOSHHO MOMOIHSAIOMIETOCS
apXuBa MOBEJCHYECKON aKTHBHOCTH CaMBIX PA3INYHBIX CyOBEKTOB, OT OTHEIBHBIX
TOCY/IapCTB M OTPOMHBIX KOMIIAHUH JI0 HEOOJIBIIHMX TPYIII, ¥ OTACIbHBIX HHAUBHIY-
yMOB B ceTd MIHTepHeT mocykuno 6a3ucoM NosBICHUS BonbIINX JaHHBIX.

AHanmu3 HaKOIUIEHHOTO 3a ITOCTEIHHE TOABI ONBITa MPUMEHEHHS TEXHOJIOTHH
Bonpmux naHHBIX MO3BOJIAET BBIIEIUTH HECKOJIBKO KIIOYEBBIX YEPT, OTIMYAIOIINX
Bosnbive naHHbIe OT BCeX APYTUX MH(POPMALMOHHBIX TeXHOJIOTHi. K HUM oTHOCHTCS
cnenyromiee [44].

— OrpoMHBIE MaccHUBBI Pa3HOPOIHON MH(pOPMALUKM O MPOLECCax, SIBICHUSIX,

COOBITHSIX, 00BEKTAX, CyOBEKTaX U T. II., TIOTOJHAEMbIC HENPEPHIBHO B pe-
KHMME pealbHOro BPEMEHHU.

— CrenuanbHO CIIPOSKTHPOBAHHBIE TPOTPaMMHBIE MIaT(hOPMBI, rie bomburne
JAHHBIC JII000TO 00BEMa MOTYT XPAaHHUTHCS B YHZOOHOM IS BBIYHCICHHUH
Buje. OTIUYUTENBEHON YepToil ITUX XPaHUIIUI SBISETCS TO, YTO CTPYKTY-
pHUpOBaHHAs U HECTPYKTYpHUpPOBaHHAs HH(MOPMALUI MOTYT 00pabaThIBaThCA
COBMECTHO, KaK €IMHOE LIENOE.

— Hannune pazauyHoro poga MaTeMaTHYeCKOTo, MPEX/JIE BCEro CTaTHCTHYE-
CKOT'0 MHCTpyMEHTapust 1u1st 00paboTku BonbIMX JaHHBIX M OJyYEeHHUE pe-
3yJIBTaTOB B BUAE, MOHATHOM s uenoBeka. [IpudeM mpu axammse boib-
OIMX [JAaHHBIX HCIONB3YIOTCS HE TOJIBKO TPAaAMIUOHHBIE METOABI Ma-
TEMAaTHYECKOW CTATUCTUKH, HO M HHTEIUIEKTYaJbHBIC alrOPUTMBI 00pa-
OOTKHU TaHHBIX.

Texnonornu Bonbmmx JaHHBIX OCHOBAHBHI, ITPEXk/IE BCETO, HA METOAAX CTAaTH-
CTHYECKOTO U MHTEJUIEKTYalIbHOTO aHalM3a JaHHBIX, MPUMEHSIEMBIX Ha OTPOMHBIX,
MIOCTOSIHHO MOMOJIHAEMbIX MACCUBAX JaHHBIX.

Texunosoruu BobIMX JaHHBIX TO3BOJISIOT [44]:

— TPOBOJWTH CaMble PA3INYHBIE U CKOJIb YTOAHO MOAPOOHBIE KiIacCH(pUKaInm

TOW WM WHOH COBOKYITHOCTH JIFOZICH, KOMITAaHHA, HHBIX OOBEKTOB IO Ca-
MBIM Pa3HOOOpa3HbIM MpH3HAKaM. Takue KiacCU(PUKALMU 00ecreurBaloT
TOYHOE TOHMMaHHE B3aMMOCBSI3M TEX WM HMHBIX XapaKTEPHUCTHK JEOOOTO
00BEKTa — OT YeJIOBEKa IO KOMIIAaHWH MM OPTaHU3aINH, C TEMH MM HHBI-
MU €ro JIeHCTBUSAMY;

— OCYILLECTBJISIT MHOI'OMEPHBIM CTaTUCTUYECKMH MaTEeMATUYECKUM aHaJIU3.
OTOT aHaNIM3 MO3BOJAET HAXOAUTh KOPPEISIIUOHHBIE CBA3H MEXKY CaMbIMU
Pa3IMYHBIMHU TTapaMeTpaMH, XapaKTePHCTHKAMH, COOBITHSIMH M T. 1. DTH
CBSI3U HE OTBEYAIOT Ha BOIPOC «IIOYEMY?», HO OHM YKa3bIBalOT Ha BEPOSAT-
HOCTb, C KOTOPO IPH M3MEHEHUH OJTHOTO (hakTopa U3MEHUTCS U Apyroi. B
ciTydae BBISIBIICHHS KOPPEISAIMOHHBIX 3aKOHOMepHOCcTed B bompmmx man-
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HBIX CTa[¥sl BBISBICHUS MEPBOIPUUUHBI OTCYTCTBYET, a CPa3y BBIIBIISCTCS
3aKOHOMEpHas CBSI3b Pa3INYHBIX (PaKTOPOB;
— mporHo3upoBaTh. Ha ocHOBe kiaccu(uKalmii 1 aHAJTUTUYCCKUX BBIKITAJIOK
OCYIIECTBIISIETCS IPOTHO3UPOBAHKE, CYTh KOTOPOTO COCTOUT B TOM, UYTOOBI
Ha OCHOBE BBISBJICHHON KOPPEIBIHOHHOW CBSI3M (DAaKTOPOB OIPEICIHTH
HauboJee Iernecoo0pasHbI CIoco0 BO3ACHCTBUS IS TOTO, YTOOBI OIUH
Ha0Op (PaKTOPOB, XapaKTEPHU3YIOIIUX TOT WIA HHOW OOBEKT, JIHUI0, KOMIIa-
HUIO0, COOBITHE U T. II., OB MPeoOpa3oBaH B IPYTOH.
Bomee mompobHas wHpOpMamms 00 HCMOIH30BAHUM TEXHOJOTHH bobmmx
JAHHBIX [IPU PEIICHHUH 3a/1a4 PAa3BEKH MIPeCTaBIeHa B padoTax [3, 44].

3.4. Atakywowme nHcpopmaLMOHHO-TEXHMYECKUEe BO3OENCTBUA

Artakyromue WTB opueHTHpOBaHBI Ha HEMOCPEICTBEHHOE BO3JEHCTBHE Ha
HHPOPMAITHIO, CUCTEMBI ee cOopa, Iepenadn, XpaHeHns, 00paboTKN U TpeCcTaBie-
HUsS, @ TAKKe Ha HCHOJIL3YyeMble B ATUX CHCTeMax MH()OPMalMOHHBIE TEXHOJIOTHH,
KaK NpaBHJIo, C 1IeNIbI0 CHIbKeHus ypoBHs UMb i s dexruBHocTH HyHKIIMOHUpPOBa-
uus. [Ipumenenne atakyromux WUTB HampasieHO Ha CPBIB BHITONHEHHS WHpOpMA-
IIMOHHON CHCTEMO CBOMX IIEIIEBBIX 3a/1a.

Hanee 0030pHO TpecTaBleHa KIacCU(PHUKAIMS U OCHOBHBIC THIIBI aTAKYIOIINX
WTB. bonee noxpodHas nndopmarus o6 arakyromux UTB npencrasiena B pado-
Te [3].

3.4.1. Knaccudmkaumsa atakyrowmx
MHhOPMaLMOHHO-TEXHUYECKUX BO3OENCTBUN

Knaccudukammst cpencts m crmocoboB arakyrommx WTB mpencraBieHa Ha
puc. 14.

Araxyromue UTB, B 3aBUCUMOCTH OT UX OPUEHTHPOBAHHOCTH HA HapYyIIEHUE
KOHKpEeTHOTro cBoiicTBa b, MOXKHO Knaccu(UIMPOBATh HAa YETHIPE OCHOBHBIX THIIA:

— OpHECHTHPOBAHHBIC HAa HAPYIIECHNE KOH(PHUICHIINAIBHOCTH HH(POpMALNH;

— OpHUCHTHPOBAHHBIC HAa HAPYIICHHE IIEIOCTHOCTH MH()OPMALIUH;

— OPHEHTHPOBAHHBIEC HA HAPYIIEHHUE TOCTYITHOCTH HH(OPMAIIIH;

— OpHEHTHpPOBAaHHBIC Ha WH(POPMAIMOHHO-TICUXOJIOTHIECKOE BO3JEHCTBIE
(KOMTTPIOTEpHOE TICHXOTPOHHOE BO3ICHCTBHE) Ha MOJB30BaTeIel HHpopMa-
LIMOHHOW CUCTEMBI.

[To crioco0y peanuzanun UTB knaccuduimpyrores Ha:

—  QITOPUTMUYECKHUE!

O 9KCIUIOWTHI, OPHEHTHPOBAHHBIC HA YIPABJISIONIYIO IPOrpaMMy HHPOP-
MAaIlMOHHOW CHCTEMbI (SAPO WIM MOAYJIH ONEPAllMOHHOW CHCTEMBI,
npaiiBepa, BIOS);

O OKCIUIOWTHI, OPHEHTHPOBAHHBIC Ha TMPUKIATHBIC MPOTPaMMBI HHMOP-
MAIIMOHHOW CHCTEMBI (TIOJIb30BATEIBCKUC MPUIOKCHHS, CEPBEPHBIC
NPUIOXKEHHSI, CETEBbIE PUIIOKEHHS, Opay3ephl);

O OKCIUIOWTHI, OPUCHTHPOBAHHBIC HA CETEBBIC MPOTOKOJIBI WHPOPMAITH-
OHHOH CHUCTEMBI;
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O OKCIUIOWTHI, OPHEHTUPOBAHHBIC HA MEpeBoj MH(OPMAIIMOHHOM cHcTe-
MBI WM YNpPaBISEMOH €10 TeXHOJIOIMYEeCKOH CHCTEMBI B HEIITATHbIE
WM TEXHOJIOTHYECKH OacHBIE PEXKUMBI (DYHKIIMOHUPOBAHUS;

[ ArTakyouy| dor O-T BO3AeACTBUA ]
[ IMo cnocoby peanusayuu ]
AnnapamHsble ) ( lMpozpammHbIe J
AI'II'IapaTHbIe 3aknagkv ) yﬂaﬂeHHble ceTeBble atakn

| KOMI'IbIOTeprIe BUpYyCbI

AnaopumMuqecxue )

MporpammMHble 3aknagku

NPOn3BOAUMBIX AeNCTBUN

Mo YPOBHIO CAHKLUMOHUPOBAHHOCTH ]

( dusuyeckue J
ATropuTMBI, UCMOTb3YIOLLNE COYeTaHNe
CaHKLVOHVPOBaHHbIX AEACTBUI 1
caHKLUMoHupoBaHHoro MO u ans —(
OCYLLECTBIIEHNS BO3[ENCTBUSA

PagwosneK'rpOHHoe nofasrneHne

—( ONTWKO-3NEKTPOHHOE NoAAaBreHne

AJ'II'OpMTMbI, ucnonb3ayowmne
HeCaHKUMOHMPOBaHHbIe CpeAcTea Ansa :

ocyLlecTBneHus BO3eiCTBUS ¢yHKLLVIOHaJ'IbHOe nopaxexHue

—( KomBuHMpoBaHHbIe —( OneKTPOMarHUTHLIM U3Ny4eHnem )
CBepxKopoTkue
o nopaxaemomy o6nLekmy ) 3MEKTPOMAarHUTHbIE UMMYbChI

OKCMNONThI, OPUEHTUPOBAHHbIE Ha
YMPaBIsioLLYIO MporpamMmy Uim
onepaLVoHHYI0 CUCTEMY

CBY-uanyyerue )

TNasepHoe uanyyeHve )

npuknagHble nporpaMmmbl

MpeaHamepeHHoe cunosoe
3NeKTpOMarHUTHoe Bo3fencTBre

JKennonTel, OPUEeHTUPOBaHHbIE Ha
CeTeBble NMPOTOKOSbI

SkennounTbl, OpPUEHTUPOBaHHbIE Ha ] i

OnekTpuyeckunin Tok
CBEpPXBbICOKOro HanpshkeHusi

nepeBo/, MHHOPMALIMOHHON CUCTEMbI
WK yNpaBnsieMon el TeXHOMNOrMYEeCKo
CUCTEMbI B HELUTATHbIE UNK
TEXHOJIOrn4yeCckn-onacHble pexumbl
DyHKLIMOHMPOBaHNS Buonornyeckue n xummndeckue cpeactea
BO3[ENCTBUSA Ha anemeHTHyto 6asy POC,
TOKOHECYLLME 3IeMEHTbI 11 NPOBOAHKM

OKCMNONThI, OPUEHTUPOBAHHBIE HaA
(arycTuyeckum, paavaLmoHHbIM 1 Ap.)

MopaeneHue no ApyrumM nonam ]

—L— L -~

Puc. 14. Knaccudukanus cpeacts u cnoco6os artakyromux UTB

55



— IpoTrpaMMHBIE:
O KOMIIBIOTEPHbIE BUPYCHI;
O TPOrpaMMHbBIE 3aKJIAJKHU;
O HEHTpaIM3aToOphl TECTOBBIX MPOTPAMM M MPOTPaMM aHAJIH3a KOJa;
— anmapartHble:
O amnmapaTHbIe 3aKJIa/IKN;
—  (¢usnyeckue:
O 9JIEKTPOMATHHUTHBIC:

® paaMOANIEKTPOHHOE MOJABIICHNE;

®  OITHKO-JICKTPOHHOE 1TOJaBJICHHE;

e (DYHKIMOHAIBHOE MMOPa)KCHHE ICKTPOMATHUTHBIM HM3IIy4CHHEM
(anexTpomarHuTHbIe UMIyNbeel, CBYU-n3mydenne, nazepHoe u3-
TydeHue);

e (DyHKIMOHAIBHOE MOpPKCHNWE NPETHAMEPEHHBIMU CHIIOBBIMH
JJIEKTPOMATHUTHBIMU ~ BO3AEHCTBUSIMU  (IJEKTPUUECKHH  TOK
CBEPXBBICOKOTO HAIIPSKCHNUA);

O IO APYTHM HOJISIM (aKyCTHYECKUM, PAIHAIlIOHHBIM H JIp.);
o OuonorMuecKrue U XMMHYECKHE CPEJICTBA BO3ACHCTBHS Ha HJIEMEHTHYIO
6a3y POC, TokoHecyIue 3JeMEeHThI U IPOBOTHHUKH.

Paccmotprm Gosee moapoOHO OCHOBHBIE ITHMPOKO PACIPOCTPAHEHHBIE aTaKy-
tomue MTB, xoTopble MOTyT OBITH HCIOJIB30BAHBI UISI TECTUPOBAHMS OOBEKTOB
KHNU:

— yJaJIeHHbIE CETEBbIE aTaKy;

— KOMITBIOTEPHBIE BUPYCHI;

— TPOTpPaMMHBIC 3aKIIaJKH;

— anmapaTHble 3aKJIaIKH.

3.4.2. YpaneHHble ceTeBble aTaku

Yoanennasn cemesas amaxa — 3710 arakyiouiee HHHOPMAITMOHHO-TEXHUIECKOE
BO3JICHICTBHE, OCYIIECTBIISIEMOE TI0 KaHalaM CBSI3U, yIAJICHHBIM OTHOCHUTEIHLHO ara-
KyeMO# CHCTeMBI, CyOBEKTOM U XapaKTepHOE ISl CTPYKTYPHO- U TPOCTPAaHCTBEHHO-
pacrpeeICHHBIX HHPOPMAIIHOHHBIX CUCTEM.

Y aneHHbIE CETEBbIE aTAKK MOYKHO KJIACCH(PHUIIMPOBATH B COOTBETCTBUU C pa3-
JIUYHBIMA OCHOBaHMSMHU. OOmIas cxema KIACCHU(PHUKAIMKA YIAICHHBIX CETEBBIX aTak
rpeJicTaBiieHa Ha puc. 15, a cnoco0oB UX OCYIIeCTBICHUs — Ha puc. 16.

B HacTosiiee Bpems aTaku TUMA «OTKa3 B OOCTYKHBAaHUW» SIBIISIIOTCS HAanOO-
Jiee paclpoCTPaHEHHBIMH M HanOoJee OTACHBIMH YJAIEHHBIMU CETEBBIMU aTaKaMH.
ATaka «0TKa3 B OOCITy)KUBaHUM» HalpaBlieHa Ha OJIOKUPOBKY JOCTYIa K OOBEKTY
IyTEeM HCYEpIaHus ero pecypcoB. Kiaccupukamms 0OCHOBHBIX CIIOCOOOB OCYIIECTB-
JICHUS] aTaKu «OTKa3 B OOCIy>KMBaHUW» TpeiacTaBieHa Ha puc. 17. Ilogpobuas uH-
(hopmarus Mo 5TUM aTtakam npuBeeHa B padore [3].
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YnaneHHble ceTeBble aTakn ]

Mo Hanuyuro o6pamHoli cessu ¢
amakyembIM 06 eKmom

o xapakmepy eo3delicmeusi

C obparHo cBs3blo )

Be3 obpaTHoit cBsian
(ogHoHanpaBneHHasi ataka)

Mo pacnionoxeHuto cy6bekma amaku

o6bekma

MaccuBHoe Bo3aencTeme

BHyTpuceTeBas ataka

—

AKTUBHOE BO3[ENCTBUE

MexceTeBas aTaka

—

g

Mo ycrnoeuro Ha4yana
ocywecmeneHusi
go3delicmeus

Mo yp ti MOO OSl, Ha

P Y
go3delicmeue

-

MepexsaT nHdopmaLum —
HapylweHne KOHdJMFLeHLlI/IaJ'IbHOCTM

WckaxeHne nHcbopmaumm —
HapyLUeHne LenoCTHOCTH

HapyueHue pa6otocnoco6HocTn
CUCTEMbI — HapyLUEH1e AOCTYMHOCTH

Araka no 3anpocy ot
arakyemoro obbekTa

—( duanyeckuii )

CeaHcoBblit )

ArTaka no HacTynnexuio
oXxugaemoro cobbiTus
Ha aTakyeMoM obbekTe

KaHarnbHbIn MpencTasutens-

HbIiA

[

CeteBon

N

—' Eeaycnoauaﬂ artaka

MpuknagHomn

TpaHcnopTHbIN

[

Puc. 15. Knaccuduxkaiyst yaaaeHHbIX CETEBbIX aTak

[ Cnoco6b! ocywecTBNeHUA yaaneHHbIX ceTeBbix aTak ]

MoameHa foBepeHHOro
o6bekTa unu cybnbekTa
MHOPMaLUOHHOW
cucTemsl

BHeppeHue noxHoro o6bexkTa B
WH(OPMaLMOHHYIO cUCTEMY

Wcnonb3oBaHue NOXHOrO CETEBOrO
o6beKTa Ans opraHusauum
yAaneHHoOM aTaku Ha
MH(OPMaLIMOHHYIO CUCTEMY

Atakn
«OTKa3 B 06CnyXvuBaHUN»

Artaka npu
YyCTaHOBMEHHOM
BUPTYansHOM
coeavHeHun

Artaka Ges
YCTaHOBNEHHOTO
BUPTYamnbHOTO
coeauHeHNs!

Ananuz
ceTeBoro Tpacdmka

I'Iy'reM HaBsA3bIBaHWSA NOXXHOro
CeTeBOro MapupyTa

)

Cenekuus nHdopmauum n
COXPaHEHME e€ Ha SIOKHOM
ceTeBoM obbekTe

MyTem ncnons3osaHus
HE[I0CTaTKOB anropuTMoB
afpecauun 1 ynanesHoro

nowcka yafos B ceTn

Mopavcbukaums nHdopmaumm,
NPOXOAALLEN Yeped NOXKHbIN
ceTeBoi 06bekT

MyTem nepexsata u
opmupoBaHusa

TIOXKHOrO OTBETa Ha
3anpoc o ceTeBomM
appece yana

Puc. 16. Knaccuduxanust crioco0oB oCyIecTBICHUS

MyTem chopmmpoBaHus
MOTOKa JIOKHBIX OTBETOB
He A0XWAasiCh 3anpocoB

OT y3rioB ceTh

Mogawdukaums
nepegasaemblX JaHHbIX
Mopawdukaums
nepeaBaemoro koaa

ATaka «oTKa3 B
obcnyxuBaHnmn»
(DoS-araka)

PacnpepenenHas
aTaka «oTKa3 B

obenyxvuBaHnmn»
(DDoS-ataka)

BauuknvsaHve
npoLeaypb
o06paboTku

3anpoca

MoameHa uHgopmaumm,

NPOXOAALLEN Yepesd NOXHbIN
ceTeBol 06bekT

BHenpeHue Bupycos B
nepeaaBaemblit KOA

YAQICHHBIX CETEBBIX aTaK
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Y
«OTKa3 B 06CnyXKMBaHUM»

arain ]

Cnocobbl, OCHOBaHHbIe Ha
HacbILWeHNUM Nonocs!
NponycKaHusA CUCTeMbI

Cnocobbl, OCHOBaHHbIe Ha
3aXBaTe UMK N3GLITOYHOM

Cnoco6bl, OCHOBaHHbLIE Ha yaaneHHoM
HecaHKUMOHMPOBaHHOM JoCTyne 3a

pecyp!
cucTembl

cuet

aTakyeMom cucTeMbl

s MO

Cnocobbl, OCHOBaHHbIe Ha
MCMONb30BaHNM 3KCMIIONTOB
ceTeBbIX NPOTOKONOB
aTakyeMomn cucTeMbl

Arakn Tuna HTTP-flood
w ping-flood

OTnpaBka «TsHKenbIX» Unn
«CMOXHBIX» NaKeToB

~{ YA3BMMOCTEN B NPOrpaMMHOM Kofe

YnanerHoe 1cnons3osanne

OC v npuknapgHoro MO

Smurf-ataka
(ICMP-flood)

MepenonHexve cepeepa
log-chaitnamn

DoS-ataku,
vcronbayloline
YS3BMMOCTH B
nporpaMMHoM
o6ecneyeHnn DNS-
cepeepos

YnaneHHoe ncnonb3oBaHne
nepenosnHexus 6ydepa
nporpammb!

ATaka ¢ nomouybio
nepenosiHeHus
naketamun SYN 8 TCP
coeauHeHnn (SYN-flood)

Wcnonb3osaHne
yﬂSEMMOCTeIZ HenpasunbHO
HaCTpOeHHOﬂ noacuctembl

ynpaeneHusi KoBTamun
VCMOMNB30BaHMS CUCTEMHBIX
pecypcos

DDoS-atakn
Ha DNS-cepBepb!

YpnanexHoe
OLWNGOK B pasaerneHnn namstu
Mexay nporpaMmami B
3aLuLieHHom pexume OC

Wcnonb3osanve

|| ysi3BUMOCTE
HEZI0CTaTO4HOM NPOBEPKN

AaHHbIX nonb3oBarenei

ATaku, Bbi3blBaloLLNe
'~ noxHble cpabaTbiBaHms
NOACHCTEMBI 3aLLMUThI
VNH(OPMALIMOHHON
cucTembl

Puc. 17. Haubonee pactpocTpaHeHHbIE CIIOCOObI
OCYIIECTBJICHHS ATaKH «OTKa3 B 00CITY)KUBAHUI»

3.4.3. KomnbloTepHbIe BUPYChbI

HecMoTpst Ha TONTYIO HCTOPUIO KOMITBIOTEPHOI BUPYCOJIOTHH, UCTIOTH30BAHUE
BHUPYCOB B KadecTBe OOEBBIX CpPEICTB MH(DOPMAIIMOHHO-TEXHHYECKOTO BO3JCHCTBHS
HA4YaTo CPaBHUTENBHO HeAaBHO. K MepBOMy cllydar0 TaKOro HCIIOJIb30BaHUSI OTHO-
cutcs ucrons3oBanue B 2010 r. Bupyca Stuxnet [3].

Bupyc — nporpamma, HeCaHKIIMOHUPOBAHHO BHEAPCHHAS B HH()OPMALMOHHYIO
CHCTEMY U CIIOCOOHAs! OCYILECTBIISITh CO3/[aHHe COOCTBEHHBIX JIyOJIMKATOB (HE BCe-
IJla COBITAQAAIONINX C OPUTHHAJIOM), HECAaHKIMOHHUPOBAHHOE CaMOPACIPOCTPaHECHNE,
HECaHKIIMOHUPOBAHHBIHN JOCTYIT K WH(POPMAIIHOHHBIM pecypcaM, H3MEHEHHE JIOTHKA
(YHKIIMOHUPOBAHUS 3apaKCHHON MPOTPaMMBbI, CHIKCHUE KadecTBa WM d()(EKTHB-
HOCTH UH(POPMAI[HOHHOMN CHCTEMBI.

OCOOCHHOCTRIO COBPEMCHHBIX OOCBBIX BHPYCOB SBISICTCS TO, YTO OHH, Kak
MIPABUIIO, SIBJISIFOTCS] KOMIUICKCHBIMU TIPOYKTAMH U COCTOST U3 Pa3IHYHBIX MOIYIICH,
KOTOPBIC OTHOCSATCS K PA3JIMYHBIM THIIAM M OPUCHTHPOBAHBI HA PELICHUE KOHKPET-
HOM 3a/1a4¥ (MOAYJIM THTIA «KJIACCUYECKUN BUPYC» — JUISI CAMOPa3MHOXKEHUSI B MH-
(hopMaIMOHHOH crcTeMe, MOIYNN THIIA «YePBb» — IUIS PACIPOCTPAHCHHS IO CETH,
MOJTYJIb THITa KTPOSIH» — JUIsl OPTaHNU3aIiH JICCTa0MITH3UPYIOIETO BO3ICHCTBYS).

Knaccudukanusi arakyrommx CpPEICTB HA OCHOBE KOMITBIOTEPHBIX BHPYCOB
npezcTaBiieHa Ha puc. 18.
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[ KomnbioTepHbie Bupychbl ]

IMo cnoco6y xpaHeHusi
8 namsmu

o mexHonozuu 3awjumel
om o6HapyxeHusi

PeanaeHTHble

[ Mo criocoby akmusayuu ]

—( LLndpoBaHHble )

—( MonumopdhHble )

HepeanaeHTHble

—( MeTamopdHble )

—( Crenc-Bupychl )

Tpebytowme akTUBHOTO
y4yactus nonb3osatens

He TpeGyioLye akTUBHOrO
y4yacTtus nonb3osatens
Mo muny

( Knaccuueckue supycobl ) ( «Yepsu» ) ( TposiHCKKe nporpaMmb| ) Apyrve
MBI
(ﬂo cpede pacnpocmpanenuﬂ) [ o cpede ] [ IMo muny ebinonHaeMbIxX ]
Barpy3o4Hble
—( CeTeBble YepBu )
—( Tornyeckne 6ombb! ) —(Knasmarypnble LLII'IVIOHI:-I)
daiinosble

—(I'Io\-lToBble Hepam)

Bupycel,
WHbULMpYoLLme
ucnonHsaemble

—‘ IM-4epBu

—( MoxutuTenwu naponet

Mporpammel ckpbiToro
y[aneHHoro ynp:

—( Tlokm (backdoor) )
—‘ AHOHUMHBIE cepBepa

hannb!

")
MopwcbukaTtops!
HacTpoek 6paysepa
—' IRC-4epBu
YTUnuThI 03BOHA 1
—‘ P2P-uepsu coeauHeHVst

Puc. 18. Knaccudukanusi KOMITBIOTEPHBIX BUPYCOB

MakpoBupycbl

CKpunT-BUpYChI

Cpenctea UTB Ha ocHOBe BUPYCOB 00JIaIalOT CIEAYIONTUMH OCOOCHHOCTSIMHU

(YHKIMOHUPOBAHUS OTHOCHTENBHO JPYIHX «HENpPO(eCCHOHAIBHBIX» BHPYCHBIX
cpencts [3]:

— n30MPATEIbHOCTD [ENU U JCUCTBHL;

— HCIIOJIb30BAHUE YS3BMMOCTEH, B TOM 4Mcie ys3BUMOCTel 0-IHs, 3aKiIalok
U CKPBITBIX KaHAJIOB;

— MACKHMPOBKA, CKPBITHOCTb, KPUIITO3AILUTA, CAMOIMKBUAALUS;

— mMpoKas QyHKIIMOHATIHHOCTH B IUTAHE PEIICHHUS IENICBBIX 33/1a4;

— ruOKas cHCTeMa CaMOPa3MHOKCHHS;

— UHPPACTPYKTYpHAas IOAICPIKKa, OOHOBIICHUE U YIIPABIICHHUC;

— Macmrabupyemoctsb, Hannuue CYB/l-atak;

— BBICOKOE Ka4eCTBO KO/Ia M BO3MOKHOCTH 00pabOTKH HEKOPPEKTHBIX CUTYya-
LUH.

Bonee nmoapobHas unpopmanus o BUpycHsIx cpenacrsax UTB mpeacrasiena B

pabote [3].

3.4.4. MporpamMmMHbIe 3aKnagku

IIpoepammuan 3axknadka — CKPHITHO BHEIAPEHHAs B 3alIWIICHHYI0 HH(OpMa-

OUOHHYIO CHCTeMYy IIporpaMMa, JHOO HaMepeHHO HW3MEHEHHBIH (parMeHT IIpo-
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IpaMMbI, KOTOpBIE MO3BOJIAIOT OCYIIECTBUTh HECAHKIIMOHHUPOBAHHBIN JOCTYIN K pe-
cypcaM CHCTEMBbl Ha OCHOBE M3MEHEHHUsI CBOMCTB mojacuctembl 3auiuthbl [45]. Tlpu
9TOM B OOJIBIIMHCTBE CITy4aeB 3aKJia/ika BHEAPsIeTCs: caMuM paspaboraukom 10 mis
peanuzanuy B MHOOPMAIMOHHOW CHCTEME HEKOTOPBIX CEPBHCHBIX WM HEJICKJIapH-
pyemBbIX (hyHKIHH.
Kiaccugukaryst nporpaMMHBIX 3aKJIaI0K IIPEICTaBIeHa Ha puc. 19.
MporpaMmHble 3aknaaku

[ I

) (oo ) ( J(
1

Mo ycnoesusim HaxoxdeHus

Mo HasHaveHuto =
8 onepamueHouU namsamu

Mo mecmy eHedpeHus

)

AnnapaTHo-NporpamMmHsIe 3aKnazkm,
MPOrpaMMHO accounmpoBaHHbIe ¢
annapaTHbIMI cpescTBaMu

Ap
B UCXOAHbIA TEKCT
nporpammbl

PeaupeHTHble

HapyLueHue yHKUMA
CaMOKOHTPOIS Unn
anropuTMoB
(yHKuMOHMpoBaHus MO

1

_(
_(
_(

HepeanpeHTHble

Barpy3ouHbie 3aknaakm P
Yepes nakeTbl

0GHOBMNEHUA NPOrpamMmbl

|| Saknanky, ocywectensiowme
VM3MEHEHVe N HaBsi3biBaHMe
pexumoB pa6oTsl MO

[paliBepHble 3aknaakn

Ap!
yepes nakeThl
(YHKUMOHAmBHBIX
pacLmpernin ans
6a3oBoit nporpammbl

MpuknaaHele 3aknaaku

—

3aKnajiku, ocyulecTensiowme
HECaHKLIMOHNPOBaHHOE
BO3AeNCTBME Ha
MH(OPMALMOHHBIE PecypChbl

VicronHsiemble Moaynu 3aknaaky,
KOTOpble coaepxaT KoA, KOTopbii B
[AanbHenlem BHeAPseTCA B

nakeTHble UcnonHsemble danns! AP
uepes apyroe MO,
yHKL 0 I 1
—( Baknaaku-uMuTaTopel ) — cBs3aHHoe C
WHMUMpyemon OcyuiecTBnsoLNe YHUUTOXEHNE Monyyexve
nporpammoit MH(OPMALMOHHBIX PECYPCoB HeCaHKUVOHMPOBaHHOrO
BaKnagku, MackvpyloLLMecsi oz [0CTyNa K MHChOPMALIOHHBIM
—{ nporpammei ] pecypcam
YHuuTOXEHME
KOH(MAeHUManbHoi
NoNb30BaTeNbCKOM MonyueHve
OcyuiecTensiowme nepexsat wHcopMmaLmM ynpasneHust
WNH(OPMALIMOHHBIX PECYPCOB HeKoTopoW dyHKLMe
B8 06X0/] CUCTEMbI
VHuummpoBakne aBTOpU3aLMN

NPOTPaMMHbIX 1

Mepexsat BbIBOAA annapartHbix c6oeB 3a cyeT

)

Mepexsat u 06paboTka harnosbIx
onepauwii WHopMaLK Ha 3KkpaH YHUYTOXKEHNS UCXOAHBIX MonyyeHue poctyna k
AaHHbIX Ans [DaHHBIM 1 DYHKUMSIM
hyHKUMOHMPOBaHMS! VM3BHE PA3PELLIEHHOT0
Konuposahue 1 nepecbinka | Mepexsat BBOAa C ] nporpaMmMHo-annapaTHbIX nepumeTpa
KOHGMAEHUNaNbHOM Knasmatypbl cpencTs
nonb3oBa !

OcyuiecTensioLNe UcCKaxeHne
WNHEOPMALIMOHHBIX PECypcoB

[

BrnokupoBaHue npuHUMaemon unu
0/ no ceTn wn

)
| () ]

Puc. 19. Knaccuduxamnus nporpaMMHBIX 3aKIaI0K

ViaMeHeHwe NeXoaHbIX AaHHBIX ANs
HIS MPOrPaMMHO-annapaTHbIX
CPeAcTs cucTembl

Mepexsat u
KOMaHf nosnb3osatens

[

[IporpaMmHbIe 3aKIaqKH, MOTydYas HECAHKIIMOHUPOBAHHBINA JOCTYI K JaHHBIM
B TaMATH WH(OPMAILMOHHON CHCTEMBI, IepexBaThiBatoT HX. [locie mepexsaTta 3TH
JIaHHBIC KOIUPYKOTCS U COXPAHSIOTCS B CIHELUAIBHO CO3JIaHHBIX pasfeiiaX IaMsTH
WM TIepeatoTest o ceTH. [IporpaMMHBbIe 3aKi1a/ik, MOA00HO BUpyCaM, MOTYT MCKa-
JKaTh UM YHUYTOXKATh JAHHBIC, HO, B OTJIMYUE OT BUPYCOB, NIECTPYKTUBHOE ACHCTBUC
TaKuX Hporpamm, Kak MpaBHio, 0ojee BHIOOPOYHO M HANPABICHO Ha KOHKPETHHIC
JlaHHbIE. JIOBOJIBHO YacTO IPOrpaMMHBIE 3aKJIa/IKU UTPAOT POJIb IEPEXBATUUKOB I1a-
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posteit, cereBoro Tpaduka, a TaKKe CIIy)KaT B KauecTBE CKPBITHIX HHTepdeiicoB ais
BXoza B cucteMy. OJTHaKo, B OTJIMYHE OT BUPYCOB, IIPOrpaMMHBIC 3aKJIaJKH He 00JIa-
JIal0T CIIOCOOHOCTBIO K CaMOPa3MHOMKEHHIO, OHU BCTPAUBAIOTCS B ACCOLMMPOBAHHOE
C HMMH TIPpOTpaMMHOE OOecIieueHHe U JIATCHTHO (YHKIMOHHPYIOT BMECTE C HHUM.
ITpu 5TOM 0COOEHHOCTHIO 3aKJIaI0K, BHEJPEHHBIX Ha cTanuu pa3zpadotku 10, sBisi-
eTCsl TO, YTO OHM CTAHOBATCS (DAKTWUECKH HEOTACIUMBI OT MPHKIAJHBIX WIH CHC-
TEMHBIX IIPOrpaMM HH(QOPMAIIMOHHON CUCTEMBI [46].

Kak u Bupyc, mporpaMMHasi 3akjiajgka JJOJDKHA CKPBIBaTh CBOE MPUCYTCTBHE B
MIPOTrpaMMHOM cpeze MHPOPMAIMOHHON cucTeMbl. OIHAKO IIPOTPaMMHBIC 3aKIIa KK
HEBO3MO)KHO OOHApY>KUThH IIPU MOMOIIM CTAHIAPTHBIX aHTHBUPYCHBIX CPEACTB, MX
BBISIBICHHE BO3MOXKHO TOJIBKO CIIEHUAIbHBIMUA TECTOBBIMH IPOTpPAaMMaMH, BBISB-
JSFOIIMMA aHOMAJIBHOE MOBEIICHUE U HeJeKIapupyeMblie BosMoxkHocTH I10. B cBsa3n
C 3THM CpE/ICTBAa MAaCKUPOBKHU IPOTPAMMHBIX 3aKIaJ0K IPEUMYIIECTBEHHO OPHEHTH-
pOBaHBI Ha MPOTUBOACHCTBHE OTIATYMKAM MIPOTPaMM, aHAJIH3aTOpaM Koja U Jucac-
cemOnepaM. B kauecTBe OJHOTO M3 IIMPOKO MPUMEHSEMBIX CIIOCOOOB MAaCKHPOBKH
ABAeTcs oOQyckanus (3amyThIBaHWME) MPOTpaMM, B KOTOpbIE BHEJpPEHA 3a-
Kiajika [46].

3.4.5. AnnapaTtHble 3aKnagkm

Annapamnas 3akiadka — 3IEKTPOHHOE YCTPOMCTBO, CKPBITHO BHEAPsiEMOE K
OCTaJIbHBIM 3JIEMEHTaM, KOTOPOE CIHOCOOHO BMEUIAThCsi B PabOTy aImapaTHBIX WIIH
TEXHUYECKHUX CPEICTB HHPOPMAITHOHHON CHCTEMBI.

Pesynbratom paboTHI anmapaTHON 3aKiIaKi MOXKET OBITh KaK ITOJHOE BBIBEJIE-
HHUE CHCTEMBI M3 CTPOs, TaK W HapylICHHE €€ HOPMAIBLHOTrO (DYyHKIMOHUPOBAHMS,
HarpuMep, HECAHKIIMOHUPOBAHHBIA JTOCTYII K MH(POPMaLUH, ee U3MEHEHHe Win 0J10-
kupoBanue [47].

Krnaccudukanus anmapaTHBIX 3aKJIAJIOK NpuBezeHa Ha puc. 20 [3].

Cxemaruueckasi CJI0KHOCTh COBPEMEHHOT'O MHKPOAJIEKTPOHHOTO 000py10Ba-
HUSI, TEHACHIIMN K MHUHHUATIOPU3AIMU €r0 JIEMEHTOB BEIyT K TOMY, YTO NPOH3BO-
JUTEIN TaKoTOo O0OPYAOBaHMSA MOTYT OECKOMIPOMATHO M MPAKTHYSCKH HEOTPaHU-
YEHHO HapalluBaTh (PYHKIHOHAJIbHBIC BO3MOXKHOCTH almlapaTHBIX 3aKIaJloK, (QyHK-
IMOHUPYIOIINX B MHTEpEcax TECTUPOBAHUS TAKOTO 00OPYIOBAaHUS, a MPH IOAKIIO-
YEHUM YCTPOWCTB K INIOOATBHON CETH — OCYIIECTBIATH OOHOBJIEHHE AITOPHTMA HX
(YHKIMOHMPOBAHUS, a TaKKe YCIOBHH cpabartbiBanHus. KpaTkas XapakTepHCTHKa
TEXHOJIOTHI COBPEMEHHBIX alllapaTHBIX 3aKJIaI0K NpecTaBiena B Tabimue 1 [48].

61



AnnapatHbie 3aknagku

Mo muny

{ Mo pacnonoxeHuro 3aknadku }

Mo cnoco6y akmusayuu

®yHKUMOHaNbHas

—( B BMAE a1eMeHTOB MUKPOCXEMbI

BHyTpeHHss akTuBauns

MapameTpuyeckas

—( B oTaenbHoit Mukpocxeme

_(

——

Ha anektpoHHoii nnate

Mo mecmy
3aknadku

_(

B annapatHbIx cpeacTaax
MH(OPMaLMOHHOI CUCTEMbI

—( Baknagka paboTaeT NoCTOSAHHO )

i )

Baknajka 3anyckaeTcs npu
onpeAenieHHoM ycrioBun

)
)
)
)

BHelwHas akTnsaums

B annapatHbix

cpeacTBax
WHOPMaLMOHHON
CUCTEMbI

1

MpocTpaHCTBEHHO-
pacnpegeneHHas no HecKOMbKM
annapatHbiM cpeacTsam

B apyrom mecte

—( AKTMBaUMA NO paguocurHany )

a )

CerteBas akTMBauua

o eo3deticmeuto Ha

AKTI/IBaLlMﬂ no AaT4UKy HEKOTOPOro
o] oro napameTpa

[

Hapy

(]

napameTpoB (yHI
annapatHbIX CPE/CTB CACTEMbI

o
Py

CaMOKOHTPONS UK

anroputMos

Ha UHAC
Mepexsat
MH(OPMALIMOHHBLIX PECYPCOB

KONMNYECTBa A0CTYMHBIX annapaTtHbIX

W3ameHeHve (cHuxeHve)
6bicTpoaencTeus, obbema n

pecypcos

pecypcel cucTeMb!
WckaxeHve
MH(OPMALIMOHHBIX PECYPCOB

YHU4TOXEHNE

BCEX UM YacTyn hyHKUWI
peanu3oBaHHbIX annapaTHo

IMOHHBIX

OTKnIo4eHne Bcex unm yactm

(byHKUMI peann3oBaHHbIX annapamo]

Monyyenne HCA k
WMHOPMALIMOHHBIM pecypcam

annapaTHbIX CPeACcTB

cncTembl

Puc. 20. Knaccudukanus annapaTHbIX 3aKi1aJIoK

Tabmura 1 — TexHOJIOTHH COBPEMEHHBIX alapaTHBIX 3aKIaaokK [48]

MeTo/ibl BHEJIPEHUSsI

MeToabl 00HApPYKEHHUS

MeToabl MAaCKHUPOBKH

BcerpanBaHue 3aKiIafiok B TEXHOJO-
THI0 MUKDOSZIpA YIIPaBJICHUSI B CO-
Bpemenuslx CBUC, nocrpoenHoOro
Ha YHHUKQJIbHOM CIIUCKE KOMaH]
(ynpaBieHHe OCHOBHOI paboToil
OJIOKMPOBKA M 3aMEHa HEHCIPABHBIX
Y3710B IS MPOUICHHS CPOKA CITYXK-
661 CBUC)

TexHonmoruu  MOCIOWHOTO
CKaHUPOBAHUS KPHCTAILIIOB

MexaHn3m TEXHOJIOTHU-
YeCKOW  3allUThl  TOIIO-
JIOTHU KpHCTaula OT TII0-
CIIOITHOTO  CKaHHPOBAHUS
(BrepBBIC BHEAPEH B 1486)

BBIYHTBIBAHHE U JIH3aCCEM-
OIMpOBaHKE armapaTtHo J0-
CTYITHBIX MHKPOKO/IOB

Pasmemenne muxposizep ¢
3aKJIaJKaMi U PECypcoB
nmaMsaTd B 00JIaCTH, HEIO-

Bupryanmmzanuns BeravciaeHUA

AHanm3 KOHTEHTA ITPOXOIsi-
LIUX 10 CETH JaHHBIX

CTYITHOH TOJTE30BaTEIO.

HIudpposanne  (MyTHpO-
BaHHE) y4aCTKOB KOJa, aH-
TUTPACCHUPOBKA

BcerpanBaHue 1eneBsIX MUKPOSIACD
7 Y3JI0B, PEaTH3YIOIIIX CTPATErHIO
BIIMSTHUS

MOHHUTOPHUHT aHOMAJILHO
AKTHBHOCTH IIIaT()OPMBI.
Panguo-MOHUTOPUHT.
DIeKTPOMAarHUTHBIN KOH-
TPOJIb.
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3.5. Knaccucpmkaumsa ocHOBHbIX CpeacTB
MH(OPMaLIMOHHO-TEXHUYECKMUX BO3AENCTBUN

OcHoBable cpenctBa UTB MoxHO KiacCH(PHUIMPOBATH MO CIIOCO0Y peanm3a-
LIUH.
1) Anropurmuyeckue (aTaKyroIue):

— OSKCIUIOWTHI, OPHEHTHPOBAHHBIE HA YHPABISAIOIIYIO MPOTrpaMMmy HHGOP-
MaIlMOHHOW CHUCTEMBI (AP0 WM MOIYJIH OIEPAHOHHON CHCTEMBI,
npaiisepa, BIOS);

— 9KCIUIOWTHI, OPUEHTHPOBAHHBIE HA MPUKJIATHbIE TPOTpaMMBbl HH(OpMa-
IIHOHHOH CHCTEMBI (TTOJIB30BATEIIECKUE MPHUIIOKEHHS, CEpBEPHBIC TPH-
JIOXKCHUSI, CETEBBIC TIPIIIOKCHUS, Opay3ephl);

— DKCIUIOWTBI, OPUEHTHPOBAHHBIE HA CETEBBIC MMPOTOKOJIBI HH(POPMALOH-
HOU CHUCTEMBI,

— IKCIUTOWTHI, OPUCHTHPOBAHHBIC Ha MTEPEBOl HHPOPMAIIHOHHOW CHCTEMBI
UM YTPaBISEMOH €10 TEeXHOJIOIMYeCKOH CHUCTEMBbl B HEINTaTHbIE WU
TEXHOJIOTMYECKH OMACHBIE PEXHUMbI (PYHKIIHOHUPOBAHMSI.

2) IlporpammHBIE:

— aTaKyloIue:

O KOMIBIOTEPHBIC BUPYCHI;

O TPOTpPaMMHBIE 3aKJIAJKH;

O HEHTpaM3aTOPBI TECTOBBIX MPOTPaMM H IIPOTPaMM aHall3a Ko/a;

— oOecreynBaroye:

O TpOrpaMMHBIE CPECTBA AJIsI MOJACTUPOBAHUS OOEBBIX IEHCTBUIA;

O TIPOTpaMMHBIC CPEICTBA KOMITBIOTEPHOI pa3BeIKN B TEIEKOMMYHH-
KaIMOHHOM YacTH WHPOPMAIOHHOTO MIPOCTPAHCTBA;

O TpOTpaMMHBIC CPEICTBA BEICHHS Pa3BEJKH Ha OCHOBE OTKPBITHIX
HCTOYHUKOB B CEMAHTHYECKON dYacTW HH()OPMAIMOHHOTO MpO-
CTpPAHCTBA,;

— 00OpOHUTEIBHBIE:

O TpOTrpaMMHBIE CPEJCTBA AHTUBUPYCHOH 3alIUTHL;

O CHCTEMBI OOHAPY)KEHUSI U TIPEIOTBPAIICHIUS BTOPIKECHHH;

O TIpOTpaMMHBIE CPEICTBA KPUITOTPahUIeCKO 3aIINTH;

O TpOTpaMMHBIE CTETraHOTPa(UIECKUE CpPEICTBA OOCCIICUCHHS KOH-
(buIeHINANBEHOCTH, CKPBITHOCTH U IIETIOCTHOCTH MH(OPMAITMOHHBIX
pecypcoB;

o cpencrea TectupoBanus [10 n aHanmM3a Koxa s BEISBICHHUS IIPO-
TPaMMHBIX 3aKJIAJIOK U HEJICKJIAPUPYEMbIX BO3MOXKHOCTEH;

O CpeJACTBa CO3JaHMs JIOKHBIX OOBEKTOB M pecypcoB B uHpop-
MAaIMOHHOM TIPOCTPAHCTBE.
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(o )

( Mo cnoco6y peanu3aunm cpeacTsa )
I
I I ]
( Anzopummuyeckue ) ( lMpozpammubie ( @usuveckue )

Mo ypoBHI0 CaHKLMOHMPOBAHHOCTM —( YaaneHHble ceTesble atakn —( CpencTea pagyoanekTpoHHOro NoAaBNeHNs )
NPOV3BOANMBIX AEWCTBUI

—( KomnbioTepHble BUPYChbI —(Cpencrsa ONTUKO-3NEKTPOHHOTO no,qasneHMﬂ)
AnropuTMmbl, ucnone3syowme

COYeTaHNE CaHKLMOHMPOBAHHbIX

MporpamMmHble 3aknaaku

BEVICTBUIA 1 CAHKUVOHVPOBAHHOTO
11O u AN ocywecTanenvs
BO37eiCTBIA

—( CpeacTsa yHKUMOHAMNBHOTO NOPaXeHNs )

ANropuTMBbl, UCMIONb3yloLLMe
HECAHKLMOHNPOBAHHbIE
Cpe/acTBa /i OCYUIECTBIEHMS
BO3[ENCTBUSA

KoMBUHMpoBaHHbIe

NpOrpamm 1 Nporpamm aHanusa kopa

T'eHepaTopkl CBEPXKOPOTKUX
QMEKTPOMArHUTHbIX
MMNYnbCoB

MporpammHble cpeacTea

MoaenupoBaHusi 6oeBbIX AENCTBUIN

MporpammHble CpeacTsa BeaeHUs

FeHepaTopel CBY-u3nyyeHus

eHepaTopbl nasepHoro
MporpammHble cpeacTea BeaeHns ManyyeHus

pa3Beaku Ha OCHOBE OTKPbITIX

MCTOYHMKOB
—( MpeAHamMepeHHbIM CUNoBLIM ]

3MEKTPOMArHUTHLIM BO3EACTBUEM
MporpammHbie cpeacTea
OKCNMONTLI, OPUEHTUPOBAHHbIE AHTUBMPYCHOIA 3aLLUTbI
Ha NpUKNaaHbIe NPorpamMmb!

KOMMbIOTEPHOW pasBeaku

HeiiTpanuaaTopsl TeCTOBbIX ] —( OneKTpOMarH1THbIM U3nyYeHnem )

—( Mo nopaxaeMoMy 06bekTy )

OKCNMOMTLI, OPUEHTUPOBAHHbIE
Ha ynpaBnsioLLyio NporpamMmy
N OnepauyoHHyIo cucTeMy

'eHepaTopbI AMEeKTPUYECKOro

] TOKa CBEPXBbICOKOro

HanpskeHus

CucTeMbl OBHapYXeHWs 1
OKCNAOIATbI, OPUEHTUPOBAHHBIE
Ha ceTeBble NPOTOKOMb!

NpeaoTBpaLLeHNs BTOPXKEHWIA
DKCTIONTLI, OPUEHTUPOBAHHBIE Ha

NepeBOA UH(OPMALYOHHOI
CHCTEMBI MW ypaBnsiemoit eio
TEXHONOTVYECKOV CUCTEMbI B
HewTaTHbIe UK TEXHONOrMYeCcKu-
OnacHble PeXxumbl

—( CpeacTBa TEXHUYECKoii pa3seku )

CpenacTea kpuntorpacuyeckomn
3aWmTh!

TpaanumoHHble cpeacTsa
TEXHUYECKOii pa3seku

CreraHorpacuyeckue cpeacTsa
ocTy,

yHKUMOHNPOBaHNS

CKPBITHOCTY 1 LIENOCTHOCTH duanveckue CPesICTBa KOMMBIOTEPHON
MH(OPMALIMOHHBIX PECYPCOB passesku

—( AnnapamHeie )

AnnapaTHble 3aknaaku )

CpeacTea TeCTUpoBaHNs Buonornyeckue n xummyeckue cpeactea
nporpammHoro oecrneyeruns u BO3/ENCTBUA Ha 3neMeHTHylo 6asy POC,
aHanusa koga Ans BbiBNEeHUA TOKOHecyLLe 3reMeHTbl U NPOBOAHUKN

NPOrPaMMHbIX 3aKNazoK U

HeZEeKNapupyeMbIX BO3MOXHOCTEV

Cpe/cTBa TEXHNUYECKOTO aHanm3a
anemeHTHou 6a3sbl POC ans
annaparHbiX 3aKnazok 1 MporpammHble cpeacTsa cosaaHNs
He/1eKnapupyeMbiX BO3MOXHOCTEN TOXHBIX OGBEKTOB U PecypcoB
MH(OPMALMOHHOTO MPOCTPaHCTBa

D CpefcTBa aTakyloLyx MHPOPMALMOHHO-TEXHNYECKUX BO3AEVCTBUI
D CpeacTtBa obecneuvBaowmx MHPOPMaLMOHHO-TEXHUYECKMX BO3AENCTBUI

D Cpeactea 060pOHUTENBHBIX MHPOPMALIMOHHO-TEXHUYECKMX BO3AENCTBUMN

Puc. 21. Knaccuduxanus cpencrs UTB s rectupoBanus o6bextroB KN

3) AmnmapaTHEIE:
—  aTakylouue:
O amnmapaTHbIE 3aKJIaJKH;
— 00OpOHUTENBHBIE:
O CpeICTBa TEXHHUUYECKOTO aHajm3a 3JeMeHTHOW 6a3pl POC mist BBI-
SIBIICHUSL aNIIapaTHBIX 3aKJIAJOK ¥ HEICKIAPUPYEMBIX BO3MOXKHO-
CTEMH.
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4) ®usnyeckue:
—  aTaKyollne:
O CpeaCTBa PAAMO3IEKTPOHHOTO MOJABICHNUS;
O CpEeICTBA ONTHKO-3JIEKTPOHHOTO MOABICHHUS;
O cpeacTBa (PYHKIIMOHATBHOTO TOPAKECHHS 3JIEKTPOMATHUTHBIM H3-
JIydeHneM (TeHepaTopbl HIIEKTPOMArHUTHBIX HMITYJIbCOB, T'eHEpa-
Topbl CBU-u3myuenus, reHepaTopsl J1a3epHOTO U3ITyYeHHs);
O CpEeaCTBa M KOMIUICKCH! (PYHKIIMOHAIBHOTO MOPAXKCHUS TpeIHaMe-
PEHHBIMH CHJIOBBIMH 3JIEKTPOMAarHUTHBIMH BO3JCHCTBUSIMHU (TeHE-
paTopbl AEKTPUIECKOTO TOKA CBEPXBBICOKOTO HATIPSKEHUS);
O OMOJIOrnYecKre ¥ XMMUYECKHE CPEJICTBA BO3ICHCTBUSI HA DJICMEHT-
Hyto 6a3y POC, TokoHecymue 31eMEeHTHl M MPOBOJHUKN (HAIpH-
Mep, TpaduTOBBIE OOMOBI).
— obecneunBaronye:
O CpeaCcTBa TEXHWYECKOW pa3BeNKd (B TOM YHCIE M CPEACTBA KOMITb-
IOTEPHON Pa3BEIKH).
Oo6mast cxema knaccudukanuu cpeacts UTB npencrasnena Ha puc. 21.
OtaensHO HEOOXOOMMO OTMETHTH cieayromiee. K cpencrBaM TeXHUUECKOW
pa3Be/IKH, MPE/ICTABICHHBIM B JJAHHOI KiacCU(HKAIMU, OTHOCSATCS T€ CPEJICTBA, KO-
TOpBIe TOOBIBAIOT MH(pOpMaIMio 06 atakyromux cpenacrsax MTB u cmocobax ero
MIPUMEHEHUs, T.€. SBISIOTCS cpenacTBamu obecneunBatomiero UTB. Cpexncrsa TexHu-
YeCKOil pa3BeIki MOTYT OKa3bIBaTh BO3JCHCTBHE HA HH()OPMALMOHHBIC CHCTEMBI KaK
ITyTeM MAaCCHBHBIX BO3/EHCTBHH, HANPABICHHBIX HA NOOBIBaHME MH(POPMALHUH, UTO,
KaK MpaBHJIO, CBSI3aHHO C HapyIICHHEM €€ KOH(MICHINAIBHOCTH, TaK M IyTEM akK-
THBHBIX JICHCTBUH (aTak), HaNpaBJICHHbBIX HA CO3/IaHNE YCIOBHH, KOTOpbIE Oaromnpu-
SITCTBYIOT TOOBIBAaHUIO MH(OPMAITUH.

BbiBoAbI No TpeTben rnaBe

[ToxBost UTOT, MOXKHO CEIATh CICIYIONINE KPaTKUEe 0000IICHHBIC BBIBOIBL.

1. Mnst ayauta ypoBHS 3ammiieHHocTH o0bekToB KMU B TexHmueckoit chepe
MOXET OBITh MCITOJIb30BAHO TECTHPOBAHUE allapaTHO-TPOTrpaMMHBIX cpencts KNI
ITyTeM BO3ACUCTBHS Ha HUX CIICIIUAIBHBIMA cpeicTBaMu 1 criocobamu UTB. Tlpuuem
JaHHBIC cpejcTBa U crocodbl UTB, a Takke cueHapuil MX MPUMEHEHHS JOJKHBI CO-
OTBETCTBOBATh TeM cpejicTBaM U criocobam MTB, a Taxke TeM ciieHapusM, KOTOpbIe
MPEAIOJIAraloTcsl K IPUMEHEHHIO TOTEHUATIBHBIM IPOTUBHUKOM.

2. CpenctBa u criocodsl cnenuansHbix UTB, npennazHadyeHHBIX AJIs1 TECTUPO-
Banusi 00bekToB KUMU, 1enecoobpa3Ho kiaccu(UIpoBaTh HA OOOPOHUTEIHHBIC
obecnieunBarolye 1 arakyiomnme. B pamkax tectupoBanus 00bekToB KU m0mKHBI
pEeaI30BBIBATHCS CLIEHAPUU IIOITAITHOTO MHTETPAJBbHOIO IPUMEHEHHS yKa3aHHbBIX
tunoB UTB 11 BceoObeMITIONIEro aHaIn3a anmnapaTHO-IPOrpaMMHON HH(pacTpyK-
Typsl 00bekToB KN, BCKPHITHSA €€ yA3BUMOCTEH B TEXHHYECKOH cdepe, a TakKe Uit
(hopMHpOBaHHS TIPEATIOKESHUH M0 MOJEPHU3AINH 00OPOHUTEIBHBIX CPEICTB H CIIO-
coboB MTB, ams moBbImICHHS YCTOHYMBOCTH 00bekTOB KU B yClHOBUSX BEICHHS
MH(OPMAIOHHOTO POTHBOOOPCTBA.
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3. O6opoHUTENBHBIE CPEICTBA (CPENCTBA AHTUBUPYCHOW 3allUTHI, CHCTEMBI
00HapYXCHUS ¥ MPEIOTBPAIICHIS BTOPIKESHHN, CPEICTBA KPUIITOTpapHISCKOil 3amu-
ThI ¥ T. JI.) B TIOAABJISIONIEM YUCIE PAOOT paccMaTpPUBAIOTCS KaK OCHOBHOH 3JIeMEHT
obecrieuenust b, HO He kak cpencTtBa obopoHuTenbHbIXx MTB. Bmecte ¢ Tem, Ha
B3TJIS/T aBTOpa, 000poHUTENbHEIE cpeicTBa TB M0mKHBI paccMaTpuBaThes HE Kak
CaMOJIOCTATOYHbIE, @ KaK Ba)KHasl, HO IPU 3TOM TOJIBKO COCTAaBHAs YacCThb CHUCTEMBI
samuthl KU, koTopast noypkHa IEHCTBOBATH COBMECTHO C OOECIEUMBAIOIIUMHU M
atakyromumu cpeactBamu UTB, ncons3yronMucs 11 TecTUpoBaHUS 3()(HEKTHB-
HOCTH O0OpOHEI. B mmeampHOM ciiydae 0O0OpOHUTEIBHBIC, 00CCIICUNBAIOIIIE U aTa-
kytomue VUTB nomkHBI OBITh WHTETPUPOBAHBI B CIMHBIA KOMIUICKC TECTUPOBAHUS
sammuiienHocty KM, Lenpro Takoro KOMILIEKca SIBISETCS HEMPEephIBHOE Hapallu-
BaHNE BO3MOYKHOCTEH TECTHPOBAHUS 00ECICUMBAIOIINX U aTakyromux cpeacts UTB
B MHTEpEcax WMHUTAIMH TEPEIOBBIX BO3MOXKHOCTEH CHII MH(POPMAIMOHHEIX OIepa-
LMW MOTEHIIMAIBHOTO IPOTUBHUKA. B nanpHeliem, no nToraMm aHaiu3a pe3yibTaToB
TECTHPOBAHMSA, HEOOXOANMO NPOBOANUTH COBEPIICHCTBOBAHNE OOOPOHUTEIHHBIX
cpenctB UTB ¢ yueToM BBISBIEHHBIX ysi3BUMOCTeH 00bekTOB K.

4. Coznanue €AMHOrO KoMIulekca TecTupoBanus 3amuuiennocty KMU nosso-
JUT THOKO M CBOEBPEMEHHO OLICHMBATh YSI3BUMOCTH oTeuecTBeHHOH KWW k HOBeii-
MM pa3paboTkaMm B obsacTu obecredunBaromux u atakyromux UTB noTenuansHo-
ro NPOTUBHUKA, CBOEBPEMEHHO BBISBIATH HOBbIE ysi3BUMocTU KNI B TexHuueckoi
chepe, a Takke GOPMHUPOBATH HAYYHO-OOOCHOBAHHYIO IOJIHUTHKY COBEPIIEHCTBOBA-
Hus cpencts 3amuTel KU, ¢ yaeTrom Hanbomee akTyallbHBIX YIPO3.
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4. TecTupoBaHue KPUTUYECKON MHPPACTPYKTYPbI
cneuynanbHbIMU NHGOPMaLMOHHO-NCUXOSTIOTMYECKUMUN
BO34eNCcTBUAMU

IIpu tectupoBanuu KWW B opraHu3aiiioHHOHN, COMAIBHON U MCHXOJIOTHYE-
CKOM chepax HCHOIB3YIOTCS CIeNHaTbHBIC CIOcO0b! 1 cpencTBa UIIB.

HccnenoBanus B 001acTH TECTUPOBaHUS Ha MpoHUKHOBeHME [13-17], a Taxoke
ncuxojorudeckoro coctostHusa omepatopos OTC [49-51] mo3BomstoT craenaTs ciie-
nytomuit BeiBoa. Yenosek (JITIP nmm omepatop OTC) B cTpykrype KUU sBnsercs, ¢
OJIHOM CTOPOHBI, «KJIIOYEBBIM 3BEHOM» CUCTEMBI, T.K. IMEHHO 33 HUM OCTAETCS MPH-
OpHUTET B MPUHATUHM OKOHUYATENbHBIX PELIEHUil, HO, C APYroil CTOPOHBI, OH K€ SBIIs-
eTcst HanboJee «cJIadbIM 3BEHOM» CHUCTEMBI, TaK Kak TojiBepkeH Bo3neiictauro MIB,
KOTOpBIE MOTYT IPHHYANTH €r0 K CO3HATEJIFHOMY MM O€cCcO3HAaTeNIbHOMY Hapyllle-
Huto nomutuku Ub. B ¢BsA3u ¢ 3TUM aKkTyalbHBIM U BaXKHBIM HAIpaBIE€HHEM ayAuUTa
Wb obwvexToB KUU sBnsiercst mpoBepka rcuxosiorndeckoit ycroiunsoctu JIIP u
onepatopoB OTC myTem UX TeCTUPOBAHMS CIIEIHATBLHBIMU CPEACTBAMHU U CIIOCOOAMU
HUIIB.

OpnHO# U3 TepBEIX paboT, B KOTOPOH HCCIIEA0BAINCH BOMPOCHI 3aBHCHMOCTH
ypoBHs Vb o6wvexToB KU ot UIIB Ha mepconain, 6su1a pabora B.M1. Emennna [49].
HccnenoBanus 1mo HampaBleHHIO obecriedeHusi b B yCIOBHSAX CONMOMHKEHEPHBIX
atak BegeT AJL TymymweB [73-78]. CucteMHBII 0030p BOIPOCOB HHPOPMAIIHOHHO-
TICUXOJIOTHYECKON ~ Oe3omacHocTH  mpexcTtaBieH B pabore W.D. Kepenu wu
P.M. FOcynosa [125]. B manpHeiimem Matepuane 3TOH TJIaBbl MPEIOKEHO aBTOP-
CKO€ ByJICHHE Pa3BUTHS JAHHBIX BOIIPOCOB C YIETOM HapaOOTOK, MPEACTaBICHHBIX B
padorte [3].

4.1. ObLiee noHATUE 00
MH(OPMaLIMOHHO-TICUXOJIOTMYECKOM BO3AENCTBUMN

Hnghopmayuonno-ncuxonocuueckoe gozoelicmaue — WHHOPMAITMOHHOE, TICHXO-
TPOHHOE WM TICUXO(H3MYIECKOe BO3ICHCTBHE HAa IICUXUKY YEIOBEKA WJIM TPYIIIIH,
OKa3bIBalOIllee BIMSHHUE HA BOCIPHUITHE UMU PEabHON JeMCTBUTENBHOCTH, B TOM
YHCJIC Ha WX TOBEICHUCCKHE (PYHKIIMU, @ B HEKOTOPBIX CIyYasx — U Ha (PyHKIIMOHH-
pOBaHME OPraHOB U CUCTEM YEJIOBEUECKOro opranuzma [56].

JIro0oii yenmoBek Kak JMYHOCTh, aKTHBHBIA COIMAJBHBIA CYOBEKT, HOCHUTEIb
OTIPE/ICTICHHOTO MHPOBO33pEHUS, 00IaaloNINii ONpeeIeHHBIM MPABOCO3HAHUEM U
MEHTAJIMTETOM, TyXOBHBIMHU HJI€AIAMH W IIEHHOCTHBIMH YCTaHOBKaMH, MOXKET OBITh
oBeprHyT HemocpenctBeHHOMy MIIB, koTopoe, TpaHchopMHPYSICH Yepe3 ero mo-
BelleHHe, JeUCTBUs (MM Oe37elCTBUE), OKa3bIBaeT BIMSHUE HA COLMATIbHbBIE 00BEK-
Thl Pa3HOTO YPOBHSI OOIIHOCTH, PAa3IMIHONH CHUCTEMHO-CTPYKTYpHOW W (HYHKITHO-
HaJbHOHM opranu3anuu. Takum o0pazom, ¢ moMotnbio MIIB MOKHO BIHATEH HE TOILKO
Ha UHJIMBUAYaJIbHOE CO3HAHME, HO U Ha TPYIIIOBOE, MACCOBOE M OOILLECTBEHHOE CO-
3HaHue. [lpuueM 3TO BIAMSHUE MOXKET HOCUTH KakK MO3UTHUBHBIN, TaK U HEraTUBHbBIN
xapakrep [56].

Bapuanter UT1B Ha nepconan oowexkroB KU npencrasienst Ha puc. 22 [79].
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Puc. 22. Bapuanter UI1B Ha nepconan o0bekroB KU [79]

Bosneticteue UIIB Ha mepconan oobextoB KU pemaer ciemyromue 3a1aqu:

MPUHYXKICHHE K HAPYIICHUIO OPTraHU3al[IOHHO-HOPMATHUBHBIX MEp H ITOJHU-
THKH O€30MaCHOCTH;

MPUHYXKICHHE K HAapYIICHHI0 KOH(QHUICHIUAIBHOCTH, AOCTYIHOCTH M Iie-
JIOCTHOCTH MH(OPMAIIHH;

HapyIICHNE COLHAIbHO-TICUX0JIOTMYECKHX MTPOLIECCOB HOPMAIBHOIO (YHK-
[IMOHUPOBAHUS KOJIEKTHBOB 00BhekTOB KU,

JIe30praHu3aluyd CUCTeMBI yrpaBienus oowexktamu KWW 3a cyer monpeiBa
aBtopurera JI[IP, ¢opmupoBanme yciIoBHUi, HApPaBICHHBIX HA OTKa3 OT-
JICJTbHBIX JIHI[ ¥ KOJUICKTHBOB BBITIOJIHATH IPUKA3bI H PACHIOPSKCHUS BBIIIIC-
crostux JITIP, ckinoHeHne ux K caboTaxy.

O6bexramu UTIB moryT BeICTYnaTh [56]:

JIMYHOCTh, KaK aKTHBHBIH COLMANIbHBIA CYOBEKT, B TOM YHCJIE KOHKPETHBIE
mpeacTaBuTeNn opraHos ympasienus KM, opranos npaBonopsaka u 6e3-
OTTaCHOCTH, PaOOTHHKH TOCYJapCTBEHHBIX M HETOCYHAAapCTBEHHBIX OpTaHU-
3alUil, yIpeKIEHUN W NpPEeNNnpUATHH, NeSATEIbHOCTh KOTOPBIX MMEET WIN
MOXET UMEeTh BakHbIe 171t 00bexToB KU nocnencrust;

cucreMa GpopMHupoBaHus U (HYHKIIMOHUPOBAHUS JlyXOBHOW cepbl, o01iecT-
BEHHOTO CO3HaHMS M OOIECTBEHHOTO MHEHHMS, B TOM YHCJIE: CHCTEMBI 00-
pa30BaHMsl ¥ MOATOTOBKU KaJpPOB; CUCTEMBI PAcIpPOCTPAHEHHs COLIMAIBHO
3HAUYMMOW WH(OpPMAIMU; CHCTEMBI PACIPOCTPAHEHUS COLUOKYJIBTYPHBIX
IICHHOCTCH U T. 1.;

COIMANIBHBIE TPYHIIEI M O0BEIUMHEHUS JIFOEH KaK KOMITOHEHTBI COIIMATbHON
ctpykrypsl KM, obnanaronye rpynnoBsIM CO3HAHHEM, B TOM YHCIIE TI0-
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JUTHYECKUE, Tpo(eccHoHa bHbIe, HAIMOHATBHO-ITHUYECKHUE, JeMOTrpa-
(udecKye, peNUTHO3HbBIC U IPYTUE TPYIIIB;

OpraHbl BJIACTH, TOCYJAPCTBEHHOT'O U BOEHHOI'O YIIPABICHUS;
OOIIECTBEHHBIE W TIOJUTUYECKHE OPTraHU3alliy, OOIIECTBEHHO-TIOJINTHYC-
CKHE JBW)KECHUS M OOBEMHEHNUS TPaKIaH Ha PA3IMIHON OCHOBE, B KOTOPHIE
BXOJIAT MPEICTABUTENHN TiepcoHana 00bekToB KNU;

CHJIOBBIC MUHHCTEPCTBA M BEJIOMCTBA;

rOCyIapcTBO M OOIIECTBO, HACEIIEHWE CTPaHBbI B IEJIOM KaK COIMATBHO-
HCTOpHYECcKas OOIIHOCTD JIIOJICH, 00IaaroIias CBOUM OOIIECTBEHHBIM CO-
3HAaHHEM U BBICTYIAIOUIME KaK METa-CHCTeMa MO OTHOIICHUIO K 00BeKTaM
KHUN.

B kauectBe cyonexToB UITB MOXHO paccMaTpUBAaTh, MPEKAE BCETO, CUIIBI HH-
(hopMaIIMOHHBIX OTIEepaIlii HEAPYKECTBEHHBIX CTPaH, a TAKXKe JIMIA U TPYIIIHI, Be-
JyIIne TUCCUACHTCKYIO U MOJAPBIBHYIO PaObOTy WM COTPYAHUYAIOMINE CO CHEeLHalIb-
HBIMH CITy’kKOaMH IPYTHUX TOCYAapCTB.

B 3aBucumoctu ot npecnenyemsix neneit B, kak npaBuio, ocymectBisercs
Ha KOHKPETHBIC C(epbl HHANBUIYATBHOTO, TPYIIIIOBOTO, MACCOBOTO M OOMICCTBEHHO-
ro co3HaHus [56]:

MOTHBAIMOHHYIO (yOSXKIeHHUS, IICHHOCTHBIE OPUEHTAINH, BICUCHHUS, KeTa-
HUS), KOT/Ia HAJI0 OKa3aTh BIMSHHE HA JIIOJCH U MOOYKACHHUS HX K OTIpe-
JIeIeHHBIM AEHCTBUSAM;

MTO3HABATEIIbHYIO (OLIYINEHHs, BOCIPUSATHS, IIPEICTABICHNUS, BOOOpakeHHE,
MaMsATh U MBIIUICHUE), KOTJa HEOOXOIUMO M3MEHUTH B HY)KHYIO CTOPOHY
MIPE/ICTABIICHNS, XapaKTep BOCIPHATHS BHOBb ITOCTyMaomell nHhopmamu
U B UTOTE — «KapTHHY MHPay 4eI0BEKa;

9MOIOHATIBHYIO (3MOLIUH, YyBCTBA, HACTPOEHUS, BOJIEBbIE NMPOIECCH), KO-
r7a MoJ HPUIIETIOM HaXOAATCS BHYTPEHHHE NEPEKUBAHUSA M BOJIEBas aK-
TUBHOCTb JIOJIEH;

KOMMYHHMKAaTHBHYIO (OOIIEHHE M B3aUMOOTHOIICHUS, B3aUMOJCHCTBHUE,
MEXIMYHOCTHOE BOCIPHATHE) C LENBI0 CO3AAHUS CONMAIBHO-TICHXOJIOTH-
4yeckoro kompopTa mwin AUCKoM(popTa, HOOYKICHNUS TIOACH COTPYJHNYAT
1100 KOH(INKTOBATE C OKPY>KAIOUINMH.

OcHOBHbIE NPUHIUIIBI TOATOTOBKU U mpuMmenenus UIIB [53]:

noaroroBka UIB HaumHaercs 3a071aroBpeMEHHO, CKPBITHO, TIIATEIBHO, C
YYETOM HMHAWBUAYAIBHBIX ¥ COIMATBHO-IICHXOJIOTHIECKUX OCOOCHHOCTEH
00BEKTOB BO3JICUCTBHSI,

WIIB ruiaHUpYIOT ¥ MPOBOJAT C YUE€TOM BBIIBICHHBIX CIa0BIX MECT B Opra-
HU3aIMOHHO-HOPMATHBHBIX Mepax, MOJUTHKH Oe30MacHOCTH, MOPAITLHO-
MICUXOJIOTMYECKOM COCTOSTHUM OTIENBHBIX JIUI M KOJUICKTHBA, C yYETOM
0COOCHHOCTEH CKJIAIBIBAIOIIEHCS 0OCTAHOBKHU, UMEIOIIMXCS CHIT U CPEJICTB;
pasnmuunble UI1B mpoBOAST MO eAMHOMY IIIaHy, COTJIACOBBIBAIOT MEXIY
c000i1, a TaK)Ke ¢ 00IIEN LENBIO;

cunbl U cpenctsa UIB ucnonb3yroTcss MacCUpOBaHHO, KOMILIEKCHO U pas3-
HOOOpa3Ho.
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Meponpusitusa UI1B npoBoasT panu BHeApPEHUs B COZHAHUE OTICIbHBIX JIUI] U
KOJJICKTUBOB KOHKPETHBIX B3IIISOB, YOCIKICHUH FITH JIO3YHTOB, MOTHBOB HEIOBE-
pUsl UM HEYAOBJIETBOPEHHs JEUCTBHSIMHU CBOET0 PyKOBOJCTBA, OCO3HAHUSI CBOETO
HEOJIArONpPUATHOTO MOJ0XKEHHS, YTPO3bI )KU3HU U ONAaroNnoIydnio POJACTBEHHUKOB U
JUTS BBEJISHVSI UX B 320y IeHue, 0OMaHa, CKIIOHSHUS K COTPYAHUYeCTBY [53].

[pu paspabotke u nposenennn WIIB menecoobpa3HoO HCMOIB30BATh CIIEAYIO-
[IM€ OCHOBHBIC MPUHIIXIIBI, pa3padOTaHHBIC CIIEIUATHCTAMU CHJI ICHXOJIOTHICCKUX
onepanuii CIIIA, B paMkax KOHIETIIINH «CTPATETHICCKUX KOMMYHHUKaIH» [55]:

K8AMUpUYUPOBAHHOE PYKOBOOCHB0 — TIOAPa3yMeBaeT YeTKOE Ipe/ICTaBIIe-
HUE PYKOBOJMUTESIMU KOHEUHBIX 1IeJIed U 3aja4 IPOBOJUMON OIEpaLuu;
npasoonodobue — MpeyCMaTPUBACT JCHCTBUS, BOCIPUITHAC U O0BICHECHUE,
KOTOpBIE JOJIKHBI BBI3bIBATH JIOBEPUE Y LIEJIEBOM ayIUTOPUH;

docmynHocms — y9eT TICUXOJIOTHIECKAX 0COOCHHOCTEH, KyIbTYphI, 00pasa
JKU3HU, COLUAJIbHBIX B3aUMOOTHOILICHUN L€JIEBOM ayAUTOPUH, JIUHTBUCTH-
YECKOT0, HCTOPUIECKOTO, PETTUTHO3HOT0, IPHPOTHOTO M IPYTHX OOBEKTHB-
HBIX ()aKTOPOB;

ouanoe — UTIB, mpoBoaumoe B (hopMe MHOTOCTOPOHHETO 0OMEHAa MHEHWUSI-
MH, CIIOCOOCTBYET B3aMMOINOHHUMAHUIO U YCTAHOBICHUIO JOBEPUTEIBHBIX
OTHOIICHUH C 00BEKTOM BO3JICHCTBHS;

MacumabHocms — TPEAyCMaTPUBACT OTCYTCTBHE BPEMEHHBIX WM TIPO-
CTPaHCTBEHHBIX orpannyenuii Ha UIIB;

C021ACOBAHHOCMb — TIOAPA3YMEBACT COINIACOBAHHBIEC, HHTETPUPOBAHHBIC HA
BCEX YPOBHSX B €JUHYIO CUCTEMY NEMCTBUS 110 €AUHOMY 3aMBICIY U IIaHY
Ha BCEX YPOBHSIX HEpPApXUM KaK MO «BEPTHKAIN» — OT TaKTHYECKOIO 10
CTPaTErnyeckoro, Tak U Mo «rOPU30HTAJIN» — B IIPe/iesiaX OJHOTO YPOBHS;
yeneHanpaeienHocms — HallpaBJIeHHOCTh Bcel coBokynHocty MIIB Ha mo-
Jly4eHHE KOHKPETHOI'O 3aJIaHHOI0 Pe3yJIbTaTa,;

Henpepvignocmby — TIpeAIoyiaraeT HempepbiBHbIM npounece UIIB, s
YCIIEIIHOTO OCYIECTBICHUSI KOTOPOTO HEOOXOJUMO HaJM4Yie IMOCTOSIHHON
00paTHOH CBSI3M MEXAY TUIAHMPOBAHUEM U JICHCTBUSIMU C OTHOW CTOPOHHI,
1 QHAJIM30M C OLIEHKOH pe3yJIbTaTOB ATHX IEUCTBUM — C APYroi.

Peanuzauus coBokynnoctu UIIB B Buje ennHON NCUXOJIOTHYECKOH OIepaluu,
B COOTBETCTBHHU C KOHICMIIUCH «CTPATEIrHYCCKUX KOMMYHHUKAIHID), BKIIOYACT B ceOs
cienyromue 3ransl [55]:

YTOUHEHHE 1IeJieil onepanui;

OIPE/ICIICHUE 1IEJICBON ayTUTOPUH U KEJIaeMOro MoBeJeHYecKoro 3ddekra
00bEKTa BO3JICHCTBHS,

BCECTOPOHHUI aHAJIU3 AyAUTOPUU U OINPENEICHUE IOJIUTUYECKUX, COLU-
aJIbHBIX U MJICOJIOTMUECKUX YCTaHOBOK;

(hopMynupoBaHUE OCHOBHBIX TIemel it oTnenbHbIx UITB;

cormmacoBanue otaenbHBIXx WIIB 1o BpemeHu, MecTy, oObeKTaM BO3JICH-
CTBUS U LIEJISIM OIlEepalyi;

peanuzauus cornacoBanHbix UIIB;

OIICHKA Pe3yJIbTaTOB U KOPPEKTHPOBKA IU1aHOB nocnenytommx UIB.
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IIpu sToM, npu npoBeaeHnu otaensHoro MIB BeigenstoT Tpu stana [53]:

— onepayuoHabHulll, Koraa cyobekToM ocymectisieTes UIIB Ha 00BekT;

— nmpoyeccyanbiblil, KOTAa UMEET MECTO NPHHATHE (0J00peHNe) WM Helpu-

situe (Heo100peHNe) TaHHOTO BO3CHCTBUSI OOBEKTOM;

—  3aKMOYUMenbHbIl, KOTJa TPOSBISIOTCS OTBETHBIC PEaKIIMU KaK CIICACTBHE

TIEPECTPOHKH IICUXUKH 00BEKTa BO3ICHCTBIIS.

[epectpotika ncuxuku oy BiusHEeM WIIB MoxeT ObITH pa3muYHON Kak Io
IMPOTEe, TaK ¥ MO BPEMEHHOW ycToiumBOocTH. [lo mepBOoMy KpuTEepHiO pa3iiviyaroT
TapIagbHbIC H3MEHEHHS, T. €. H3MEHEHUS KaKOTO-HHOYAb OJTHOTO IICHXOJIOTHYECKO-
ro KayecTBa (HarpuMep, MHEHUS YeJIOBeKa O KOHKPETHOM sIBJICHUH) U Oojiee oOmime
U3MEHEHUS TICUXMKHU, T. €. U3MEHEHHUsS psjia TCUXOJIOTHUECKUX KaueCTB MHIMBUIA
(wmmu Tpymmsn). 1o BTOpoMy KpHUTEpHIO H3MEHEHHUS MOTYT OBITh KPAaTKOBPEMEHHBIMU
" JUIUTENbHBIME [53].

WIIB MOXeT OCYIIECTBISITHCS C MOMOIIBIO PA3NIUYHBIX METOJOB (IIPHUEMOB,
(hopM, METOANK) U CPEACTB, OOJBINIAS YaCTh M3 KOTOPHIX, HEMPEPHIBHO Pa3BUBAsICh U
COBEPILIECHCTBYSCH, IPEBPATHIIACh CETOHS B CJIOKHBIE TEXHOJIOTUU BO3/CHCTBUS HA
TICUXUKY JIFOJICH, 0000IIECHHO Ha3bIBaAEMbIC B CIICIUAIBHOMN JTUTEPATYPE NCUXOMEXHO-
noeuamu. Tak, HaIIPUMeEp, K ICUXOTEXHOJIOTHSIM OTHOCSITCSI COBpEMEHHBIE HH(pOpMa-
LMOHHBIC TEXHOJIOTMH BO3JEHCTBUS HA MHIMBUAyaJIbHOE, IPYIIOBOE, MAcCOBOE U
OO0IIECTBEHHOE CO3HAHME C MCMOJIH30BAaHUEM TEICBH3HMOHHOW M PaIHOBEIIaTeIbHON
TEXHUKH, BUJIEO- U ayTUOMPOTYKINH, a TAKXKE KOMIBIOTEPHbIE TEXHOIOTUHU BBICOKO-
IO YPOBHS, TIO3BOJIIONINE AUATHOCTHPOBATh U KOPPEKTHPOBATh IICHXUYECKoe U (u-
3MYECKOE COCTOSTHIE YEIOBEKa ITyTeM MIPSIMOTO JOCTYTIA B ITOJICO3HAHME [56].

IIpu sTOM, nCUXOJOrHs, Kak Hayka, B pamMKax HOJArOTOBKM W INPUMEHEHUS
HUIIB pemaet cnenyrommue 3aaa4u [54]:

— yKa3bIBaeT Ha Te OCOOCHHOCTH UEJIOBEYECKOM U IPYNIOBON MCUXHUKH, KOTO-

pHIe 1enecoo0pa3Ho MOABEPTHYTH BO3CHCTBHIO;
— oOecrneynBaeT Y(PPEKTUBHBIC METOMBI OICHKH MCUXOJOTHYECKOTO COCTOSI-
HUS OTAENBHBIX JIUI] U TPYTIIL;

— JlaeT peKoMeHJauuu crenuanucram, npumenstomum MIIB no miuanuposa-
HUIO OTIEpaIHii;

— BbIpa0aThIBACT KPUTEPUU M METOABI OICHKH pe3ynbratuBHocTH WIIB Ha
JIOJCH.
Co3pnaBas HayuyHbIi pyHgamenT UIIB, mcuxoiorn 3amaaHbiX CTpaH OMHPAIOTCS
Ha JOCTMDKEHUS Pa3IMYHbIX MICUXOJIOrHYecKuX MKoJ. Ilpyu 3TOM 3a OCHOBY IpUHU-
MaloTCsl CIIEAYIOLINE OCHOBHBIE MOJOXKeHuUs [54]:
— 0 pemaromeid ponm OECCO3HATENBHOTO B JETEPMUHALNHN YEIOBEYECKOTO
TTOBEJICHNUS, 0 QYHKIIMOHUPOBAHUN MEXAaHN3MOB TICHXOJIOTHIECKON 3aIUTHI
1 crioco0ax MX MPeoIoNICHAs (ICHX0aHAaIH3);

— 0 pedIIeKTOPHOM 3aKpEIICHHH («SIKOPEHUI», «30MOMPOBAaHUN») OTpese-
JICHHBIM 00pa30M COOTHOCSIIUXCSI BOCTPHUSATHH, TIEpeKUBAHUH, JTEHCTBUIA,
0 BHYLIAIOIIEH CUJIE CTPYKTYpPbI, 3MOLMOHAJIBHOTO TOHA, MPOCTPAHCT-
BEHHO-BPEMEHHBIX XapaKTepUCTUK HH(opMmanun (OMXeBHOpH3M, HEHpo-
JIMHTBHCTHYECKOE IPOrPAaMMHUPOBAHUE);

71



0 POJIM «MEHTAJBHBIX CXEM» B BOCHPHUSATHU YEJIOBEKOM OKPY’KAIOIIEro Mu-
pa, IPOMCXOIANINX COOBITHH 1 HH(OPMAIMK (KOTHUTHBHAS TICUXOJIOTHS);

0 CTPYKType M AUHAMUKe MOTpeOHOCTEl uenoBeka (F'yMaHUCTUYECKas NICU-
XOJIOTHS) U 1p.

[cuxonorus momoraet oprannzaropam MIIB BesBIATE Hanbomee cradbie 3Be-
HbSI B MOPAJIbHO-IICUXOJOTMYECKOM COCTOSSHMM OTAEIBHBIX JHI[ M TPYIIH, a TakxKe

Hay4HO

000CHOBAaHHO CTPOUTH TAKTUKY MNCHUXOJOIMYCCKOTr0 HaBJICHUSA Ha HHUX. Ona

PEKOMEHIyeT IIMPOKO MCII0JIb30BaTh B ITUX LEJSIX MOJIUTHYECKUE, HALlMOHAJIBHBIE,
COIIMAIbHBIE, PENUTHO3HBIE MPOTUBOPEYMS; TPYIHOCTH (CIIOKHBIE YCIOBHS TPYAa,
TOJIOJ], XOJIOJ, TTIOX0€ MaTepHaIbHO-TEXHHYECKOe o0eclieyeHre U Jp.); pacipocTpa-
HSTb CIIYXH U JIe3UH(POPMALIUIO U JIP.

4.2. O6wan knaccudpukauma
MH(OPMaLIMOHHO-NICUXONOrNYEeCKUX BO3AEeNCTBUN

CpenctBa n croco6sr MITB MoryT OBITH KIACCH(PUIMPOBAHBI ¢ TOYKHU 3PEHUS
(U3UIECKOH CYIIHOCTH, IPHHIUIIOB M MEXaHU3MOB Bo3eicTBust (puc. 23) [56, 57].

1

N

. Cpenctaa u crioco6s! ncuxorpornHoro UIIB.
I'eHepaTopbl ANIEKTPOMArHUTHBIX HM3My4deHHH, mpenmymectsenHo CBY- n
KBY-u3nyuennii, cpeacTsa OHOPE30HAHCHOW CTUMYISIIUN PaOOTHI TOJIOB-
HOTO MO3Ta.
T'enepatops! crieruanbHBIX U3ITYYCHHH.
I'eneparops! nH(pPa3BYKa U yIbTpa3ByKa.
CBeTOBbBIC M3JTydyaTesd B BUIMMOM, UH(PAKPACHOM U YJIBTPa(pHOICTOBOM
JIIana3oHax.
I'eHepaTOpHI Ta3epPHOTO U3ITYUCHHUS.
KommnbloTepHbIe TEXHOJIOTUY, B T. 4. KOMIBIOTEPHBIE UTPBI, & TAKXKE CPEe-
CTBA JIOIOJHEHHON U BUPTYaJIbHOU PEaIbHOCTH.

. Cpencta u cioco6s! neuxoduzngeckoro UIIB.
Cpeocmea u cnocobuvl npedvasnenus HeoCO3HABAEMOU AKYCMUYECKOU UH-
Gopmayuu.
Cpeocmea u cnocodvl npeovAGIeHUs HeOCO3HABACMOU 3PUMENbHOL  UH-
@opmayuu. TlpenmonaraeTcsa, 9T0 BH3YyaJbHBIC CPEICTBA, B OTIHYHE OT
BepOAIBHBIX, MO3BOJAIOT YEIOBEKY NPAKTUYECKH MIHOBEHHO BOCIIPHHHU-
MaTh 3alporpaMMHUPOBAHHOE MH()OPMALMOHHO-IICUXOJIOTHUECKOe BO3Jeii-
CTBHE (XOTs cpaboTaTh OHO MOXKET 3HAYMTENBHO Mo3xHee). IIpmuem 31O
BO3JICHCTBHUE SIBISIETCST O0see TITyOOKHNM U IOJATOBEYHBIM, TOCKOJIBKY BU3Y-
JIbHBIC CHCTEMBI BIMSIOT HE TOJBKO HAa WHTEIEKT, HO M HAa 3MOIHO-
HaJIbHO-4yBCTBEHHBIN 0a3KcC YesloBeKa.
Cpeocmea u cnocodwvl npedvasieHust HeOCO3HABAEMOU KOMOUHUPOBAHHOU UH-
gopmayuu.
Tunnomuueckue cnocobwvl UI1B, 0CHOBaHHBIC Ha BBISBICHHOM (DaKkTe, 4TO
COOTBETCTBYIOIIUMH BHYIICHHSIMH B THITHOTUYECKOM COCTOSHMH MOKHO
MIPOTPaMMHPOBATh YeJIOBEKA HA BHIMIOJHEHHE TeX WM MHBIX CHCTBHUIA.
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CpepacTBa v cnocobbl

o WcTeus

CpepacTtBa U cnocobbl
MCUXOTPOHHOrO BO3[ENCTBUS

CpeacTtea 1 cnocobbl
0 7 BUA

CpeacTBa NCUXOTPONHOro
BO3AeNcTBus

[eHepaTopbl 3NEKTPOMarHUTHbIX
N3nyyeHuit

eHepaTopbl MH(pa3Byka 1
ynbTpassyka

—{ CaeToBble usnyyarenu ]

JlazepHble uanyyatenu

ronorpamMm v o6pasos

—{ KOMI‘lbIOTeprIE TexHonoruu ]

KomnbtoTepHble Urpbl

CpepcTBa A0MNONHEHHOM
peanbHOCTU

CpepcTea BUPTYanbHOM
peanbHoCTU

KomnnekcHble cpeacTBa 1 cnocobbl
BO30eACTBUSA

CpepacTtsa 1 cnocobb!
| npeabsiBneHus HeoCo3HaBaeMoi
aKyCTU4ecKoi MHdopmaumm

CpepacTtsa 1 cnocobbl
I npeabsiBNeHns HeoCo3HaBaeMoi
3puUTernbHON UHopMaLmn

McuxoTponHble
cpeacTsa

[pyrvie 6uonornyeckn
aKTVBHbIE BeLecTBa

CpepacTtsa 1 cnocobbl
I npeabsiBNeHns HeoCo3HaBaeMoi
KOMGWHMPOBaHHOW UH(opMALK

Cnocobkl IMAHOTAYECKOTO
BO3AENCTBUS

Cnocobbl HePO-NMHIBUCTUHECKOrO
NpOrpamMMpoBaHms

TpeHUHroBble cnocobbl
BO3JENCTBUSA

— L I

MMCTMKO—GGDTEDMHSCKOS
BHyLLEHNe

—{ «PEHOMEHONOrN4ecKkMe» cnocobb!

|
|
|
|
)

WHdbopmaumoHHble
cpeAcTBa U cnocobbl

CpepacTBa

PeknamHble akuum,
Loy, BbICTYNNeHusA

CpepactBa

CpepacTtea comarto-
MCUXOMNOrM4YecKoro
BO3AEhCTBUSA

TNasepHble cpefcTsa
ocnenneHus

Cpencrea
o6e3aBIKeHNs noaen

Cpe/fcTBa NOCTaHOBKM
| | «ncuxonornyeckux
3arpaxgeHuin»

Buonoruyeckue
cpeacTsa
HerneTanbHoro
AencTems

Okonornyeckune
cpeacTsa
HerneTanbHoro
AencTeus

—[ KorHutuBHOE opyxue ]

[ Cnocobbl

Cnocobbl nogayn

nHopmaumm

MaccoBoW

nHopmauumn

Meyatb

—{ Mponaranpa ] Cnooc6bl
opmurpoBaHus
OTHOLLIEHNS K
nHbopmaLumn
—| BHyweHve
Cnooc6bl
opmunpoBanus
Cnooc6bl noBbiLLakLLNe OTHOLLEHNS
3h(HEKTUBHOCTb YCBOEGHMS UCTOYHIKY
nHdopmaumm nHbopmaLmmn

—| WHTepHeT-pecypchl

Coumanb-

Hble ceTn

Cnooc6bl noBbiLLIakoLLINe
3 PEKTUBHOCTb COKPbITUS

nHopmaLmm

Cnoco6bl MoguduKaLmumn

VHdopmaumn

[HesunHdopmauus

OrpaHuyeHHoe
npeaocTaBnexne
nHbopmauun

CokpbiTne
VHbopmaLmn

Cnocobbl MaHUMynALMK
COo3HaHueM

Cnoco6bl MaHunynsumm

noeeaeHnem

Puc. 23. Knaccudukanus cpencts u ciocobos UIB [56, 57]
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[V N

Cnocob HetponUHe8UCMUYECKO20 NPOSPAMMUPOBAHUs — 0co0as TICHXO-
TEpaneBTUYCCKAsT TEXHUKA, CYThIO KOTOPOU SIBISCTCS KOAMPOBaHHE (TIPO-
rpaMMHPOBaHKE) YeJIOBEKa KaK BepOATbHBIME «(DOpMyIaMu MOBEICHUN,
TaK U HeBepOAIbHBIMU (MUMHKA, TAHTOMUMUKA U T. J1.) CIOCO0aMH BO3IEH-
CTBHSL.
Tpenunzosvie cnocodwvl MIIB — cIOCOOBI PETyISIINA TICHXUIECKOTO COCTOS-
HUsS 4YeJOBEKa, TaKWe KaK: YIpaBJICHHEC BHUMAHHCM, OICPHPOBAHUC UYB-
CTBEHHBIMH 00pa3aMH, CIOBECHBIC BHYIIICHHSI, PETYJIISIINA MBIIICYHOTO TOHY-
ca, yIpaBJeHIE PUTMOM JIbIXaHHSI.
Mucmuxo-330mepuueckoe guyuieHue.
«Denomenonocuyeckuey cnocoowl MI1B — HeocozHaBaeMoe HH(OPMAIOH-
HOE B3aMMOJICHCTBHE Yepe3 OpraHbl YyBCTB ITyT€M NPHMEHEHHS METOIOB
MICUXO(U3HUOIOTHHN U CEHCOPHOH (PU3HOIOTHH YeTIOBEKa.

. Ilcuxotponnsie cpencrea UIIB:
IlcuxoTponHsle cpencTna.
Jlpyrue OMOOTHYECKN aKTHBHBIC BEIIECTBA, OKA3bIBAIONINE MPEHUMYIIECT-
BEHHO BJIMSHUC Ha MICHXUYCCKHE (PYHKIIMU YeJIOBeKa (B TOM YHCIIC HA 3MO-
LIY U TIOBEJICHNE), a TAK)KE CIIOCOOHBIE TIEPEBO/IUTH €T0 B U3MEHEHHOE CO-
CTOSIHHE CO3HAHUS.

. CpencTBa coMaTo-TICHXOJIOTHYECKOTO BO3ICHCTBHS.

. Uadopmanmonnsie criocods! u cpeacraa UIIB.
Cpencraa:
o Jlureparypa, 3penuIIHBIE MEPONIPHATHS, BHACOMIIBMBI, peKiIaMa, 3BY-

KO3AITHCH W BUJICO3AITUCH | T. II.
o CMU (medaTHbIC Ta3eThl ¥ KYPHAIBI, PaJUOBEIIAHUC, TCICBHUICHHUC);
o HMurepHer-pecypcebl (caiiThl, HOBOCTHBIE arperaTopsl, (GhOpyMbl, COIH-
AITBHBIC CETH, YaTHI H.T.II.).

CriocoOsr:
o Croco0bl mogaun HHPOPMALUH:
e [Iponacanoa — pacrupoCTpaHCHHE TOJUTHYECKHUX, (rmocodckux,

HAYYHBIX, XYI0’KCCTBCHHBIX 3HAHUH (MIeH) U APYToil HHPOpMAIHU B
o01IecTBe C LEeIbio (POPMHUPOBAHUS y TPYIIIIBI JIFO/ICH OITpeIeNIeHHOTO
MHPOBO33PEHHSI — 0000IIIEHHOI CHCTEMBI B3IJIAA0B Ha OKPYKAIOIINI
MHp, MECTO ¥ POJIb B HEM UeNoBeKa, Ha OTHOIICHHE JIFo/Iei K 00beK-
THUBHOW PEAbHOCTH W APYT K JIPYTY, @ TAKKe COOTBETCTBYIOIIMX
9TOMY HJCAJIOB M YOESKICHUH, MPUHIUIIOB MO3HAHUS M JIESITEIIBHO-
CTH, LIEHHOCTHBIX OPHEHTALIHIA;

o Vbeoicoenue — cnocod OTKpbITOro BepbanbHoro (crmoBecHoro) UIB
Ha CO3HAHME WHAWBHJA WM TPYHIIBI JIFOJCH, OCHOBY KOTOPOTO CO-
CTaBJISICT CHCTEMa SICHBIX, YEeTKO C()OPMYJIMPOBAHHBIX JIOBOJOB (ap-
TYMEHTOB), BBICTPOSHHBIX M0 3aKOHaM (OpManbHON JOTUKU U 000C-
HOBBIBAIOIUX BBIABUTACMBIN CyOBEKTOM BO3JCHCTBUS TE3HC (TOUKY
3peHus);

o (Cyececmus (6HywieHnue) — H5TO TPOLECC HEAPTYMEHTUPOBAHHOTO
WIIB Ha co3HaHue YenoBeKa, CBA3AHHBIA CO CHUKEHHEM KPUTUYHO-
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CTH HPHU BOCTPHATUH U peaH3allid UM COJEpXKAHUS CcOOOIIaeMoit
nH(opManyn, ¢ OTCYTCTBHEM AKTHBHOTO €€ IOHMMaHMs, OCMbICIIe-
HUS, pa3BEPHYTOr0 JOTMYECKOTO aHAIN3a U OLEHKH B COOTHOIIEHUU
C TIPOIIJIBIM OTBITOM. B oTnHune ot y6exkaeHus, BHyIIEHHEe OCHOBBI-
BaeTcs He Ha JIOTHKE U pa3yMe YeIOBeKa, a Ha er0 CIIOCOOHOCTH BOC-
MIPUHAMATH CJIOBA JIPYTOTO JIMNA KaK JOJDKHOE, KaK MHCTPYKIHIO K
neiictuto. Ilpy BHyIIEHNHM CHayajga MPOUCXOJMT BOCIPHSATHE HWH-
(dopmarum, copeprKalield TOTOBBIC BBIBOJBIL, a 3aTeM Ha €€ OCHOBE
(GOpPMHUPYIOTCS MOTHBBI M KM3HCHHBIC YCTAHOBKH OIIPEAEICHHOTO
TIOBE/ICHHS;

o cnoco0bl MoUduKaMu HHGOPMALHH:

e jnesuH(popManus (HapylreHne KOHPUICHITNATLHOCTH U TIEIIOCTHOCTH
HHpOpMAIHN);

® OrpaHHYECHHOE INpeIbsBICHHE HHpOpManuK (HapylmleHHe KOHQH-
JICHIIUAIBEHOCTH U JIOCTYITHOCTH HH(OPMALIHN);

e COKpHITHE HH(pOPMALNH (HAPYIIEHHE JOCTYITHOCTH HH(POPMAIIH);

O CcHocoObl MaHUMYJSIIUU CO3HAaHWEM — CHeHU(UUecKuil BHI CKPBITOTO
WIIB, nanpaBieHHbIH HAa OpOrpaMMHUPOBAaHUE UJIeH, MHEHUH, MOTHBOB,
JKU3HEHHBIX YCTaHOBOK, CTEPEOTUIIOB, YCTPEMIICHHH, HACTPOCHUH U Ja-
K€ MICUXUIECKOTO COCTOSHMS JIIOJICH, KOTOPOE HYXKHO TEM, KTO BIIaaeeT
CpPe/ICTBaMH MAHHITYJISLIUH;

O CcHocoObl MaHUIYJISIIMY TTOBEACHHEM — CHEeUU(DUYECKUH BHJI CKPBITOTO
WIIB, HampaBicHHbI Ha IPOrpaMMHMPOBAHUE TAKOTO IOBEIEHUSI JIIO-
Jiel, KOTOPOE HYKHO TeM, KTO BIIaJEET CPEICTBAMH MAHHITYIISILIUH.

6. KomOuHupoBanHble cpenctBa u crnocodsl MIIB — omHOBpeMeHHOE mpuMe-
HEHHe JIBYX U Ooiee cpencts (crmocooos) UIIB.

7. KorHuTHBHOE OpYXKHeE.

JloctaTouHo moapoOHO BhIIIeyKa3aHHbBIE cpeacTBa U criocoosl UIIB pacemoT-
peHsl B pabortax [3, 56, 58]. Paccmorpum nanee tonbko ocHoBHble UIIB, xoTopsie
MOTYT HCIIOJIB30BAaThCS Il TECTUPOBAHUS MEPCOHANA U OTJACIBHBIX JIHIl B paMKax
nposenenus ayaura KU,

[Tpu paccmorpennn MITB HE0OX0AMMO OTMETHTH, YTO, HECMOTPSI Ha IMIUPOKYIO
o0CyXJIeHre B MOIyJISIPHOH uTepaTtype 3P PeKToB ICUXOTPOHHOTO U IICUX0(pH3NUe-
ckoro MIIB, mpodeccroHambHbIC ICHXOJIOTH YKa3bIBAIOT Ha HEOOXOJMMOCTh OCTO-
PO’KHOTO OTHOLICHUS K Pe3yJbTaTHBHOCTH AaHHbBIX THIoB MIIB, u3-3a HeogHO3HAU-
HOCTH PE3yJIbTaTOB OTAEIbHBIX YaCTHBIX HKCIIEPUMEHTOB, a TAK)KE B CBS3U C OTCYT-
CTBHEM B HACTOsIIEE BpeMsl MaclITaOHBIX CHCTEMHBIX HCCJIEIOBAHUH 110 JaHHOMY
Bonpocy [80].

4.4. UnchopmaumnoOHHbIe BO3aeNCTBUSA

HUngopmayuonnoe 6o3deticmeue — BO3/ICHCTBHE Ha INCHXHUKY YEJIOBEKA HWIIH
IPYIIIBI 32 CYET MaHUITYJsIIKeH HHpOpMalnel 1 CrlocoOoM ee JIOBEICHUSL.
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4.4.1. CpeactBa MHPOPMaLUMOHHOro BO3AeMCTBUA

Krnaccuguxaiysi OCHOBHBIX CPEICTB MH(OPMALMOHHOTO BO3JACHCTBUS Tpen-
cTaBjieHa Ha puc. 24 o marepuaiam padot [3, 54, 60].

CpencrBa maccoBoii nHpopmarnmu (CMU) BrimrouaroT B ce0si pacIIMpeHHBII
(yHKIMOHAI CIIOCOOOB BO3JEHUCTBUS HA NICUXMKY MHAWBHIOB U MacC C IEJIbI0 BHE-
pPEHUs B IIOJICO3HAHME TICHXOJIOTHYECKUX YCTAHOBOK M (pOPMHPOBAHMS IATTEPHOB
MOBEJICHNS B Oecco3HaTesIbHOM Tcuxuku. K cpeactBam MaccoBoi MH(MOpMAIUH OT-
HOCSTCS TEIEBHJECHUE, MPecca, PAaaNo, BCE 3PENUIIHbIE MEPONPHATHS, JINTEPATypa,
BUI€O(IIBMBI, peKJIaMa, 3ByKO3alMCH M BUICO3AIHCH U T.I1. — BCE, C TIOMOIIBIO YEro
MOXHO JoHecTn uHpopmanuto. [Tpu stom n3 Becex stux CMU nausbiciel sddex-
TUBHOCTBIO 00J1a/1al0T TeNeBUIeHNEe U HOBOCcTHBIe MHTEepHET-arperaTopsl [60].

==

CpencTtBa MaccoBou
uHdopmMauun

o

[ CpeactBa UHD

[I‘qua‘ruhle MaTepManhl] [ [ WHTepHeT-pecypebl ]

CneumnansHo
CO3[aHHble canTbl

Paagno

TenesuaeHue

COLLVIHJ'II:HI:IE cetn

WHbopmaLmoHHble [azeTbl

6Glonnetenu

Dopymbl

HoBoCTHble caiTbl
v arperaTopsl

Yarbl

HOBOCTEM B CETU
WHTepHeT

|
|
| KorHutueHoe opyxue
|
|

Puc. 24. Knaccuduxkanus cpeacTB HHOOPMAITMOHHOTO BO3JICHCTBHS

-
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

OCHOBHBIMH CIIOCO0AMHU MAHUITYTUPOBAHUS HHGOPMALIUCH, HCIIOIB3YCMbIMH B
CMMU, sBnsroTCS:

— OTKpOBEHHAs JIOKb B LIEJSX Je3HH(OpMALIUH;

— COKPBITHE KPUTUYCCKU BKHOI MHPOPMAIHH;

— IOTpyKeHHE IEeHHOI HHPOPMAIH B MACCHB HHPOPMAIIMOHHOTO MYCOPa;

— YIpOIIEHHWE, YTBePKICHUE U TIOBTOpEHHUE (BHYIIICHHE);

— IOJMCHA TePMHUHOJIOTHH: IIPHUMEHEHUE TIOHATHH U TEPMHHOB, CMBICT KOTO-
PBIX HE SICCH WM IPETepIesl KAYCCTBCHHBIC M3MCHCHHS, YTO 3aTPYAHSCT
(dbopMupOBaHKE peaibHOI KapTUHBI COOBITHS;

— BBEJICHHE 3alpeTa Ha ONpeeiIcHHbIC BBl HH(QOPMAIUU U pa3/Ieibl HOBO-
cTei;

— y3HaBaHME 00pa3a: M3BECTHbIC MNOJUTHYECKHE JESITENH, IPEACTABUTEIN
1I0y-0M3Heca MOTYT y4acTBOBAaTh B 3aKa3HBIX aKIUsIX, OKa3bIBas TEM ca-
MBIM OTIpE/IeTICHHOE BIISTHAE HA MUPOBO33PEHHE MX ITOKIIOHHHKOB;
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— mojaya HeraTHMBHOW WH(pOPMAIUH, KOTOPas Jy4Ile BOCOPUHUMACTCS ay -
TOpUEH 10 CPAaBHEHUIO C TO3UTUBHBIMH HOBOCTSIMH.

B kadecTBe cpencTBa MH(POPMAIMOHHBIX BO3JCUCTBHN BCE aKTHBHEC U Mac-
mTa0Hee MPUMEHSIOTCSl COIUANIbHBIE ceTh B ceTu MHTepHeT. OHU SBISIOTCS HOBBIM
COBPEMEHHBIM UHCTPYMEHTOM, UCIIOJIb3YEMBbIM B HHTEpECcax Kak MacCOBOTO (aKTHBa-
LUH TIPOTECTHBIX HACTPOSHHH, KOOPAMHAIINK ACHCTBHUH MPOTECTYIONNX, HH()OPMU-
POBaHUS MEKIYHAPOIHON OOMIECTBEHHOCTH O IPOUCXOSAIINX COOBITHSX), TAK U TO-
YEYHOTO BO3JEHCTBUS (BEICHHUE IMOJIb30BATEILCKON KOMIBIOTEPHOW Pa3BE/IKH, yCTa-
HOBJICHHE HYKHBIX KOHTAKTOB, ()OPMHUPOBAHNE CETH NCTOYHHUKOB U areHTOB BITMSTHUS
Ha OTIENBHBIX TOoJb30Bareiel). OOIIeHNEe B COIMAIBHBIX CETSIX CO3/acT y JIFOICH
YyBCTBO COIPUYACTHOCTH M JIOBEpHs, a BhIKIIaabIBaHue (poTtorpaduil wim Bumgeopo-
TMKOB oOecrieunBaet 3G ekt npucyrctus [60].

Bornee moapoOHast mHpOpMAIU 0 cpencTBax MH(GOPMAIMOHHOTO BO3ICHCTBUS
npencTasieHa B padote [3].

4.4.2. Cnoco6bl MHOPMaLMOHHbIX BO3OENCTBUN

HecmoTpst Ha TO, 9TO BOMPOCH MH(GOPMAIHOHHOTO BO3JCUCTBHS JOCTATOYHO
MO JpOOHO OCBEIIEHB! B U3BECTHON JIUTEpaType, OCHOBHAS YaCTh COBPEMEHHBIX U3/a-
HUH TOCBSIIICHA BOIIpOcaM WH(POPMAIMOHHBIX Bo3nercTBui yepe3 CMU B mHTEpe-
cax JTOCTIDKCHHU ONPEICICHHBIX MOJIUTHYCCKUX WM COIHMAIBbHBIX 3 ¢ekToB. [Ipu
9TOM B MOAABJISIIOIIEM OOJIBIIMHCTBE U3BECTHOW JINTEPATYphl OTCYTCTBYIOT (hopma-
JM30BaHHbBIC MOJENIN MH()OPMAIMOHHBIX BO3ACHCTBHI, UTO JeTaeT ee MaJOIPHUTOI-
HOM IS pereHus 3ajaun pa3padotku GpopmanbHbix crienapue WUIIB. K uccnenona-
HUSIM, B KOTOPBIX IPEJCTABICHBI (pOPMaTbHBIC MOACTH WH(POPMAIIMOHHOTO BO3JICH-
CTBHSI, MOXKHO OTHECTH paboThl [61, 70-72]. IMeHHO AaHHBIC pabOThI OBUIM B3STHI 32
OCHOBY TTpH (hOPMAaTH3ANH CIIOCOO0B HH(OPMAITHOHHBIX BO3ICHCTBHUM.

4.4.2.1. CrpaTrerun MH(pOPMALMOHHOT0 BO3/1eliCTBUSA

PaccmoTpyM OCHOBHBIE cTpaTerny MHGOPMAnMOHHOrO Bo3jewcTBus. I[lox
cTpaterueii MHGOPMALMOHHOTO BO3ICHCTBUSI TMOHMMACTCS OOINUI MPHUHIMI JICii-
CTBHH cyOBEKTa Ha OOBEKT B paMKaxX MPOBEACHHUS HH(POPMAIIMOHHON OTepariy, KO-
TOpasi COCTOMT M3 HECKOJBbKHX WH(OPMALMOHHBIX BO3ACHCTBHH, OOBEIMHEHHBIX
€/IMHBIM 3aMBICIIOM C IIETIbI0 JOCTHKEHHUS TII00AIBHOMN LIENH.

OCHOBHEBIE CTpaTerny HHHOPMALMOHHOTO Bo3AeHCTBHA [61]:

1) cmpameeus ycmpawenus — yrpo3a IpUMEHEHUSI CyOBEKTOM MO OTHOIIE-

HUIO K OOBEKTYy MH(OPMALMOHHBIX U CHIIOBBIX BO3JCHCTBHIi, NPU OJHO-

BPEMEHHOH JIeMOHCTpall CyOBEKTOM CBOEro KOJIMYECTBEHHOTO U Kaue-

CTBEHHOTO MH()OPMAIIMOHHOTO MPEBOCXOACTBa. JlaHHAs CTpaTerus BKIIIO-

YaeT B ce0sl HECKOJIBKO BapHAHTOB JAEHCTBUNI:

— cmpamezust J0X4CHO20 yCmpauienus — JIeMOHCTpalus CyObeKTOM BO3-
MO’KHOCTH NMPUMEHEHUS] NH()OPMALIMOHHBIX U CUJIOBBIX BO3JEHCTBHIA 110
OTHOIIICHUIO K 00BEKTY, 0€3 peanbHOro HaMepeHUs ee¢ IPUMEHEHHS, TIPH
OJHOBPEMEHHOH JAEMOHCTpalUu CyObEKTOM CBOETO KOJMYECTBEHHOTO U
KaueCTBEHHOI'0 MH(OPMALMIOHHOTO TPEBOCXO/ICTBA;
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2)

3)

4)

5)

6)

7)

8)

B

— cmpamezus peanucmuyeckoz20 ycmpauienus — yrpo3a cyobeKTa mpume-
HHUTh HH(POPMALMOHHBIE W CHIIOBBIE BO3/ICHCTBHS 110 OTHOIICHUIO K 00B-
€KTY, TIPH OJIHOBPEMEHHOH JIEMOHCTPALMH CyOBEKTOM IpUMeEpa IpHuMe-
HEeHUSI BO3JCHCTBUH B OTHOIICHUM JPYTrHX CTOPOH KOHQIIMKTA WIIA
areHTOB BIIUSHHUS;

cmpamezusl YHUUmModiceHus — NPUMEHEHHE aTaKyIoIMX WHPOPMAIMOHHBIX

BO3JICHCTBUI CYOBEKTOM I10 OTHOIICHUIO K OOBEKTY, C IIEJbI0 3aCTaBUTh

MOCTIETHETO JICHCTBOBATh B COOTBETCTBHH C HAMEPEHUSAMH CyObEeKTa WM

COTJIACUTHCS Ha BBIIBUHYTHIC YCIOBHUS;

cmpamezust maccuposannozo yoapa (cmpameausi 603me30us) — OJTHOBpe-

MEHHOE U MacCHpOBaHHOE NPHMEHEHHE CyOBEKTOM aTaKyromux nHdopma-

IIHOHHBIX BO3JEHCTBHN C IENIBI0 MPUYWHEHHS OOBEKTY BO3JEHCTBHS MakK-

CHUMAJIBHOTO yIIep0a;

cmpamezust usmMopa — TIPUMEHEHHUE I10CIIEI0BATEIbHOCTH MH(OPMAIMOH-

HBIX BO3JCUCTBUH, KOXKJ0€ U3 KOTOPBIX OCIA0ISIeT OOBEKT BO3NEHCTBUS U

MIPUHOCUT HH(POPMAITMOHHOE TIPEBOCXOICTBO CYOBEKTY BO3JCHCTBHS;

cmpamezust coepicusanisi — IpoBeeHNe NHGOPMAIIMOHHBIX BO3IEHCTBUH

C LIEJIBIO 3aCTaBUTh OOBEKT BO3JECHCTBHUS BO3/EPKATHCS OT ONPEACIEHHBIX

JICHCTBUH, HEXKeTaTeNbHBIN CYOBEKTY BO3ACHCTBHS;

cmpamezusi Ompadicenus. azpeccu — IPOBeIeHNe HHPOPMALMOHHBIX OIle-

panuii ¢ IeIbpl0 HUBEIMPOBAThH NPEBOCXOJCTBO 00BEKTa BO3/ICHCTBHS, KO-

TOpoe 00BEKT I0JTy4aeT, MPOBOJI MPOTHUB CyObeKTa aTaKkyrone nudopma-

IIMOHHBIC 1 CUJIOBBIC BO3JCHCTBHS;

cmpamezusl HenpamMbIX Oelicmsull — MPOBEACHNE NHPOPMAIIMOHHBIX OTIepa-

UM HE MyTeM HEMOCPEJCTBEHHOTO BO3JCUCTBHS HAa OOBEKT, a IMyTeM BO3-

JICHCTBUI HA HETO Yepe3 arcHTOB BIUSHHSA WU JPYTHX CTOPOH KOH(QIIMKTA,

peann3anuy IporpaMM «caMopa3pyHINTEIBHOT0» TTOBEACHHUS 00BEKTa, JTH-

IIeHHUs1 ero MH()OPMAIIMOHHOTO NPEBOCXOJCTBA 10 OTHOIICHHUIO K CBOMM

COIO3HMKAM U T. 11.;

cmpamezus 83aUMHBIX YCMYNOK — MPOBEJCHNEe CyOBEKTOM MH(OPMAIIHOH-

HBIX BO3ICHCTBUI B KOH(IMKTE, B X0JIe KOTOPOTO HHU CYOBEKT, HU OOBEKT

HE JOCTHUTaloT ITIOJIHOTO BBIMIPBINIA, a MPUXOAAT K HEKOH paBHOBECHOM

(KOMIPOMHCCHOW) CUTYaIllH, B KOTOPOH Ka)kJas U3 CTOPOH KOH(IUKTA J10-

CTHTaeT HEKOTOPOTO MH(OPMAIIIOHHOTO MPEBOCXO/ICTBA, IO OTHOIICHHUE K

TOMY YPOBHIO, KOTOPBIH OB y CTOPOH JI0 Hadasla KOH(IINKTA;

(GopMaTbHOM BHIE JaHHBIC CTPATETHMH WH()OPMALMOHHBIX BO3ACHCTBHIA

IpejcTaBieHsl B padore [61].

4.4.2.2. TakTu4yeckue npueMbl HHGOPMANMOHHBIX BO3/1eiicTBUA

PaccMoTprM OCHOBHBIC TaKTHYECKHE TPUEMBI, IPHUMEHIEMBIC NP OpTraHU3a-
UM UHGOPMAIIMOHHOTO BO3JCHCTBHS. [lo TAKTUYECKUM MPUEMOM MOHHMAETCs 00-
U TPUHINI JeHCTBUN CyOBEKTa MPH OpraHu3aluu MHGOOPMAIMOHHOTO BO3IEH-
CTBUS Ha OOBEKT B paMKax JOCTHIKEHUS YaCTHOM (JIOKAIBHOW) 1eTH WHPOPMAITUOH-
HOU orepanuu.
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OCHOBHbIE TaKTHYECKHE MpPUEMBbl OpraHMU3alMK HHPOPMALUOHHOTO BO3IEH-
ctBus [61]:

—  O0OMUHUPOBAHUe — UK WH(QOPMAIIMOHHBIX BO3ICUCTBHU, HAIIPABICHHBIX
Ha MOIACPKAHHE CYOBEKTOM CBOCTO HH()OPMAIMOHHOTO MPEBOCXOJCTBA
HaJl 00bEKTOM Ha OMpPEEIeHHOM BPEMEHHOM HHTEPBAJIE;

— 9Kcnaucus — MUK HHPOPMAIIMOHHBIX BO3ICHCTBHN, HAIPaBICHHBIX Ha KO-
JINYECTBEHHOE TOBBIIICHUE CYOBEKTOM CBOETO MH(MOPMAIIHOHHOTO TPEBOC-
XOJICTBA U UH(OPMAIIMOHHBIX PECYPCOB (ar€HTOB BIIMSHHS, TOYCK BO3JCH-
CTBUSI HAa OOBEKT, BO3MOXXHOCTEH MO WHTEHCHU(UKAIMM CBOMX BO3JCH-
CTBHUH);

— MoOughukayus — UK WHPOPMAIIOHHBIX BO3ICUCTBHUI, HANIPABICHHBIX Ha
MOBBIIICHUE KAYeCTBA HCIOJIb30BAHUSI CyOBEKTOM CBOEro MHGOPMAIHOH-
HOTO MPEBOCXOCTBA U MHPOPMALIMOHHBIX PECYpPCOB;

— Mackuposka — IHKI WH(OOPMAIMOHHBIX BO3ICHCTBHIN, HANPABICHHBIX Ha
CHIDKCHHE HAOJIOMAeMOCTH U BaXKHOCTH CYOBEKTa, a TaKKE IMPOBOIUMBIX
UM MH(OPMAITMOHHBIX BO3JCHCTBUN U MCIOIB3YEMBIX PECYpPCOB ISl 00b-
€KTa BO3JICUCTBNS,

— ycmpauwieHue — THAKI WHPOPMAIMOHHBIX BO3JCHCTBHUN, HANPABICHHBIX Ha
co3/laHKe Yy 00BEKTa BIICUATIICHHS YIPO3bI MPUMEHECHUSI CYOBEKTOM IO OT-
HOIIIEHUIO K HeMY HH(OPMAIIMOHHBIX ¥ CUIIOBBIX BO3/ICHCTBUIA;

— nooagierue — TWKI WH(QOPMAIMOHHBIX BO3ICHCTBHMA, HAlpaBICHHBIX Ha
(hopMHpOBaHKE CYNIECTBCHHOTO WH(POPMAIIOHHOTO IPEBOCXOJCTBA CYyOh-
€KTa HaJl 00BEKTOM;

— uzonAyus — TUKIT WHPOPMAIIMOHHBIX BO3ACHCTBHH, HANpPaBICHHBIX Ha
OTpaHUYCHHE CBS3CH M BOZMOXKHOCTEH 00BheKTa 10 HHPOPMAIIHOHHOMY 00-
MEHY C OKPYArIUM HH()OPMAIIMOHHBIM IIPOCTPAHCTBOM;

— 9Kpanuposanue — NAKI MHPOPMAIIMOHHBIX BO3/ICHCTBUI, HAIIPABICHHBIX Ha
(dopMHpOBaHHE KOHTPOIMPYEMOW CpeIbl, B KOTOPOH OOBEKT pearn3yeT
WH(POPMAIOHHEIH 00OMEH ¢ OKPY)KaIoMUM HH(POPMAITHOHHBIM TPOCTPaH-
CTBOM.

B ¢opmanbHOM BHIE JaHHBIE TAaKTUKU BEJACHHS MH()OPMAIMOHHBIX BO3/EH-

CTBUII MpeicTaBIeHbI B padote [61].

4.4.2.3. OcHOBHbIe HapyLIeHHUs] HH(POPMALMOHHOMH 0e30I1acHOCTH,
HA KOTOpPbIe OPUEHTUPOBAHBI HHPOPMAIMOHHBIE BO3/1eHCTBUSA

[Ipu peanmzanmn MHOOPMAIMOHHBIX BO3/IEHCTBHII HAa OOBEKTH MH(MOpPMALH-
OHHO-OpraHu3anoHHoN moacucteMbl KUU, cyOBeKThI, Kak MPaBHIIO, PEaTH3YIOT
OTpaHMYCHHOE YHCJIO BUIOB HapyIIeHUss HH(GOPMAaIHOHHOH Oe3zomacHOCTH. K ATHM
OCHOBHBIM BHJIaM OTHOCSTCS CJIEAYIOIHUE.

Ymeura ungopmayuu — HEKOHTPOJINPYEMOE PACIIPOCTPAHEHUE 3alUIIAEMON
uHpopMarmu. B pesynprare yTeuku Hapymiaercs KOH(HUICHIMATBHOCTh WH(pOpMa-
uuu [61].

Yuuumoorwcenue ungopmayuu — neficTBue MO YHUYTOKEHUIO 3aIUIAEMON HH-
(dhopmarn, HHPOPMAIMOHHBIX PECYPCOB WM (U3NIECKUX CPEJICTB ee XpaHeHus. B
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pe3yibTate YHHUYTOXKEHHUS HapyIIaeTcs TOCTYMHOCTb, IENOCTHOCTh U TOJHOTA HH-
¢dopmarm [61].

Xuwenue ungopmayuu — NSWCTBHE MO M3BATHIO 3alUIIaeMON WH()OpMAIIUH,
“H(GOPMAIIMOHHBIX PECYPCOB MM (DPU3NUECKUX CPEJCTB €€ XPAaHEHHUs C IENbIO €€ MO-
CIIETYOIIETO WCIOJIh30BaHUSI B COOCTBEHHBIX HMHTEpecax. B pe3ynbTare XUIIEHUs
HapymraeTcs KOH(PHICHIINATHHOCT HH(POPMAINH, a TIPH HCIOIb30BaHUN MOXHIIICH-
HOW WHGOPMAIMH U OPraHW3alMKd HH()OPMAIMOHHBIX BO3ICHCTBUIl, OCHOBAHHBIX
Ha e NCKaKEHUH — €€ IIEeITOCTHOCTH [61].

Hckaoicenue ungpopmayuu — neiicTBUE 1Mo N3MEHEHHIO 3aluIaeMoi HHpopma-
UM Wi UH(QOPMAMOHHBIX PecypcoB. B pesynbrare MCKakeHHs HapyliaeTcs Ie-
JocTHOCTB nHpopmarmu [61].

3aoepoicka ungpopmayuu — NeWCTBUS, HAPABJICHHBIE HA YBEIMUEHHUE JITUTENb-
HOCTH TIpOIieccOoB (pOPMHUPOBAHMS, HAKOIUICHHS, OOpAaOOTKH W TPEICTaBIICHUS WH-
dopmarun. J{Jst cCUCTEM yIpaBJICHHsI Takas 3a/IepXKKa MPUBOIUT K CHAKCHUIO Orepa-
THBHOW NEHHOCTH WH(pOpPMAIIUU — ee aKTyalbHOCcTH. KpoMe Toro, 3anmepikka uadop-
Malliy CHIXKAET €€ JIOCTYITHOCTh [61].

4.4.2.4. Ba3zoBble MH(pOPMaLIMOHHbIE BO3eHCTBUS

OCHOBHBIMH JJIEMCHTAMH JIFO00# IICHXOJIOTHYECKON OINEpaIiy SIBISTIOTCS OT-
JenbHbIe (0a30BbIC) BO3ICHCTBUS, IPOBOJAUMBIC CYOBEKTOM 110 OTHOIICHHIO K 00BCK-
Ty. OTr 6a30BBIC BO3ACHCTBHS CBS3aHBI C ONpECNICHHOW MoanuKanueil nHpopma-
LUK, CIIOCOOOM €€ TOAa4yH MM BOCIPUATH 00bekToM. B paborax [61, 62] BBeneHa
KiIaccupUKanus Takux 0a30BbIX MHGOPMAIMOHHBIX BO3MCHCTBUIl, MOCIEI0BATEIb-
HOE MPUMCHCHHE KOTOPBIX MMO3BOJISIET MOCTHYD BBINICYKA3aHHBIX LIEJICH HAPYIICHUS
Ub.

1. Tpancungopmuposanue — NOCTOBepHOE HH()OPMHPOBAHHE, TPH KOTOPOM
uHpOpMAIHs OT CyOBeKTa K 00BEKTY mepenaercs 0e3 MckakeHus. PaccMmatpuBaroT
CIIEYIOIINE BapHAHTHI TPAHCHH()OPMHIPOBAHHS:

— napamparcungopmuposarue — TOCTOBEpHOE MH(MOPMHPOBAHHE, OCHOBAH-

HOC Ha CIIOCOOHOCTH TMaMATH 00BeKTa (PUKCHPOBATH W BOCIPOU3BOIUTH
aHAJIOTH, KOTOPBIC HECYT JOIMOJHUTEIBHYI HH(POPMAIHIO, CBSI3aHHYIO C
BOCIIPHATHEM OCHOBHOW HH(OPMAIUH, €€ YMOIIMOHAIBHBIM OKPAacOM, OT-
HOIICHUIO K MPEIMETy HH(POPMAIIMOHHOTO COOOIICHHS U T. [I.;

—  MemampancuH@opMuposanue — MHOTOKPATHOE IMOBTOPHOE JOCTOBEPHOC
HHPOPMUPOBAHKE, KOTOPOE HAMNpaBJICHO Ha (HOPMHUpPOBAHUE HOBEPHS K
CyOBeKTy W IpeAMeTy COOOIIeHHs, Ha (popMUpoBaHNE WHPOPMAIIHOHHOTO
IIymMa Wik Ha HTHQOPMAIMOHHOE HACKIIICHHE 00hEKTa BO3ICHCTBHSI.

2. [lcesdounghopmuposanue — OTpaHUYEHHO JOCTOBEPHOE, IMOJYJIONKHOE HH-
(dbopmupoBaHKe, MPU KOTOPOM MpaBIa W JIOKb JIOTHYCCKH B3aUMOYBSI3aHBI MEXKILY
co0oii. I1ceBaonHGOPMUPOBAHHS MOKHO JOOUTHCS ITyTeM BapbUpoBaHus (yBearue-
HUS WIA YMCHBIICHHS) TOCTOBEPHOCTH, TIOJHOTHI, 00beMa, KOHPHICHIIMATBHOCTH U
L[EJIOCTHOCTH UH(OPMAIINU B CICAYIOIINX BapUAHTAX:

— cumyrAyuonHoe uHgopmuposanue — MHOOPMHUPOBAHUE OOBEKTA, IPU KOTO-

poM B MH(]pOpMANHIO CYOBEKTOM BHOCSTCS MOAM(UKAINH, (HOPMUAPYIOIIHE
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JIO)KHBIE TPE/ICTABICHNSI WIN OTPaXEHHE PEaJbHOCTH Y 00BeKTa BO3JEH-
CTBUS;

ouccumynayuontHoe ungopmuposanue — WHOOPMHPOBAHHE OOBEKTA, IPH
KOTOPOM CYOBEKTOM CKpBIBACTCS 4acThb MH(POPMALUH C LEIbI0 (OPMHPO-
BaHMsl Y 00BEKTa CEMAHTUYECKH-HEYETKOTO BOCIPHATHS HHPOPMALIUK HITH
HESICHOTO OTPaXKCHHE PEabHOCTH;

KOH@Y3HOe uHgopmuposanue — THHOPMHUPOBAHHE OOBEKTA, MIPU KOTOPOM
CyOBEKTOM CKpBIBa€TCS 4YacTh HMH(OpMAIMU, a TaKkKe MOAU(UIUpPYyETCs
W UCKAXKAETCSl CEMaHTHYECKOe 3HaueHHue MH(OPMAIUH ¢ Lelbio HopMu-
poBaHMsl y 00BEKTa MPOTUBOPEYMBOIO HIIM JIOXKHOTO BOCHPHATHSI HH(OP-
MalluH WK OTPKEHUS PealbHOCTH;

— Memancesooungopmuposanue — MHOroKpaTHoe HHGOPMUPOBAHUE, IIPU KO-

TOPOM y O6’beKTa C KQXXIbIM HOBBIM COO6HICHPIGM IIOCTCIICHHO ITOAMCHSICT-
Csl BOCIPUATHE MHPOPMAIMH WIH OTPAKCHHUE PEATbHOCTH Ha MPHUMEPHO
PaBHO3HAYHOE, HO OTJIMYAOIICECS] OT UCTUHHOTO IO PSIY HEOOXOAUMbIX
CcyOBEKTY TTapaMeTpOB.

3. Jlesunghopmuposanue — noxxHoe HHGOPMUpPOBaHUE. PaznmmyaroT ciexyromnme
BapHaHTHI Ie3NH()OPMUPOBAHUS:

CuUMynaYUoHHoe Oesungopmuposanue — MHGOPMUPOBAHHE OOBEKTA, IPH
KOTOPOM CYOBEKT OJIOKHUPYET JOCTYI OOBEKTa K MCTOYHHWKY JIOCTOBEPHOM
nHpopmaryu, nocie 4ero GOpMHUPYeT U MepeiacT 00bEKTY JIOKHYI HH-
(dopmaruio, co3aaBast JJIOKHbIE OPUTHHAIIBL;

ouccumynayuonHoe oe3ungopmuposanue — iHGOpMUpOBaHUE 00BEKTA, TIPU
KOTOPOM CYOBEKT OJIOKHUPYET JOCTYI 00BEKTa K MCTOYHHUKY JOCTOBEPHOM
uHpopMaIHu, mocjie Yero Ha OCHOBE COOOIIEHHH ¢ 10cTOBepHOU HHMOP-
Marmu GOPMHUPYET U TepeacT 00bEKTY HEMOIHYI0 HHPOPMAIIHIO, CKPBIBAs
UCTHHHBIC OPUTHUHAIIBI;

KOHGy3HOoe Oezungpopmuposanue — AHOOPMUPOBAHUE O00BEKTA, MPH KOTO-
POM CYOBEKT YaCTHYHO OJOKHPYET JOCTYN O0OBEKTa K MCTOYHHKY JOCTO-
BEPHOI MH(OPMAIUH, TIOCIIC YeT0 MOTUPHIUPYET WM UCKAKACT CCMaHTH-
YecKoe 3HAYCHHE YacTH MH(OpMaIuH C LEeNblo (GOPMHUPOBAHHSA y 0OBEKTa
MIPOTUBOPEUUBOTO MITH JIOXKHOTO BOCIIPUSTUS HHPOPMALIUH UITH OTPAXKCHUSI
peaibHOCTH;

napadezungopmuposanie — BO3ACHCTBIE Ha 00BEKT, ITPU KOTOPOM CyOBEKT
CHOCOOCTBYET JIOKHOM CEeMaHTHYECKOM MHTEpIpeTanny 00BEKTOM IOCTY-
Maromiedl K HeMy JIOCTOBEPHOM HH(OPMAIIUH.

4. Memaoeszungopmuposanue — 3T0 0OMaAHHO-MAHUITYSITUBHOE HHPOPMUPO-
BaHUE, TP KOTOPOM JIOXKb MPEICTABIISICTCS B BHJIC MHOTOKPATHO MOBTOPSIEMOM 0~
croBepHOi uH(MOpMaIMK. PazinyaroT cieayolme BapHaHThl MeTaae3uH(GopMupoBa-

HUA:

CUMYIAYUOHHOE Memade3unopmuposanue — CEMAHTUUECKOS HCKaXKCHHE
HCXOTHOHN MH(OPMALINH 32 CUET BBEACHUS B HCXOJAHOE COOOIIEHUE JT0KHON
nH(pOpMaIMHN ¢ MOCIEAYIONINM MHOTOKPATHBIM TTOBTOPEHUEM HCKaXEHHOM
HHPOPMAIHH;
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OUCCUMYTAYUOHHOE Memade3ungopmuposanue — GOPMUPOBAHUE CEMAHTH-
YEeCKOW HEOMPE/IEICHHOCTH 3@ CUYET COKPBITHSI YaCTH MCXOJHON MH(DOpMa-
UK C MOCIEIYIOIUM MHOTOKPATHBIM IMOBTOPEHHEM HEIOJIHON HH(OopMa-
Luu;

KOHQY3uOHHOE Memaode3unHpopmMuposanue — YaCTUYHOE CEMaHTHYECKOe
HCKaXEHHE U COKPBITHE MCXOAHOW MH(POPMALUK C TOCICAYIONMM MHOTO-
KpaTHBIM TIOBTOPEHUEM HCKaKEHHOU HH(OpMaIyu.

Jlnst CylmiecTBEHHOTO MOBBIIIEHHS 3()(EKTUBHOCTH BO3JEHCTBHUS HAa OOBEKT
HCIIOJIB3YETCsI BO3/ICHCTBHE Ha HETO 10 Pa3IMYHBIM HH(OPMAIIMOHHBIM HAIPaBJICHHU-
M (KaKk MPaBUIIO, B PEKUME MPOCTPAHCTBEHHO-BPEMEHHOIO Pa3/ICiICHHUs HampasJie-
Huit). [Ipn 5ToM CyOBEKTOM HCHOJIB3YIOTCS areHThlI BIHMSHHS, KOTOPbHIE MO3BOJISIOT
OpraHM30BaTh HECKOJIBKO HANpaBiIeHUH MH(OPMAIIMOHHOTO BO3JEHCTBUS Ha O0BEKT.
Peanu3anuio Takoro MHOIOHAIIPABICHHOTO MH()OPMALMOHHOTO BO3IEHCTBUS BbIIE-
JSIFOT B OTACNBHBIN KJIacc — MYJIBTHHH(POPMUPOBAHHE.

5. Mynvmuungopmuposanue — nHGOPMUPOBaHUE 0OBEKTA 110 PA3IUYHBIM HH-
(OpMAaLIMOHHBIM HalpaBlICHHUAM. Pa3inyaroT ciexyromme BapuaHThl MyJIbTHHHGOP-
MHPOBaHHUS:

MHO20Kpamuoe urgopmuposatue — WHPOPMUPOBAHUE OOBEKTA C OJHOTO
MH(OPMAIIOHHOTO HAIpaBICHUs, HO C MHOTOKPATHBIM MOBTOPEHHUEM HH-
(dopmarym;

seepnoe un@opmuposanue — UHOOPMUPOBAHHE CYOBEKTOM HECKOJIBKHX
00BEKTOB 110 PA3INIHBIM HH()OPMAIIMOHHBIM HAMPABIICHUSIM;
MHO20azeHmHoe UHPOPMUPOSaHie — TONTy4eHne OOBEKTOM HH(OpMaLuH
10 HECKOJIBKUM HAIPaBICHUSIM OT areHTOB BIUSHUS CyOBEKTa;

BUPYCHOE UHDOPMUPOBaAHUEe — HHPOPMUPOBAHUE OOBEKTOB C HCIOJIB30Ba-
HHUEM criocoba caMOpacipoCTpaHeHUsI HHPOPMAIUK 110 HHPOPMAIIHOHHBIM
CBSI35IM 00BEKTOB MEXIY COO0H (MO/IeTh paCIPOCTPAHEHUS CITyXOB).

Mojnenu BBINIEYKAa3aHHBIX 0a30BBIX WH(GOPMAIIMOHHBIX BO3JCHCTBUN Mpe-
CTaBIICHHI B Ta0HIIE 2.

Tabnua 2 — Mozaenu 6a30BbIX HHPOPMAIIMOHHBIX BO3ICHCTBHH

TpancundopmupoBanue

[TaparpancunhopmupoBanne

MerarpancundopmupoBanue
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IlceBronndgopmMupoBaHue

Mopwudukaumsa nHcopmaumm

CumynannoHHOe HHPOPMHUPOBAHHE

CoKpbITvEe YacTi HopmaLmn

JuccumynsiimonHoe nHGOPMUPOBAHHE

CokpbITie + MoaucuKaumsa nHgopmaumm

Kongysznoe
nHPOPMUpPOBAHUE

MocTteneHHas noamMeHa BOCNpUATUSA
MHdopmaumn

MertarnceBnonH)OpMUpOBaHUE

Je3undopmupoBanue

CO3/:laHV|e NOXHbIX OpUrnHanoB

CuMymIsnuoHHOE
JIe3UH(pOPMHUPOBAHHE

COKpbITUE UCTUHBIX OPUrHANOB

JuccumysainoHHOE
Je3uHpopmMupoBaHme

CoKpbITVe + MOAVMKALIS OPUTMHANOB

Kougysnoe ne3nndopmupoBanue

TNoxHas
MHTepnpeTauus
[AOCTOBEpHOMN
WHbopmMaLumnmn

[TapanesnnhopmupoBaHue

Mertage3uHdpopMupoBaHue

Mopawndukaums nHdopmauumn

JuccumyiisiiuoHHOE
MeTaIe3nHOOPMUPOBAHUE

()~ (ey~(c Foe)

CokpbITUE YacTn nHgopmaummn

CumynanuoHHoe
MeTaie3uH(HOpMUPOBaHUE
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CokpbiTve + Moaudumkaums nHdopmaumm

Kondy3nonHnoe meTaie3nHhopMUpOBaHUE

MyJabTHHHGOPMHPOBaHUE

MHorokparHoe HH(HOPMUPOBAHUE @

Beeproe nadopmupoBanue

OROLSD
)

MHoroarenTHOE HH(YOPMUPOBAHNE

Bupycnoe napopmupoBanue

Hcnonp3yemble B TabmuIe 2 0003HAYCHHUS:

WU — ncrounnk napopManmy;

CB — cy0OBeKT (MCTOYHUK) BO3/ICHCTBHS;

OB — 00BeKT (PEUUIHEHT) BO3ICHCTBHS,

C) — ucxoHoe HHPOPMAIHOHHOE COOOIICHUE;

C, — MoaudUIIIPOBaHHOE CYOBEKTOM HH(DOPMAITMOHHOE COOOIICHHE;
AB — areHT BiUsHUS.

4.4.2.5. Cnoco0bI nogaun HHGOpPMaMH, HaPaBJIeHHbIE
Ha noBbIleHne IPPEeKTUBHOCTH €€ YCBOCHUS

O0600m1ast ciocoObl MAHUTTYISIUH, TTPeACTaBICHHBIC B padoTax [63, 64], MOX-
HO BBIZICJIUTDH CJIEAYIOLINE OCHOBHBIE CIIOCOOBI IMojauy nH(OpMaIUI, HalPaBJICHHbIC
Ha TTOBBIIIEeHHE (P ()EeKTUBHOCTH €€ yCBOCHUS.

Hanuuue «ouesuoyesy. CyObeKT Ul OpraHU3aLMH BO3JCHCTBUS HA OOBEKT
UCIIOJIb3YET areHTOB BIMSHMS — OYEBH/IIEB COOBITHIH, KOTOpbIE C HEOOXOJUMOMN HC-
KPEHHOCTBIO COO0IIaloT TpedyeMyro MH(OpMAILUIo, BBIIaBasi €e 3a CBOIO COOCTBEH-
HYIO.
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@opmuposanue obpaza eépaeca. CyOBeKT mMpeaBapuUTeNnbHO (hopMupyeT odpas
BHEIITHET0 Bpara, Ha KOTOPOTO BO3JIaracTcsi OTBETCTBEHHOCTH 3a peabHbIC MIIN MHH-
MBbI€ HEyJa4l O0BEKTa, KPOME TOT0 OOBEKTY HaBSI3BIBAETCS OIPEAENIEHHBIN CIIOCO0
JeUCTBUH Kak KOHCOJIMIMPOBAHHAS COBMECTHAs MO3MIUS O0BEKTa M CyOBEKTa
HaTpaBJICHHAs Ha OTpakeHUe OOIIeH /I HUX BHEIIHEH yrpo3Hl.

Cmewenue axyenmos. B naHHOM citydae MpOUCXOANT CO3HATEIBHOE CMEIIle-
HUE aKIEHTOB B I10JIaBAEMOM MaTepuaiie, 0e3 N3MEHEHUSI CEMaHTHYECKOTO COJlepKa-
HUS WHPOPMAINH, TP 3TOM aKIEHT JEJaeTcs Ha TOW YacTH WH(POPMAINH, KOTOpas
BBITOZHA CYOBEKTYy, a HeKelaTelbHas HH(OPMAIMsA INPEHNOJHOCHTCS HAa BTOPOM
TUIAHE.

Hcnonvsosanue «moepos muenutiy. B manHoM ciiydae sl MOBBIIMICHUS (-
(heKTHBHOCTH yCBOCHUS MH()OPMAINHU IS €€ MPEIbABICHUS CYOBEKTOM HCIIONB3Y-
10TCs MAepbl MHeHUH. [IpruueM B KadecTBe IMAEPOB MHEHUH MOTYT BBICTYIATh pa3-
JMYHBIE (UTYpHI, CTABIIME aBTOPUTETHBIMHU JJISI ONPE/CICHHON KaTeropuu Hacele-
HUSL.

Ilepeopuenmayus enumanus. HexenatenpHast (HeraTuBHast) HHpOpMALHS HO-
Jaercs Ha ()OHE IMOIMOHAIBHO MIIM CEMaHTHUYECKHU SIPKO BBIPAKEHHBIX COOOIICHHH,
KOTOpBbIE MAaCKHPYIOT MOAa4y HEraTMBHOM MH(OPMALUK U CITyXKAT OTBJICUCHUIO BHHU-
MaHHUS.

OmoyuonaneHuil okpac. B manHOM ciydae CyOBEKT BO3AEHCTBHSA (HOPMHUpPYET
9MOIMOHAIIBHBIA KOHTEKCT ISl BOCIIPUATHS HHPOPMAUK 00BEKTOM. DTOT KOHTEKCT
YaCTHYHO 3aMeINacT CMBICTIOBOE COAep KaHHe MH(POPMAIIMH M HaBA3BIBAET OOBEKTY
OIIpEe/IeNICHHOE BOCTIPpUSITHE (DAKTOB.

Hokasnaa npobremamuxa. PopMUpOBaHHE «MHHUMOH HOBOCTHOHM pealbHO-
CTH», B KOTOPOW AKIEHT JENACTCsl Ha MH(OPMALMH, BBIFOJAHON CYOBEKTY, MPUYEM
9Ta MH(MOPMAIHUS MOJIAeTCs KaK «IpodJieMaTHKa JIHs», a HexenaTenbHas uHdopma-
LUsT 3aMaTYMBACTCs], JINOO To1aeTcst Ha (hoHe MH(OPMAIIMOHHOTO IIyMa.

Cokpvimue ungopmayuu (undopmayuonnas 6noxaoa). Ilorox nudopmamu,
MOCTyMaroIe kK 00bEKTy, CTPOr0 KOHTPOIUPYETCa CyOBEKTOM, IPU STOM HeKela-
TeJIbHAst THPOPMAIHS yIauseTcs U3 3TOro MOTOKa.

Yoap na onepesicenue. 3abnaroBpeMeHHOE TOBEICHNE 10 0OBEKTa HEKOTOPOH
YacTH HEraTMBHON MH(OpPMAIMH, KOTOpas BBI3bIBAET MAKCHMAIIbHYIO TICHXOJIOTHYe-
CKylo peakiuio. /lanpHelilee q0BeJJeHHE OCTANBHBIX YacTell HeraTMBHOM MH(pOpMa-
UM HE BBI3BIBACT Yy 00BEKTA TaKOH SIPKO BBIPAKEHHOW PEAKIMU BBULYy CHIKEHHS e¢
HOBU3HBI U aKTYaJIbHOCTH.

Jloocnviii naxan cmpacmeti. @OpMUPOBaHHE KOHTEKCTa MHHUMOM CEHCAllMOH-
HOCTH, TOBBIIIEHHOH BaXXHOCTH M 3KCKIO3UBHOCTH TIPH MPEABSIBICHHH HH(OpMa-
LIUH.

IHepedaua cakpanvhvix 3nanuil. JIaHHBIH BUI MaHWMYJISAIWAN 3aKITIOYaCTCS B
TOM, 4TO CyOBEKT cOO0IIaeT 00BEKTy MAaHHUITYJISAINY, 9YTO OH HAMEPEH COOONIUTH He-
KOTOPYIO CEKPETHYIO M Ba)KHYIO MH()OPMAIIHIO, JOCTYIIHYIO TOJIBKO OTPaHUYECHHOMY
JIOBEpEeHHOMY KpyTy Jiui. [Ipn 3ToM y 00beKkTa MaHUITYJIAUH OSCCO3HATENBFHO BO3-
HUKAaeT JI0BEpUE K TAKOTro poja MH(OPMAIMK, a TAaK)Ke OCIA0JSIOTCS 3alUTHBIE Me-
XaHU3MBI TICHXHUKHU TI0 €€ KPUTHUECKOMY OCMBICIICHHIO.
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Dopmuposanue «ungopmayuonnozo wymay. CyObeKT BO3ACHCTBUA (HOpMHU-
pyeT Ui 00BEKTa MOTOK PA3IMYHBIX HH(POPMALMOHHBIX COOOIICHNH, TI01aBaEMbIX C
OJIMHAKOBBIM (hOPMATOM, SMOIMOHAIBHBIM OKPAacOM, Ba)KHOCTBIO U CPOYHOCTHIO. B
TaKUX YCIOBHUSIX Y OOBEKTa BO3ICHCTBHUs HACTyHaeT «MH(pOPMAIMOHHOE HAChIIIe-
HHUE» W OH HeCTIOCOOEH pacrio3HaTh JCHCTBUTEIHLHO BAKHYIO HHPOPMAIINIO B 00IIeM
TIOTOKE COOOIICHUH.

Dopmuposanue «obpamnozo sghpexmay. CyobeKTOM BO3AEHCTBHA (HOPMUPY-
€TCsl MIOTOK M30BITOYHO-HEraTHBHOW MH(MOPMAIINK, KOTOPask MOKET COJEPIKaTh dJie-
MEHTBI CEMaHTHYECKOH MPOTHBOPEYNBOCTH MM TpoTecKa. [IpenbsBieHue Takoi HH-
(dopmanuu 00beKTy HaeT 00paTHBIA ) (HeKT — 00BEKT MO0 BOCIIPUHIMACT JaHHYIO
nH(OpMAIHIO TOJIIOKUTEIBHO (C FOMOPOM MJIM paccMarpuBas e Kak JIOXKb), JIM0o Jie-
JIA€T TIOJIOKUTEIIbHBIE BHIBOBI 00 NCTOUHHMKE WIIH TPeaMETe MHPOPMALOHHOTO CO-
0o0IIEeHus.

byonuunvii pacckas. HexxenatenbHasi H”HPOpMAaIUsS MOAACTCS KaK OObIIeHHAS,
C MCITIOJIb30BAaHNEM HEHTPAIbHOMN JIEKCUKH U 0€3 IMOLMOHAIBHOIO OKpaca.

Oonocmoponnocms oceewenus codvimutl. IIpn nperbsIBICHUN CIOXHOW MHO-
roakTopHOH MH(OpPMALMK B HEE BCTPAMBACTCS CMBICIOBOM MM AMOLMOHAIBHBIA
KOHTEKCT (DOPMUPYIOIINH «IIpaBUIIbHOE» ee Bocnpusitie. [Ipu mpeacraBieHun HWH-
dbopManu 0 MHOTOCTOPOHHEH KOH(JIMKTHOH cuTyanuu (GopMupyercs KOHTEKCT,
HAarpaBJICHHBIN HA MOJOKUTEILHOE OTHOILICHHE K OJIHON U3 CTOPOH KOH(IIMKTA.

«[vsi60n 6 Oemansx». B naHHOM ciydae CyOBEKT BO3AEHCTBHS 3acTaBiseT
00BEKT 3aBEIOMO KPUTHUECKH PACCMaTpPUBATh TOJIIBKO HE3HAYUTEIBHYIO YacTh 110/1a-
BaeMoi MH(OpPMAIH, OTBIEKAs €0 OT KPUTHUYECKOTO aHaIn3a BCel HH(OpMAIUK B
LEIIOM.

Ipunyun xonmpacma. BeironHast cyObekTy HH(POpMALUS MOJACTCs B ITOJI0XKHU-
TEJILHOM aclekTe Ha (oHe Ipyroii, 3aBeJoMO HEraTHBHOM, MH(OpPMAIUH, KOTOpas
OTPHUIATEIILHO BOCIPHHUMAEMON OO BEKTOM.

O0obpenue mHumoeo Ooavuuncmsa. Tpebyemas MHpOpMaLUs IMojgaeTcs B
KOHTEKCTe ee BepH(MKALUK U NPEABAPUTEIEHOM 0JJOOPEHHN HEKMMH DKCIEPTHBIMU
IPYIIIaMH MM OOJILIIMHCTBOM, MIPU 9TOM O00BEKTY (DaKTHYECKH MpeIIaraeTcs mpu-
COEIMHNTHCSI K OONBIIMHCTBY 0€3 KPUTHUYECKOTO aHalIM3a MpeabsBisieMoil nHdop-
MaluH.

Okenpeccusnoiti yoap. TlpenbsBieHne HexenaTeabHOH MH(POPMALUKM COIPO-
BOJK/IA€TCSI BBICOKMM YPOBHEM AMOILMOHAIBEHOTO KOHTEKCTA, YTO BBI3BIBACT Yy OOBEK-
Ta MCUXOJIOTHYECKYIO PEaKIMIO OTTOPKEHUS U MPOTecTa MPOTUB TaKOH HEeraTHBHOMN
nHpopMaImH.

Hapywenue noeuxu. Ilpu nonade uHGOpMANNN THHTBUCTHIECKUMH CIIOCO0a-
MH MTOAMEHSIOTCS IPHYNHHO-CIIEACTBEHHBIE CBA3H, a TAKXKE JIOTHIECKHE BHIBOABI «OT
YAaCTHOTO K O0IIEMY» U «OT OOILETO K YaCTHOMY» U T. [I.

Hcxycemeennoe npocuumviganue cumyayuy. CyObeKTOM 3a0JaroBPEMEHHO
MIPEABSIBISIETCS OOBEKTY HECKOJIBKO BAPUAHTOB PA3IMUHON HH(POPMALUH, IOCIIE YETro
CUNTHIBACTCSl peakuust o0bekTa. B nanpHeeM npu NmpeabsBICHUN 00BEKTY LieJie-
BOW MH(OpMAaLMHK, OHA IPETBSBISCTCS B TOM KOHTEKCTE M B TOH (opme, KoTOpas
MaKCHMH3UPYET PEaKIHI0 00BEKTa, BBITOIHYIO CYOBEKTY BO3JCHCTBHSI.
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Manunynamuenoe kommenmupoganue. 1locpencTBOM KOMMEHTHUPOBAHUS
CyOBEKTOM HIIM MHHMBIMH 3KCIIEPTaMH OOBEKTY HAaBSI3BIBACTCS OIPEICICHHOE BOC-
MIpUSITHE N3HAYAIBHO HEHTpanbHO# nHpOpMaIuy.

Dhpexm npucymcemeus. JInst MOBBILIEHHUST BOCIPHUATHS HH(OOPMAIMU O HEKO-
TOPOM COOBITHH JUIsi 0OBEKTA MCKYCCTBEHHO BOCCO3/aeTCs (BUPTYAIH3UPYETCsl) UH-
(opmManmoHHas CONPHYACTHOCTh K ATOMY COOBITHIO, (hopMHpysl y 00BbekTa 3¢dpdekT
COOCTBEHHOT'O Y4acTHsl B HEM.

Muumvie cobvimus. OOBEKTY TIPEIbSIBIACTCA MHPOPMAIIMOHHAS PEKOHCTPYK-
LIUsI MHUMOTO (BUPTYaJIbHOTO) COOBITHSI, SIKOOBI IMEBILIEE MECTO B PEATBHOCTH.

Jlonyck 6 cucmemy. JlaHHBIA BUJ] MaHUITYJISIHMU OCHOBAaH HA TaKOM CBOMCTBE
NICUXMKU MHAMBUJIOB, KaK KapJMHAIbHOE N3MEHEHNE CBOMX B3IJISZ0B M MHTEpIpETa-
LUK TOH ke camoil MH(pOPMAlMK B 3aBHCHMOCTH OT TOTO HAXOAUTCS JIM YEIOBEK
BHYTPH HEKOH (MOJUTHYECKOH, CONMAIbHON, OPraHU3alMOHHON) CHUCTEMBI, Ha KOTO-
py!o HampagieHa HH(OPMalHs UM BHE ee.

Ilosmopenue u ymeepoicoenue. MHOTOKpPAaTHOE MOBTOPEHHE KaKOH-THOO WH-
¢dopmannu. Ilpu 3TOM creryeT MakCUMaiIbHO YHPOCTHTH (hOpMy Moaadn MH(pOpMa-
LUK ¥ /IaIITUPOBATh €€ K 0COOCHHOCTSIM BOCIIPUSITHSI 00BEKTOM BO3JICHCTBHSI.

Hasszvisanue moicnerl. CyoObeKT MHOTOKPATHO TIOBTOPSIET TpeOyeMyro HH(OP-
Maruio, MeHsst GopMy, HarpaBJIeHHe, CIIOCO0 M KOHTEKCT €€ MPEIbIBICHU, TEM ca-
MBIM HaBsI3bIBasE OOBEKTY IIPUBBIKAHHUE K MPABUIILHOMY» BOCIIPUSITHIO HHPOPMAIIAH
TIPU OJTHOBPEMEHHOM CHYDKEHUH TI0pOTa €€ KPUTHYECKOH OLICHKH.

Jlpobrnenue. llenocTHas HexenaTeldbHas MHGOPMAIUS pa3feiseTcss Ha Qpar-
MEHTBI, OTAENbHBIE COOBITHS M (DAKTHI U NPEABSBISIETCS OOBEKTY MO HECKOIBKUM
MH(OPMAITOHHBIM HAIIPABJICHHUSAM TaK, YTOOBI 0OBEKT HE CMOT COCANHHUTH HX B €U~
HOE LIeJIOE M OCMBICIUTD B LIeOM. TakuMm o0pa3zoM, y 00bekTa (opMHUpyeTCst MO3a-
WYHOE BOCHIPUSITHE HEXelaTeIbHON nH(pOopMaIuy.

Ilepeckaxusanue mem. CyOBEKT BO3AEHCTBHS CTPEMHTCS MOCIIE O3BYUHBAHUS
LesIeBOi MH(POPMALMK CIICIIHO NEPEHTH Ha APYIYIO TeMY, CHHXKasi BEpPOSTHOCTb TO-
ro, 4ro uenesas MHpoOpManus OyAET IMOJHOCTHIO OCO3HAaHA, BepU(HLUPOBAHA M
orporecToBaHa 00beKTOM. boJjiee Toro, pu MOBTOPHOM BO3BpaTe K LiesieBOil HHOP-
Manud, y 00beKTa BO3JCHCTBHS yxke OyneT chOpMHpOBaHA JTATEHTHOE IOJOKHUTEIb-
HOE MHEHHE M0 LeNieBoi nH(OopManuH, T. K. OHa OyJIeT eMy IPEeIbsBISTHECS TIOBTOPHO.

bvicmpoiii memn. B naHHOM ciiydae CyOBEKT BO3/ICHCTBUS HABSI3bIBACT O0BCK-
Ty Ype3MEpHO BBICOKHH TEMII Mojaun HH(opMamu, 4To0sl He JOIYyCTHTH (GOpMHUPO-
BaHMs M0 MOAaBacMON MH(OPMAIINU CO3HATEIbHON KPUTHUYECKOH OIIEHKH, a TaKKe C
LEeJIbI0 JIOOMTBCS NMPUHATUS MHOOPMALUK 00BEKTOM BO3AEHCTBHS, I0J] NPEUIOTOM
OTCYTCTBHSI BpEMEHH IS €€ aHAITH3a.

Hcnoavsosanue cneyupuueckou mepmunonozuu. CyobeKT HAMEPEHHO HCIOJb-
3yeT crenupuIecKue TEPMUHBI U JIEKCUKY JUISl HCKQKCHNSI CEMAHTHYECKOTo 3Haue-
HUS WK (GOPMHUPOBAHHE HEOOXOANMOTO 3MOIMOHAIBHOTO OKpaca MoAaBaeMoil 00b-
eKTy HH(pOpMAITIH.

Ynpowenue, cmepeomunusayus. bonee mpocrast Gopma mpencraBieHUsT WH-
(opManmoHHOro cooOIIeHNST NOBBIIAET d(PPEKTUBHOCTh €r0 BOCHPHATHS, a yIpo-
LIIEHHAs! MHTepIIpeTalus (pakToB CHI)KAET BEPOSTHOCTh ITOUCKA UX aJTbTEPHATHBHOTO
HHTEPIPETUPOBAHNSI.
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JIONOJHUTENBHO K BBINICYKA3aHHBIM CrToco0aM TpH mogade HHGOpMauu Tpe-
OyeTcsl yYUTHIBaTh U3BECTHBIC MICHXMYCSCKHE I(PPEKTHI BOCIPUATHS HHPOPMAIHA Ye-
JoBexoM [54, 65]:

— aggexm nepsuunocmu — OCHOBaH Ha TOM, YTO IEPBOE COOOIICHHE O Ka-
KOM-TTHOO COOBITHH OKa3bIBaeT OoJiee CHIIBHOE IICHXOJIOTHYECKOE BO3JCH-
cTBHE, 4eM mocienyromue. OHO Kak OBl co3maeT CBOeoOpasHyIo 0a30ByIO
YCTaHOBKY IO BOCHPHUATHIO TOCIeayroomeid napopmanuu, GopMupPYyeT OT-
HOIICHUE K HeW mHAnWBUAa. V3MeHeHHe cOopMHpOBaBIICHCS MO3UINH CY-
IIECTBEHHO CIlIoKHee. VICTOUHMK WH(OpMAIMH, MEPBBIM COOONTHBIINNA O
TOM WM WHOM (bakTe, Takke OYHET OICHUBATHCS MHAWBUAOM Kak Oolee
MIPEANOYTUTEIbHBIN;

— agghexm nocredosamenvrocmuy — OCHOBAH Ha TOM, YTO YEJIOBEK CKIIOHEH
BOCTIPHHUMATH WH(OPMANINIO KaK JOCTOBEPHYIO, €CIIM OHA HE MPOTHBOpE-
9uT HH(QOPMALIUH TOCTYIUBIICH paHee;

— agghexm npasdonooobusi — OCHOBBIBAETCS HA OCOOCHHOCTH TICUXHUKH YeI0-
BeKa BOCIIPHHAMATh HH()OPMALNIO KaK JOCTOBEPHYIO, €CIIH OHA HE POTHU-
BOPCYUT €T0 OXKHJAHHSAM, BHYTPCHHEM YOCKICHUSM, JIMYHBIM CTEPEOTH-
maM BOCHPHATHUS U T. A. IIpu npeabsBacHuU HHPOPMAIMH, C KOTOPOi UH-
JIMBUJ] BHYTPEHHE HE COTJIACEH WJIM KOTOpas MPOTHBOPEUYUT €r0 BHYTPEH-
HEH «KapTWHE MHpa», OH BOCIPHHHMAET TaKylo MH(OpMamuio Kak Hexo-
CTOBEPHYIO;

— oghgpexm 3axoHa — OCHOBBIBACTCS HA TOM, YTO YEIOBEK CKJIOHEH BOCIPH-
HUMAaTh HHPOPMANHIO KaK IOCTOBEPHYIO, €CITH OHa CPOpMyIHpPOBaHA B BHU-
e (GopMann3OBaHHOW MaTeMaTHYeCKOW 3allMCH WM COMPOBOXKIACTCS
MHHUMBIM (hOPMAaJIbHO-MAaTEeMaTUICCKUM JIOKA3aTeIILCTBOM;

— aggexm opeona — OCHOBaH Ha cnelu(UKe TICUXUKH PacHpOCTPaHsITh 00-
iee IMOJIOKHUTEIFHOS/OTPUIIATEIEHOE BIICYATIICHHE 00 MCTOYHUKE WH(OP-
MAallid Ha BOCIPHUATHE O JOCTOBEPHOCTH MH(OpPMAIMU MOCTYMAIOIICH OT
9TOT'0 UCTOYHHKA,

— a¢ghexm aemopumema — OCHOBAH HA CIIEU(PUKE NICUXUKH MHIUBHUIA JI0-
BepATh MH(OpPMAINH, TOCTYIMAIOMEH OT CyOBEKTHBHO-IOCTOBEPHBIX WC-
TOYHHKOB: JIHMI, UMCIOIINX BBICOKHU COLMAIBHO-TIOIMTHYCCKUAN, HAYIHBII
wi oOiecTBeHHbI craTyc; HesaBucumbix CMU; oduumansueix nHdop-
MAaIMOHHBIX OIOJIETeHEH M JOKYMEHTOB H T. 11.;

—  «20710C npopoKa» — BOCIPHUITHE UCTOYHHKA HH(POPMAIHH KaK JTOCTOBEPHO-
IO CYIIECTBEHHO BO3PACTAET, €CJIM OH JeMOHCTPUPYET pealbHble WM MHU-
MBI «IIPOTHO3HBIE CBOWMCTBa». I103TOMY IpU OCYILECTBICHUU BO3ACHCTBUI
noaya nHGOPMAIIH TPOU3BOAUTCS TAKUM 00pa30M, YTOOBI U3JI0KEHHbBIE B
Hell (akThl BOCIIpHHUMAIHCh KaK paHee IMpeickasaHHble. [y aToro mc-
TOJIB3YIOTCSI 3aKOHOMEPHOCTH aCCOILMAIMA MO0 CMEKHOCTH, MOI00NI0, KOH-
TpacTy, BpeMEHHOH M IIPOCTPAaHCTBEHHOH OIM30CTH;

— aghgpexm noemoperus — OCHOBBIBACTCS HA 3aKOHOMEPHOCTSIX 3aTIOMIHAHUS
4yenoBekoM uH(popMmanuu. [Icuxomormyeckuii MeXaHH3M MHOTOKPATHOTO
MOBTOPEHUSI IEHCTBYET HA OCHOBE MPUHYIUTEIHHOTO MPUBJICUCHUS BHUMA-
HUS, TOJICO3HATEIHHOTO BOCTPHUSATHS MHOTOKPAaTHO TPENBSIBISIEMONH HH-
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(dbopManum, CyIIeCTBEHHOTO CHIIKCHUS YPOBHSI €€ KPUTHYECKOW OLICHKU
IIPU TIOBTOPHOM IpeabsiBiIeHNH. CunurTaercs, 4To Lelecoo0pas3Ho repena-
BaTh OJJHO U TO K€ COOOIIEHNE TPUAKABL: B KPATKOM U3I0>KEHUHU, TIOJTHOM U
CHOBa B KpaTKOM. 3aTeM, IPH HEOOXOAMMOCTH, 3Ta K& HH(YOPMALIUS MOXKET
OBITH TIpEeTIoHECEHA B JAPYToi (¢opMe M MO IpyruM HH(POPMAIMOHHBIM
HaIpaBJICHUSM;

— agdexm B03710CeHUs OMEBEMCMEEHHOCMY — OCHOBBIBAETCSI HA TOM, YTO
YeJIOBEK CKJIOHEH BOCIPHUHHMATH YCHENTHOE W HEYCIEITHOE Pa3BUTHE CO-
OBITHI B KAaTErOPUSAX OTBETCTBEHHOCTH. IIpM 3TOM OH NPHIHCHIBAET MpH-
YHHBI ycriexa cebe caMoMy, a OTBETCTBEHHOCTb BO3JIaraeT Ha APYTUX JIO-
neid. [Tosromy npu GpopmupoBaHrK MHPOPMALMOHHBIX BO3JCHCTBUI HEOO-
XOAWMO CBS3BIBATH JIIOOBIC TPYAHOCTH U MPETISATCTBUSA, HEYaul C KOHKPET-
HBIMH 00BEKTaMH (KOHKPETHBIC JIMIA, TOJUTHYECKUE MApTHH, OpraHHu3a-
L[UH, IPABUTEIbCTBCHHBIE KPYTH, 3aKOHOAATEILCTBO, MOPAJIbHbBIC U 3THYE-
CKre HOpMHI U 1Ip.). Kak mpaBmio, BEIOMpaeTcss OrpaHMYCHHOE YHCIIO TaKUX
00BEKTOB M Ha HUX HACTOWYMBO HAIPABISIETCS HEraTHBHAS PEaKIns;

— aghpexm cnpaseonusocmu — MCUXOJIOTUICCKUI (HEHOMEH, BBIPAKAIOIIUICS

B Bepe MHAUBHUJA B TO, YTO MHUP YCTPOEH CIPaBEJIUBO, U JIOAU B KU3HU
MOJIYYal0T TO, YTO 3aCIy’KHBAIOT B COOTBETCTBUHU CO CBOMMH JIMYHBIMHU Ka-
YeCTBAMH W TTOCTYITKAMH: XOPOIINE JIOIN BO3HATPAKIAIOTCS, a TIOXHE —
HAaKa3bIBAIOTCS.

Hcnons3zoBanue B coctaBe MIIB BbImeykazaHHBIX CIOCOOOB Tojaun HHQOP-
Malyy, YIUTHIBAIOMINX HU3BECTHBIE TICHXUUecKue 3((EKTh ee BOCHPHATHS, obecre-
YHMBAIOT BBICOKHMI ypoBeHb (popmupoBanus y o0bekTa MIIB TpeGyembIx nenxoioru-
YECKUX YCTAaHOBOK M BOCIIPUSITHS PEaIbHOCTH BBIMOIHOTO CYOBEKTY BO3JCHCTBHUSI.

4.4.2.6. MaHumy/JIsITHBHbIE CUTYALlMH, HATIPABJICHHbIE
Ha HaBSI3bIBaHHE 00BbEKTY «IPAaBIJILHOT0» BOCIPUATHS HH(popManun
WJIH ONpPe/eIeHHOT0 ClieHAPHS MOBe/IeHHs

OpnHuM U3 Hanbosiee pacIpOCTPAHEHHBIX CIICHAPUEB pealn3auy HHpopMaIi-
OHHOTO BO3JICHCTBHUS SBJISIETCS HHOOPMAITMOHHOE B3aUMOJIEHCTBHE CYObeKTa H 00b-
eKTa B (popMe IHajora Wwin cnopa. B aTom cirydae B KauecTBe CrIOCO0OOB, MOBBIIIA0-
X 3G PEeKTUBHOCTh HHPOPMAIIIOHHOTO BO3JICHCTBHS, MOTYT BBICTYIATh CIICLIHAIIb-
HBIE MAHUMYJIATUBHBIC CUTYaIlH{, PEalN3yIONINe BBITOIHBIA U CyOBEKTa BapHaHT
Pa3BUTHUS CUTYAIIHH.

O000m1as MaTepHabl, MpeaCTaBICHHbBIC B padoTax [63, 64], MOXKHO BBIICIHUTH
CJICAYIOIe OCHOBHbIE MAHUITYIATUBHBIC CUTYalllH, HAIPaBJICHHbIC Ha HaBsI3bIBaHHE
00BEKTY «IIPAaBUIBHOT0» BOCHPUATHA MH(GOPMALUH WIH IIPABHIBHOTO» CIICHAPUS
TTOBEJICHUSI.

1. CueHapun HaBS3bIBAHUS BOCTIPHSTUS HH(POPMAIIIH B THAJIOTE.

— Jloocnoe nepecnpawusanue unu oomanyuesvie ymounenus. MaHUITyIATHB-

HBIH 3 (EKT TOCTUTACTCS 3a CUET TOTO, YTO CYOBEKT BO3ICHCTBUS mepe-
CIpammnBaeT 00BEKT, OTHAKO MOBTOPSIET JOCTOBEPHYIO MH(POPMAIIHIO TOIb-
KO BHayaJie, a Jjajiee BHOCHT B paHee MOJAHHYI0 00bEKTOM HH(OPMAIIUIO
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HOBBII CMBIC]I M3MEHSI CEeMaHTHUeCKOe 3HaueHHe WH(OpManuu B Yrouy
ce0e.
Jlooicnasa enobrennocms unu 6razodaprocms obmana. JJaHHAS cUTyaIus
OCHOBaHA HAa OCOOCHHOCTH YEIOBEUECKOM MCUXMKH, KOTOpas 3aKJIF0YaeTCs
B TOM, YTO OOBEKT, HA KOTO HalpaBiieHa JTIOOOBb M yBaKEHUE CYOBEKTa,
0ecco3HaTeNIbHO YyBCTBYET O0S3aHHOCTH OTIUIATUTH TeM xke. K Tomy xe
1og00Hast CHTyanusl MO3BOJISIET CHATH B IICUXHMKE 00BEKTa Pa3IMYHOTO POja
Gapbepsl, HalpaBJICHHbIC HA KPUTUYECKUH aHAJIN3 KaK MTOBEJCHUS CyOBEK-
Ta, TaK ¥ MOCTYHAONIEH OT HEro HH(POPMAIIHH.
pyorceckas nomows. CHTyallisi OCHOBaHA Ha JOBEPUU OOBEKTa TOH WH-
(dopmManum, KoTopasi MOCTYIaeT OT 3MOLHOHAIBEHO OJNM3KUX JIIOJICH, TaKuX
KaK POJICTBEHHHKH, IPY3bs I XOPOIIHE 3HAKOMBIE.
Touck obwux yepm. B 1aHHOM Cilydae MaHUIYJSITHBHOE BO3JEHCTBUE J10-
CTHTaeTcsi 3a CUeT IPE/IBAPUTEIILHOTO HAOMIOAEHHS 32 00BEKTOM, OIICHKH
€ro ICUXO0JOTHUECKNX 0COOCHHOCTEH, Mmocie 4ero cyobeKT oOpaliaer BHU-
MaHUe WM HCKYCCTBEHHO (OPMHPYET HEKYIO CXOXECThb MEXIy co00il u
00BEKTOM, OCIIa0Issl 3alUTHBIC (PYHKIIUH TICHXUKH TTOCIIEIHETO U HaBsI3bI-
Basi ONPEJENICHHOE BOCIPHATHE HH(OPMAIMHU, HCIIONB3YS 3Ty MHHMYIO
CXOXKECTb.
Ckaoicu «da». MaHUITYISIAN TTOJ00HOTO pOJia OCYIIECTBIISIIOTCS 33 CYET
TOTO, YTO CyOBEKT CTPEMUTCS TaK MOCTPOUTH AUANIOT ¢ OOBEKTOM, YTOOBI
TOT BCE BPEMsI COTJIAIIAJICS C €T0 CJIOBaMH, TEM CaMbIM YMEJIO TO/ABOJIS €T0
COTJIaCHIO ¢ TeMH (haKTaMU, KOTOpbIe TPEeOYIOT KPUTHYECKOTO BOCHPUSITHS.

. Crienapun HaBsI3bIBaHUS BOCTIPHATHS HH(POPMALIUH B CIIOPE.
VYnpaenaemviii ouanoe. B takom ciydae CyOBEKT BO3ACHCTBHS B CHOpPE C
00BeKTOM (opMHUPYET Oe3pa3IMUHYI0, SMOIMOHAIBHYIO MIIN KPUTHYECKYIO
MO3UIIMIO B BOCHIPUSITUM MH(POPMALUH 00BEKTa, TEM CaMbIM OecCO3HaTelb-
HO 3acTaBisis 0OBEKT BO 4YTOOBI 3TO HU CTajo yOeIUTh MaHHMITYISITOpa B
CBOCH 3HAUUMOCTH M NPaBWIBHOCTU cBoed nosunmu. CyObeKkTy ocraercs,
YIPaBIsisl TMaJIOTOM, MOJy4aTh OT OOBEKTa HOBBIC (DAKThI, B TOM YHCIIE U
Te, KOTOPbIE paHee 0OBEKT BO3ACHCTBHS HE COOMPAIICS MIPEIBSIBIATD.
Apocmuwii nanop. JlaHHas cuUTyalust SKCIUTyaTHPYET II0/ICO3HATEIILHOE
JKeJIaHhe 00BEKTa yperyJiupoBaTh IMOLMOHAIBEHO-TUCKOM(OPTHYIO CUTYa-
IO KOH(JIMKTA 32 CYET OTAETBHBIX YCTYTIOK 0 MIPEAMETY CTiopa.
Buizvisanue svinyscoennvix onpagdanuti. CUTyallsi OCHOBAHA HA YKEITAHUH
00beKTa OINpaBAaThCs Iepes HeOOOCHOBAHHBIMU OOBHHEHHMSMH. B Takoi
CUTyallMn 3alUTHBIA Oapbep NCUXUKH y 00beKTa ociabeBaeT, U CyObeKT,
YIpaBisAs Pa3sBUTHEM CHTYAIHH, MOXKeT c(hopMUpoBaTh y 00beKTa HEOOX0-
JMIMYIO €My JIMHUIO TIOBEJCHUSI WM CIIPOBOLMPOBATH €T0 Ha BBIIAUy HEOO-
XOUMOM MH(pOpMaNnH.
Mnumoe npusznanue 6b1200b1 onnonenma. CHTyallusi OCHOBaHa Ha Ipe]Ba-
pPUTEIHHOM OOBHHEHHH OOBEKTa B HEKHX INPEHMYIIECTBaX, SKOOBI OTCYT-
cTByromHX y cyObekTa. [locie 3Toro cyObekT HaBs3bIBAET OOBEKTY Ompe-
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JIeTICHHBIN cIIoco0 AeHCTBHM, KaK BapHUaHT J0Ka3aTeNnbCcTBA OTCYTCTBUS Ta-
KOT'O MHHMOTO TIPEUMYIIECTBA.
Hmumayus npedszamocmu. CyObeKT HaMEPEHHO CTaBHT OOBEKT BO3ICH-
CTBHS B HEKHE 3aaHHbIE YCJIOBHUS, KOT/1a TIOCIICHUH, CTPEMSICh OTBECTH OT
ce0s MoJJ03peHHe B U3JIMIIHEH MPEAB3SITOCTH TI0 OTHOIICHHIO K CYOBEeKTY,
MTO3BOJISICT IIPOBOIUTH HaJ COOOM MAaHHITYJISIMU 33 CYET OECCO3HATEIHLHOTO
yOeK1eHNs1 B UCKPEHHOCTH JISHCTBUI CyOBeKTa.
Cnoea onnonenma 6 kawecmse 0oxkazamenbcmed. B 1aHHOM cilydae MaHU-
MYJISITUBHOE BO3JIEHCTBHE JIOCTUTAETCSI M OKA3bIBACTCS BEChMa CYIIECTBEH-
HBIM 3a CYCT MPHUBEICHUS CYyOBEKTOM B KQUECTBE JTOKA3aTEILCTB CBOCH I10-
3unuu uHpopmalmu, panee copmupoBaHHoi oObekToM. [logo0HOE nEid-
CTBHE, KaK IPAaBUIJIO, HABSI3bIBAET CTPOTO «COTJIACUTEIbHYIO» IO3MIHIO
00BEKTa TI0 OTHOIICHUIO K TIO3UINN CYOBEKTa BO3/ICHCTBHUS.
Hasszvisanue svibopa. B aTom citydae cyObeKT (pOpMUpPYET BBIOOP y 00b-
eKTa BO3JICHCTBUS TAKUM 00pa3oM, 4TO He (PaKTHYECKH OCTABIISIET O0BEKTY
BO3MOYKHOCTH NPHUHSATHS MHOTO BBIOOpA, HEXKEIM YeM TOT, KOTOPBIH eMy
03BYYCH MaHUIYISTOPOM (Pa3HUIIA JIUIIb B MOJICIISIX OCYIIECTBIICHNA).
Mnumoe omcymcmeue npaxmuku. B 3ToM ciydae CyOBEKT B KauecTBe
KOHTpapryMeHTa MO OTHOLICHHIO K IO3UIIMU OOBEKTa BBIJBUIACT CYXKJIe-
HHE, COTJIACHO KOTOPOMY JECUCTBHUS WM TO3HIUsSI 00BEKTa UMEIOT HUCKIIIO-
YHUTENBEHO TEOpeTHYecKoe 00OCHOBAaHME, TOTJa KaK Ha MPAKTUKE CHTYAITHS
SIKOOBI OyJIeT COBCEM UHOIA.

. CrieHapuy HaBsI3bIBAHUSI IOBEJICHUSL.
Mnuumas crabocmo. JlanHas cUTyanusl HalpaBieHa Ha (GOPMHUPOBAHKE He-
00X0IMMOTO TIOBE/ICHHSI OOBEKTA MTyTEM JIEMOHCTPAIUH CyOBEKTOM CBOCH
YS3BUMOCTHU MJIN CIa0OCTH.
Bonv oywu unu nomows onudcnemy. Jlannas cuTyarus OCHOBaHa Ha Oecco-
3HATEIFHOM JKEJIAHUU 00BEKTa OKa3aTh IMOIACPIKKY OOJTHHBIM, TIOMABIINM B
0e/y, HaXOISAIIUMCS B CIIOKHOM CUTYaIllu | T. 1.
Ilpeodonenue enympennezo conpomuenenus. CuTyalusi OCHOBaHa Ha Ipe.-
BapuTENbHOM (DOPMUPOBAHUU HEKOTO MPOTHUBOPEUHsI B IMCHUXUKE OOBEKTa
BO3ACHCTBHUS, TIPEOJOJICHIE KOTOPOTo TpeOyeT OT o0bekTa JeHCTBHUIA, BHI-
TOJHBIX cyOBekTy. [lociie 3Toro cyObheKT peKOMEHAYET O0BEKTY 3TOT CIIO-
€00 JeHCTBUIA KaK BapUaHT pa3pelieHHs] BOZHUKIIErO NPOTHBOPEYHSL.
Mnumas ycnyea. Curyanusi OCHOBaHA Ha TPEABAPUTEIBHOM OKa3aHUH
CyOBEKTOM HEKOTOPOW HE3HAYHTEIHHOHW YCIyTH OOBEKTY Bo3meicTBhs. B
JambHEHIIeM CyOBEKT B Ka4eCTBE OTBETHOHM yCIyrH TpeOyeT OT OOBEeKTa
OMPEICIICHHOTO CII0C00a AeHCTBHUIA.
Cyenapuii «0sepsb 6 auyoy. OOBEKT CKIOHEH MATH Ha YCTYIKY M COTJa-
IIaTHCS ¢ MAJOTIPHUBIICKATEIBHBIM MIPEUIOKCHIEM CyOhEeKTa B TOM CiIydae,
€CJIM 3TO MPEAIOKEHNE MpeIaraeTcsi 00beKTy cpa3y Mocje ero 0oTkasza oT
npyroii 0osee 00peMEHUTETBHON MPOCHOBI.
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— Cyenapuii «noza 6 0sepuy. Ilociie BBIIOIHEHNS HU3HAYAIBHO HE3HAUYUTEIIb-
HOH TPOCBOBI CyOBEeKTa, OOBEKT OylIeT CKIOHEH COMIACHTBCS HCIIOJHSATH
Ipyrue 6oee 0OpeMeHHUTENbHBIC TPEOOBaHHs CyObeKTa.

4.5. JlnHrBucTnyeckue Bo3gencTeus

JIMHTBUCTHYECKHE CPEJCTBA (S3BIKOBBIE EIUHUIIBI, «CHENUaATbHAS» TEPMHHO-
JIOTHSI, 00OPOTHI PEUH, NMCIOIINE CEMaHTHUCCKYI0 HEOTHO3HAYHOCTh TIPH MEPEBO/IC
HA JIpyTHUe SI3BIKHU, U Jp.) MPEAHA3HAYCHBI TITABHBIM 00pa30M JJISl HCIIOJIB30BAHUS BbI-
COKOKBaJIM(UIMPOBAHHBIMH CHEIUAIMCTAMH IIPU COCTABJICHHH CTaH/IAPTOB, MEXKIY-
HApOJHBIX JOKYMEHTOB, TEKCTa OPTaHU3alMOHHO-HOPMATHBHBIX MEpP M IOIUTHKH
obecrnieuenust Mb. JlanHbIe criocoObI BO3JEHCTBHS, paCIIPOCTPAHIEMbIe Yepe3 CHCTe-
My MEXIyHapOJIHBIX CTAHIAPTOB, MOTYT OOCCIICYHTH JOJTOBPEMEHHBINH BBICOKOA (-
(EKTHBHBIA PE3yIbTAaT MOCPEACTBOM (OPMHUPOBAHMS YSI3BUMOCTEH MH(POPMAIMOH-
HBIX CUCTEM Ha JJOKYMEHTAJIbHOM YpOBHE [3].

4.6. NcnxoTpoHHbIEe BO3aeUCTBUSA

THcuxomponnoe 6o30eiicmgue — BO3ICUCTBHE TEXHUYCCKUX CPEICTB Ha (u-
3U4YEeCKOe COCTOSIHME U CO3HaHHE uesoBeka. [Io MHeHHIo, psiia CHelnalucToOB, TaKoe
BO3/CHCTBHE TOJHOCTBIO pEIIaeT MpodIeMy AUCTAHIIMOHHOTO YNpaBiICHHS (U3NUe-
CKHM COCTOSTHHEM YeJIOBEKa, €ro NMCHXUKOW M cozHaHueM. Ilpu 3ToM HeoOXoaumo
OTMETHTB, YTO NMPOQECCHOHAIBHBIC TICUXOJIOTH YKa3bIBAIOT Ha HEOOXOJMMOCTh OCTO-
POXHOTO OTHOIIEHHS, KaK K BBLIBICHHIO 3(P(EKTOB, Tak U K OOIIEH pe3yIbTaTHBHO-
ctu manHoro tuna UIIB, u3-3a HEOHO3HAYHOCTH PE3yJIbTATOB OTACIBHBIX YACTHBIX
9KCIIEPUMEHTOB, a TAKXKE B CBSI3M C OTCYTCTBHEM B HACTOSIEE BPEMs MACIITAOHBIX
CUCTEMHBIX HCCIE0BaHU 0 JaHHOMY Bompocy [80].

K cpexcTBam NCUXOTPOHHOTO BO3EHCTBUS OTHOCATCS [56-58]:

— TEHepaTopbl AJIEKTPOMATHUTHBIX M3ITyUCHUI;

— TeHepaTopsl HH(PPaA3BYKa U YIbTPa3ByKa;

— J1a3epHble ¥ CBETOBbIC U3ITy4yaTely;

— TEHEepaTOpPHI CICIHANTBHBIX N3TyICHHH;

— KOMIBIOTEpPHBIE TEXHOJIOTHH H JIp.

PaccmoTprM 0COOEHHOCTH BO3JCHCTBHUSI STHX THIIOB NMCHXOTPOHHOTO OPYXKHUS
Ha JeJI0BeKa.

4.6.1. l'eHepaTOpbl 3NEKTPOMArHUTHbLIX U3NYy4YEeHUN

B nacrosmee Bpemst CBU- u KBU-n3ny4denne mupoKo UCTIONB3YETCS B PU3HO-
teparmu. O0oOLIeHHe onbIiTa (PU3NOTEPATIEBTHYECKOTO JICUCHUS! CBUJICTEIbCTBYET,
YTO MJIUTEIBHOC HEUHTCHCUBHOC UJIM KPATKOBPEMCHHOEC HHTCHCUBHOC (HpI/I YPOBHAX
6osnee 10 Br/cm?) Bo3feiicTBIE KOPOTKOBOTHOBEIM DMM MOYKET BEI3BIBATH TPEBO-
Ty, @ 3aTeM — KOMIICHCALIMIO U aJalTalllio0, COMPOBOKIAFONINECS CTPYKTYPHBIMH H3-
MEHEHUSIMH OpraHu3Ma. [Ipu JUINTeIbHOM HHTEHCHBHOM BO3/ICHCTBUU HAOIIOIAIOTCS
CTaaud TpEeBOI'd, CTaausad UCTOUICHUA U BOSHUKHOBCHUC IMATOJIOTUN OpraHu3Mma. Tak-
JKE CIIeyeT OTMETHUTh, YTO MPH UTUTSIHHOM HEHHTEHCHBHOM BO3ICHCTBHU BO3MOXK-
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HBI TEHETUYECKNE U3MEHEHUSI OpPraHn3Ma, KOTOPbIe MOTYT BBI3BaTh HEXKENATEIbHBIC
MOCTICCTBUSL B OyIymMX MOKOJNeHUsX. Kpome Toro, HeoOXOIUMO MOOAaBHTH, YTO
JUINTeNnbHOE (B TE€UEHHe MHOTHUX JIeT) Bo3jeiicTBue HuskodHepretuueckux CBU- u
KBUY-n3mydenuii criocoOHO BBI3BAaTh CYIIECTBCHHOE CHIDKEHHE M Jake MOJHOE II0-
JaBJICHHE UMMYHHTETA. DTO MOXKET MPUBECTH K PACHPOCTPAHCHUIO Pa3IMIHBIX 0O-
JIE3HEH, SMUIEMUI ¥ BBIMAPAHHIO OOJIBIIIAX Macc HacelIeHus [56].

Kpome Toro, CBU-u3nyueHre MOXKeT OBITh UCIOJIB30BAHO I OMOPE30HAHC-
HOW CTHMYJISIIHAU pabOTHI TOJOBHOTO Mo3ra. Kak M3BecTHO, OCHOBHYIO pOJIb B IICH-
XIYECKOH esITebHOCTH YeJIOBEKa, CAMOPETYILAIIIH €T0 ITOBEJCHUS HTPAeT TOIOBHON
Mo3r. [loaTomMy OONBIIMMH MOTCHIUATBHBIMA BO3MOXKHOCTSIMH TCHXOJIOTHYECKOTO
BO3CUCTBUsL 00J1a1aI0T OHOPE30HAHCHBIC CHCTEMBI, CIIOCOOHBIC 00CCICUUTh MaHU-
MYJISAIAI0 TOHKUMH MeXaHU3MaM# paboThl MO3ra U HEPBHOM CHCTEMBI [56].

Brope3onancHas cTUMYISAIHS PaOOTH TOJOBHOTO MO3Ta YEIOBEKa OCHOBEHIBA-
eTcs Ha TOM, YTO B 3aBUCHMOCTH OT IICHXHUYECKOTO COCTOSHHS UeJIOBEKAa MHTETPalb-
HOE (PYHKIITHOHHPOBAHKE TOJIOBHOTO MO3Ta XapaKTEePHU3YeTCs IEKTPUIECKON aKTHB-
HOCTBIO B OTIPEICNICHHBIX AMana3oHax 9acToT (6uoputmom). [Ipu ToM il MTHOM co-
CTOSHHM OpraHu3Ma (yMCTBCHHAsh WM (DU3MYEcKas Harpyska, 3MOIMOHAIBHOE
HaTpsbKEeHHe, COH U T.I1.) PETHUCTPUPYIOTCS OMOPUTMBI ONPEeIeHHON YacTOThl U Xa-
pakrepa. Bo3nmelcTBysl ompeneneHHsIM 00pa3oM Ha BOJHBI Kakoro-aubo Omoputma
TOJIOBHOTO MO3Ta C TOMOIIBIO0 PE30HAHCHOTO 3(QeKTa, MOKHO MEPEBOJUTH €0 B
JOMHUHHUPYIOILIEE COCTOSIHUE U TEM CaMbIM BIMAThH Ha CO3HaHME denoBeka. O4eBUIHO,
uyTO Takoe MIIB MoXkeT HOCUTh HE TOJIBKO IOJI0KUTENBHBIM, HO U CKPBITBIM JECTPYK-
THUBHBIN XapakTep [56].

4.6.2. leHepaTopbl UH(pa3ByKa U ynbTpa3ByKa

I'eneparopsl nH(ppPa3ByKa N yIbTpa3Byka HCHONB3YIOT 3((PEKTHl JeCTPYKTHB-
HOTO BO3JICHCTBUS Ha NICUXUKY W OPTAaHMU3M 4YesioBeKa MH(pa3Byka (dacToTa Koseda-
HU HIOKe 16 ') 1 ynpTpa3ByKoBbIX KoneOanuii (cBbime 20 kI'm) [S6].

OTnenpHBIC MCCIENOBAaHMS MOKA3alIM, YTO MIPHU YPOBHE MHTEHCHBHOCTH OT 95
10 150 nb u Gomee nH(pPa3ByK MOXKET BBI3BIBATH Y JIIOJCH HETPUATHBIC CYOBEKTHB-
HBIE OLIYIIEHHs 1 MHOTOYUCIICHHbIE PEaKTUBHbBIE U3MEHEHUS, K UUCITy KOTOPBIX Clle-
JlyeT OTHECTH U3MEHEHUS B LICHTPAJIbHON HEPBHOM, CEPIEYHO-COCYIUCTON U JbIXa-
TENIBHON CHCTEMaX, a TakXKe B BECTHOYISIPHOM aHaIM3aTope. DTH M3MEHEHHs CIO-
COOHBI Taroke BO30YKIATh y JIFOJEH COCTOSHHE yXKaca M MaHUKH, BBI3BIBATH OTEPIO
caMoKoHTpoJs. HacroTa ke Mexay 6 u 9 'l BooOie upesBbruaitno onacHa. Teope-
THUYECKH TaKOM MH(PA3BYK JOCTATOYHOHW MOIIHOCTH MOXKET Pa3opBaTh BHYTPEHHUE
oprassl [56].

VYibTpa3ByKOBbIE KOJIEOAaHHMs HE OIIYIIAIOTCS YEJIOBEKOM, HO JaXe Majas
WHTCHCHBHOCTh  yJIBTPAa3BYKOBBIX  KOJEOAHMI  HM3KOYACTOTHOTO  JHAlla30HA
(20-30 xI'mr) 3HAYUTENBFHO BIMSIET HA TICHXHUKY YEJIOBEKA: BBI3BIBACT TOJIOBHYIO OOJIb,
TOJIOBOKPY’KEHHE, OBICTPYIO yTOMIIIEMOCTb, PACCTPOICTBA 3pEHUS U AbIXaHUS. YIIb-
Tpa3ByK HM3KOYAaCTOTHOTO JHANA30HA MOXKET MUCIONb30BaThCS ISl YTHETEHHS UM-
MYHHOH CHUCTEMBI U MOJIABJIECHUs BOJM, OKa3aHUS BPETHOTO BO3/EHCTBUS Ha cepjeu-
HO-COCYJIHICTYIO, HEPBHYIO M YHJOKPHHHYIO CHCTEMBbI, HAPYIICHUS 0OMEHA BEIIECTB.
Ion nnuTenbHBIM AeHCTBUEM MHTEHCHBHOIO yJIbTpa3ByKa TEMIIEpaTypa Tella Yeno-
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BEKa IMOBBILIACTCS, MYJIbC CTAHOBHUTCS PEXeE, 3aMEJUISIOTCS pepIeKTOPHBIE PeaKiuu
Ha BHEILIHUE pazapaxenus [56].

4.6.3. IlazepHble nanyyarenu

CpaBuurensHo HOBBIM cpenctBoM UIIB, xoTopoe MokeT HallTm MIMpOKOe
MIPUMEHEHHUE Ha MPAKTUKE, SIBIISIOTCS TeHEPATOPhI FOI0rpaduuecKux H300paKeHuil B
aTMocdepe, KOTOpbIe CO3/Ia0TCs JIa3epHbIM H3iyueHHeM. [1o gaHHbIM 3apyOeHbIX
CMU, B psane ctpaH pa3pabaThIBAlOTCS MPOCKTHl YCTAHOBKH HA JEHCTBYIOIIUX KOC-
MHYECKHUX amliaparax Ja3epHO-CBETOBBIX KOMIUIEKCOB, CIOCOOHBIX MPOCIUPOBATH Ha
oOxaka pasznuynbie u3oopaxenus. Tak B CLIA umeroTcst MpOeKTHI MO CO3IAHHUIO HA
Hebe ronorpadudeckue nzobpaxenus. Takum o0pa3oM, HEOKUAAHHOE CO3EPIIAHUE
00pa3oB CBATHIX, UYAOBHUIIN (IPAaKOHOB, SIIEPOB, MYTAaHTOB W Jp.) HJIM MHBIX HE3HA-
KOMBIX SIBJICHUH MOYKET OKa3aTh CHJIHOE ICHXOJIOTMYECKOEe BO3/CHCTBHE Ha JIFOJIEH,
MIpHYeM KaK MOOMIIM3YIOIIET0, TaK U JeMOPaTU3yIoero mopsaka [58, 59].

4.6.4. CBeTOBbIE U3ny4arenu

Jlis  neMopanu3anii TICMXUKW JIIOJEH MOXKET WCIIOJIb30BaThCSl HMCTOYHHUK
MenbKaronero csera ¢ yactorod 10-20 I'm. YcraHoBiieHO, uTo Hanbojee CHIBHOE
BO3JICIICTBHE OKa3bIBaeT M3JIyYE€HUE C YACTOTOW cieloBaHMs UMITyJbcoB 15 I'n, se-
JKallee B KpacHOM 00J1acTH CHEeKTpa U UMerollee BeChMa Mallyl0 HHTEHCUBHOCTh (T10-
YTH HEBUJUMBIA CBET) C KPYThIM MEepeAHUM (POHTOM HMMITYJIbCOB. [Ton BiusHuEM
Takoro o0mydeHus y 5% 0O0ydaeMBbIX JIFOJIeH BO3HUKIIH SITICTITHICCKUES TTPHITAJIKH,
a 25% oOJy4eHHBIX YYBCTBOBAIM HEIOMOTAHHE, TOLTHOTY, TOJIOBOKPY)KCHHE, 3a-
TPYTHEHUS MPH OBICTPHIX JABMKEHUSAX U JaXKe TEPsUTM CO3HAHME. Y CTAaHOBIEHO, YTO
P BO3JICMCTBUN MEIBKAIOMIETO CBETA KJIETKA MO3Ta IMepecTPanBarOT YacTOTHI CBO-
HX KOjJeOaHuil B COOTBETCTBHMM C YaCTOTOM BCIIBIIIEK CBeTa. Takoe HaBs3bIBAHHE
pUTMa MOXET BJIMSITH HA COCTOSIHME NCUXHMKH, YMCTBEHHYIO JESTEIBbHOCTh U CaMo-
YyBCTBUE uenoBeka [56, 58].

4.6.5. KoMnblOTEepHbIe TEXHONOIMn

BricmmM TOCTIKEHHEM KOMITBIOTEPHBIX TEXHOJIOTHH B OONACTH IICHXOJIOTH-
YECKOr0 BO3ACHCTBUS HA CETOJHS SIBJISETCS BUPTYyasabHAasl PEabHOCTh, KOTOPasl 103-
BOJISICT MPOPBIBATHCS B TITyOMHHBIC IDIACTHI YEIIOBEYCCKON NICHXHKH, IOIMCHATE OT-
JieNIbHbIE AJIEMEHTHI caMoo0pa3a B Hy:KHOM HAaNpaBIE€HUM U, B KOHEYHOM HUTOTe, —
3¢ PEKTHBHO MaHUITYJIMPOBATh CO3HAHHEM BHPTYAJBHOTO MOJB30BaTels. bricTpoe
pa3BUTHE KOMIIBIOTEPHBIX TEXHOJOIMH BHUPTYaJIbHOM PEaJbHOCTH CO3HAET Yrpo3y
TIOSIBJICHUS] TEXHOICHHOTO HAPKOTHKA — OOJiee CHIIBHOTO U «THOKOTo» JUISl yIpaBiie-
HUSI CO3HAHUEM YEeJIOBEeKa, YeM JIF0ObIe M3BECTHBIC (DAPMAKOIOTHUCCKHE HAPKOTHYe-
ckne npernapatsl. C MOMOIIBI0 KOMITBIOTEPHBIX UTP MOKHO TPaHC(HOPMHUPOBATH IICH-
XUKY MIPAIOLLEro 4ejJoBeKa B 3aJaHHOM IPOrpaMMHO-IOJAEPKUBAEMOM HaIlpaBlie-
Hun. [lpm 3TOM B MO3Ty HIpAIOIETO BO3HHKAKOT CIieAbI-(DaHTOMBI: CHOBHUICHUS,
CTpaxu, AMUJICTITHYECKUE MPHTIAIKH, KomMapsl. MHOTHE JIETH MOCIe MOJ00HBIX HIP
TTOTTaNy B OOJBHUIIBI M TIOTYYHIIN CEPhE3HBIC TICHXOJIOTHUCCKIE TPABMBI [58].
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4.7. Ncnxocmanyeckue Bo3nencTBus

Icuxogusuueckoe 8o30eiticmsue — CKPbITOE HACHIHCTBEHHOE BO3ICHCTBHE HA
ITOJICO3HAHME YeNIOBEKa C METhI0 MOAN(DHUKAIINN €r0 CO3HAHMS, TOBECHUSA U (PH3HO-
JIOTHYECKOTO COCTOSIHUSI B HY)KHOM JIJIsI BO3JICHCTBYIOIICH CTOPOHBI HArpaBlie-
Huu [58].
IIpu 3TOM HEOOXOIUMO OTMETUTH, YTO IPO(eCcCHOHATBHBIE ICUXOIOTH YKa3bl-
BaIOT Ha HEOOXOJMMOCTh OCTOPOXKHOTO OTHOINIEHHS, KaK K BBIABICHUIO (P(EKTOB,
TaK U K oOmielt pe3ynbTaTuBHOCTH AaHHOro Tuna MIIB, u3-3a He0JHO3HAUHOCTH pe-
3yJIBTaTOB OTJAENBHBIX YaCTHBIX AKCIIEPUMEHTOB, a TAKXKE B CBA3U C OTCYTCTBHEM B
HACTOSIIIIee BpeMs MacCIITaOHBIX CHCTEMHBIX HCCIECIOBAHHH IO JAaHHOMY BOIpO-
cy [80-82].
Icuxodusnueckue UIIB, npousBoaumbie 0e3 BeoMa CaMOro 4YejOBeKa, JU-
IIAl0T €ro MpaBa CaMOCTOSITEIBHOTO BBIOOpPA JIOTHYECKH OOOCHOBAHHBIX PEIICHHUH,
CBOOOIBI BBHIOOpA CBOCTO TOBEACHUSI, UCIIONHCHUS JKCJIAHUH, BBIPAKCHUS IMOITHIA.
[cuxodusnueckne cpeacTBa OCHOBaHbI Ha cyrrectuu [S8].
Cyeeecmus (6Hyutenue) — 3TO 1LIEJCHANPABICHHOE BO3JCHCTBHE HA JIMYHOCTD
WIN Tpymmy (MaccoBOoe BHYIICHWE), BOCIPHHHMAaEeMOE Ha YPOBHE IIOJICO3HAHHSA U
MIPUBOJIAIIEE JTHOO0 K MOSBICHUIO ONPEISNICHHOTO COCTOSIHHS yXa, YyBCTBa, OTHO-
LICHUS, JTH00 K COBEPIIICHHUIO OTIPECIICHHBIX MTOCTYIKOB [58].
B pesynbrare CyrrecCTUBHOIO BO3/CHCTBHSI Yy 0ObEKTa BHYIICHUS BO3HHKACT
CKJIOHHOCTH TIOYHHATHCS M M3MEHSATDH TOBE/ICHHE HE HA OCHOBAHUH Pa3yMHBIX, JIO-
THYCCKHUX JIOBOJOB WJIM MOTHBOB, a TI0 OJHOMY JIMIIb TPEOOBAHHIO HIIHM IPEIUIO-
JKEHUIO0, UCXOSIIEMY OT APYroro BHyIIaeMoro jauua. IIpu 3ToMm cam 4enoBek He OT-
JaeT cebe oTdera B TAKOH MOJYMHIEMOCTH, MPOJOJDKAs CUNTATh CBOM oOpa3 neii-
CTBUS KaK OBl CJICJICTBHEM COOCTBEHHOW MHUIIMATUBLI MITH COOCTBEHHOTO BHIOOPA.
Hambonee pacnpocTpaHCHHBIMH SIBISFOTCS CICIYIOUIHE THITBI TICHXO(pHU3NYe-
CKOTO BO3JICHCTBHsI, OCHOBAaHHbBIE HA PA3IMYHBIX BUAAX cyrrecTn [56, 58]:
— CpeACTBa M CIIOCOOBI TPENBSIBICHNUS HEOCO3HABACMOW aKyCTHYECKOW WH-
(dopmarum;

— CpeJCTBa MPEIbsIBICHUS HEOCO3HABACMON BU3YalIbHOI WH(POPMAIIHH;

— CpeAcTBa MPEABSBICHHS HEOCO3HABaeMOl KOMOMHHpPOBAHHON HHpOpMa-
U,

PaccmoTtpum 31 cpencTBa Ooiree mogpoOHO.

4.7.1. CpeacTtBa 1 cnoco6bl NpeabABeHUs HEOCO3HaBaeMown
aKycTuyeckon nHdgpopmaumm

[Ipn npenbsBICHNN HEOCO3HABAEMOW aKyCTHYECKOH MH(OPMALi OCHOBHBIM
IPUEMOM SBJIACTCA NMPECABABICHUEC aKYCTUYCCKUX CUTHAJIOB HUKEC TOPOTa CJIbIIIUMO-
cTH Ha (oHe Oojee TPOMKON Mackupyromed uHpopmamuu. B 3ToMm ciygae o4deHb
cra0ble HIKHETIOPOTOBBIE CTHMYNBl HE BOCIPHHUMAIOTCS CO3HAHHEM, TIIyOOKO
BHEJPSISICH B IoJico3Hanne. Heoco3HaBaemas akyctudeckass HH(GOpMaNus MpebsiB-
JSIeTCS Ha OYEHb THXOM YPOBHE 3BydaHHs (YPOBEHb TPOMKOCTH cocTaBiseT 9-30%
oT (hOHOBOTO 3ByKa M 0oJjiee), IMyTeM CHEKTPAITLHOH MAacKHPOBKH PEYeBOI0 CHUTHAA
MY3BIKOW WM HIyMOM [56].
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4.7.2. CpeacTtBa npeabsBreHUA HEOCO3HaBaeMoWn
3puUTenbLHON MHoOpMaLumn

BusyanbHble cpeicTBa, B OTIMYME OT aKyCTHUYECKHX, IO3BOJSIOT UYEIOBEKY
MIPAKTUYECKH MTHOBEHHO BOCIIPHHUMATH 3anporpamMupoBanHoe UIIB (xots cpabo-
TaTh OHO MOJKET 3HAYMTEIBHO IO3JHEE), IPUIEM 3TO BO3/ICHCTBHE MOXKET SBISATHCS
Oonee TIIyOOKMM M JIOJITOBEUHBIM, ITTOCKOJBKY BH3yalbHBIE CHCTEMbl BIUSIOT HE
TOJIBKO Ha WHTEJUIEKT, HO M Ha SMOIMOHAIBHO-UYBCTBEHHBIN 0azuc yenoseka. Oc-
HOBHBIMH IapaMeTpaMH 3PUTEILHOTO BOCHPHSTHS SBISIOTCS IOJOKEeHUE, hopMa u
JBIKEHHE 00BEKTA, X I[BET U SIPKOCTh BU3YaJbHBIX 00BEKTOB. [Ipn mpenabsaBieHnn
HEOCO3HaBaeMON MH(OPMAIMN HCIIOIB3YIOTCS METOIbl PA3INYHON MAaCKUPOBKH —
MPSIMOIA, 00paTHOM, METaKOHTpacTa u Jp. [56].

Boree coBeplleHHBIE METOJbl HEOCO3HABAEMOI'O IPEIBSBICHUS 3PUTEIBHOMI
nH(OpMAIN OCHOBBIBAIOTCSI HA «AWCTIAPATHOMY IIPEABSIBICHHUH, T. €. KaXKIBIH Kajap
BUICOMH(OPMAIIMU COJICPXKUT TOJBKO YacTh CyITECTHBHOTO 00pa3a, HeAOCTaTOUHYIO
Juig ero ocosHaHus. Ilpu mocienoBaTenbHOM INPEABSBICHUU psAla TaKUX KaJpoB
MIPOUCXOANT CYMMHpPOBAHHE 4acTeil 00pa3HOM CYITECTMH Ha HEOCO3HaBaeMOM
ypoBHe. J[aHHBII MOAXOA YKIaIbIBAETCS B MPUHIIMIIBI HEIPOCEMAHTHUECKOTO THIIEP-
TEKCTa, KOTOPbIE UCHOIb3YITCA B METOIaX HEHPOIMHIBUCTHYECKOTO IPOrpPaMMHUPO-
BaHUS [56].

4.7.3. CpeactBa npeabABieHUs1 HEOCO3HaBaeMom
KOMOUHUPOBaHHOM NH(popMaLun

D PeKT NCuXoI0rnueckoro BO3AEHCTBIS MOXKET CYIIECTBEHHO YCHINTBCS TIPH
KOMOMHHPOBAaHHOM HCIIOJIG30BaHAN PA3IWYHBIX THIIOB cyrrectud. Hambomee m3-
BECTHBIM H TIPOCTBHIM TPUMEPOM TaKOW KOOIEPAIlMH BO3JCUCTBHS SIBISCTCS KOM-
IJIEKCHOE UCIIOJIb30BAHUE aKyCTHUYECKOH U BU3yallbHOH cyrrectun. Haubonee ciox-
HOW (hopMOit MpeABABICHHUST HEOCO3HABAEMON KOMOMHHPOBAHHONW MH(pOPMAINU SB-
JIeTCsl HeHPOIMHTBUCTHYECKOE IPOTPAMMHPOBAHHE, JOCTUTAEMOE MyTEM JOJITOTO U
KPOIIOTIIMBOTO TI000pa «KITI0Ya» K TMOACO3HAHMIO YeNlOBeKa. B KadecTBe Takoro
«KITI0Ya)» MOYKET HCIIOIB30BATHCS CHENMAIbHO TMOA0OPAaHHBIN TEKCT (Tak Ha3bIBae-
MBI HEMPOCEMaHTHYECKUI TUIIEPTEKCT), COAeP KA HanOoJiee 3HAaUNMBbIe CIIOBA H
(dpa3bl U BHYIIAGMOTO JIHIA, 3HAYUTEIBHOW TPYIIIIBI JIUII, TIOAPa3IeICHIs, PErruo-
Ha. [Ipu 3TOM namsTh, CO3HaHHUE U MOJICO3HAHKE JTI000r0 YeIoBEKa pacCMaTpUBaIOT-
Csl KaK JINYHOCTHAs MOJENIb MHUpA, KOTOpast MOXKET OBITh «IepenporpaMMUPOBaHa)
IIOCT€ BBOJA YEJIOBEKa B CIICIMAIBHBIC ICHXOIOTHYECKH-HHTEPPEHCHBIE PEXNU-
MbI [58].

4.8. NcnxoTponHble BO3aencTBUSA

IIcuxoTtpomnHoe Bo3zeiicTBHE Oa3upyeTcsl HA HCHOJIb30BAaHUM MEXaHHW3Ma M3-
MEHEHHUS OMOXMMHYECKHX XapaKTEpHUCTHK TPOIECCOB HEPBHOW CHCTEMBI 4YelOBEKa
MIOCPE/ICTBOM BBEJICHHUS B €I0 OPraHu3M (DapMaKOJIOTMYECKHUX MPEnapaToB, HAPKOTH-
YECKHUX BEIIECTB, /0B B KOHLECHTPALUIX, BBI3bIBAIOIINX HEOOX0IMMbIE TICUXUUECKUE
pCaknuu, COCTOAHNUA U MMOBEACHUC. MHorue TICUXOTPOIHLBIC CPEACTBA MOTYT CKPBITO
BBOJIMTBHCS B OPraHM3M JIIO/ICH 4epe3 MPeaMEeThl TUIHON TMTHEHbI, KaK depe3 KOXKy,
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TaK U IIpU BABIXaHUU a3po30jeid. Mcxonsd u3 CBOMCTB ICUXOTPOIHBIX CPEICTB, BO3-
MO>KHO TMPEICTaBUTh CIIEIYIOIINE BO3MOXXHOCTH MPH Ucnoib3oBanuu ux st UI1B na
yesoBeka [54].

Bo-niepBbIX, ICUXOTPOIHBIE CPECTBA MOJAU(MUIIMPYIOT ICUXHUKY YeJIOBeKa, KO-
TOPBIII B OOJBIIMHCTBE CIIyYaeB OCTAETCS PabOTOCHOCOOHBIM M MPOJOJDKACT MpH-
HUMATh PEIICHNUS, HEOTPaKAIOIINe aIeKBaTHO OKPYIKAIOIIyI0 OOCTAaHOBKY M HECOOT-
BETCTBYIOIIUE pearbHOCTH. OKPYKAIOIIKUM YelIOBeKa ¢ MOIU(PHIUPOBAHHON IICUXU-
KO HEU3BECTHO, YTO €r0 PEIICHUs U IOCTYIIKY HeaJeKBaTHbI cuTyaluu. Eciin Takoi
yenoBek siBrsiercst JITIP, To ero perreHus ocTaroTcest 00s3aTeIBHBIMHA IS YWICHOB PY-
KOBOJIIMOTO MM KOJUICKTHBA, U UX OMIMOOYHOCTH CTAHOBHTCS IOHSATHOM JJIs OOJb-
LIMHCTBA WIN CIMIIKOM IO3/IHO, UJIHM HE OCO3HAETCS KOJIEKTUBOM BooOIe. B aTom
ClTyyae KOJJICKTHB HE CBSI3BIBACT CBOM HEYAAUM W MOPAKCHUS C HEMPABIIEHBIM TIPH-
HATUEM PELICHUH U CUMTAET, YTO BCE 3TO MPOM30LUIO B CHIIYy KaKUX-TO MHBIX IPHU-
yuH [54].

Bo-BTOpHBIX, TICHXOTPOITHBIE CPEACTBA MOTYT NMPHUMEHSATHCS KakK MPOTHB KOH-
KPETHOTO YeJIOBeKa, TaK M MPOTHB OOJBIOr0 KOJIWYECTBa JIofel. B ciyuae mpume-
HCHHS TIPOTUB KOHKPETHOT'O YEJIOBCKA YYUTHIBAOTCS €ro JHYHOCTHBIC OCOOCHHOCTH
U €ro IMOJIOKEHUE B COIMAJIbHOM KoJulekTuBe. OXugaeMoe M3MEHEHHE NCHUXUKH B
Cllyyae TMPUMEHEHHs IICUXOTPOITHBIX CPEICTB MOXKET OBITH CBSI3aHO C OXHMJAEMBIM
HM3MEHEHHEM B ITOBEJICHNH, TIOCTYTIKAX, JEHCTBUSAX MaJIBIX TPYIII JIIOJCH U B ITOBEe-
HUM OOJIBIINX COUUANBHBIX rpyni [54].

B-TpeTpux, mronM, Ha KOTOPBIX OBIIO MPOM3BEICHO BO3ACHCTBHE NCHXOTPOT-
HBIMH CPEACTBAMH, COXPAHIIOT CBOE COMAaTHYeCKoe (TelleCHOe) 3/10poBke. bomee To-
ro, MOAH(UKAIS TICHXAKA CO BPEMCHEM, MCUYHCISIEMBIM B HEICNSAX HJIM MECsIax,
MpeKpauaeTcs Wikl aBTOMAaTUYECKH, WM C MOMOUIbI0 HANpaBJIEHHOTO MCUXOTepa-
MEBTUYECKOTO BO3/IeHCTBHS [54].

Takum 00pazoM, HCITOIB30BaHHE MCHXOTPOITHBIX CPEACTB BBIIUIO AJICKO 32
paMKu NCUXUaTPpUYeCKON KIMHUKK. OHU MOTYT HIMPOKO MPUMEHSATHCS AJIsl JOCTHKE-
HUS OTPEINIEHHBIX TOJINTUYECKUX, SKOHOMHUECKHIX, BOGHHBIX U IPYTUX IeNeH.

4.9. ComaTo-ncmxonoru4yeckme Bo3aemncTeus

OCHOBHBIC CPEICTBA COMATO-IICHXOJOTUYECKOTO OPYXKHs IPEACTABICHBI B
Tabmmie 3 1Mo JaHHBIM U3 paboTsI [54].

B ocHOBE cOMaTO-IICHXOIOTUYECKOTO BO3ACHCTBHS JICKHUT MIPUHIIHIT ICHXO(DH-
3MYECKOTO MapalyIeaIn3Ma, ONPEACISIONIMNA B3aHMOCBSI3b BHYTPEHHHUX (ICHXUYCCKHX )
[IPOLIECCOB M BHEIIHUX ((DU3MYECKUX) MPOSIBICHUH 110 BULY: «BHYTPEHHEE MPOSIBIIs-
€TCsl BO BHEIIHEM, BHEIIIHEE OTPAXKAETCS BO BHYTPEHHEM». J[pyrUMu CIIOBaMHu, pedb
UJET O TOM, YTO KOHKPETHOE COCTOSIHUE OpraHn3Ma, Tejla YeJIOBEKa BO MHOTOM 00Y-
CJIOBJIMBAIOT €r0 ICUXUYECKUE COCTOSHHMS, DMOLMH, MOTHBELI M MOJEIN ITOBEICHMS.
Cre10BaTeIbHO, [EJICHANPABICHHO H3MCHSISI COMATHYCCKOS COCTOSIHHUC YEIIOBEKa,
MOJKHO B M3BECTHOIl CTCICHUM KOPPEKTUPOBATH €r0 MCHXOJIOTHYCCKUE XapaKTepH-
CTHKH.
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Tabnuia 3 — OCHOBHBIE CPEACTBA COMATO-TICUXOJIOTHIECKOTO BO3IEHCTBUS [54]

HaumeHnoBanue
cpeacTBa

Kparkas xapakrepucTuka

JlazepHble cpencTBa

JlazepHble reHepaTophl U yCTPOMCTBA, MPUMEHSIEMBbIE ISl BPEMEH-
HOT'O OCJIETITICHHSI

CpenctBa 06e31BU-
JKCHUS JTIOJICH

BricTpo 3aTBepiEBaOLIME CYNEPKICEBbIE COCTABBI, PACIIBUIICMbIC
U [IPUKJICHBAOLINE JIIOJICH K TEXHHUKE, [T0YBE, APYT K APYTY.
CycrieH3un, MHOTOKPATHO CHIDKAIOIIUe KO3 UIIMEHTbI TPeHUs U1
JETAOIINe HEBO3MOKHBIMH MEPEIBIKEHHUSI JTIOIeH 1 TEXHUKH, YTO
HOPO’KIAeT YyBCTBA OSCCHIINS, CTpaxa, OTUYAsIHHS

CpencTBa MOCTaHOBKH
TICHXOJIOTHYECKHUX
3arpaxaeHuin»

I'eHepaTopbl TPYIHO MEPEHOCHMOTO IIyMa, COCTABBI C HEIEPEHO-
CHMBIM 3aI1axoM, MEpIIOBBIC, CIA0UTEIbHBIE, PBOTHEIC M 1. a3po-
30JI4, paclblUIsieMble HaJ ONpPENeJIeHHONW TeppUTOpHEN U CO3[aro-
IIME YCIIOBHUS, HEBO3MOXKHBIC I MPeObIBaHMs Ha HEH APYTHX JIIO-
Jei

buonornueckue cpen-
CTBa HEJIETAIBHOTO
JICUCTBUS

MUKpOOpPTaHU3MBbl, UCKYCCTBEHHO BBIBEJICHHBIC HACEKOMBIC, BBI-
3BIBAIONINE HEJOMOTaHHUS (TIOXO€ CaMOYyBCTBUE, YECOTKY,
HECTepIUMBIN 3y, OOLIMPHBIC S3BBI U 1p.) U 3a00JeBaHUsI, Mpe-
MSITCTBYIOIINE BEJCHUIO aKTUBHBIX JIGUCTBUN M CIOCOOCTBYIOIIHE
JIeMOpaIu3alyy JIroaed

DKOJIOTUYecKHe Cpe-
CTBA HEJIETaJIbHOTO
JefcTBus

Cpencta co3/laHus U TOANEPKAHUS B TEUSHUE IIUTEIBHOTO Bpe-
MEHH TOTOJHO-KIMMATHYECKUX YCIOBUH, KpaiiHe HeOIarompusT-
HBIX JJIS XKM3HEAEATEIbHOCTH

BbiBOoAbI NO YeTBEepTOM rnaBe

ITogBoast WTOT MaTepHally 4YETBEPTOM TJIaBbI MOXKHO CHENaTh CICAYIOIIHe
KpaTK#e 0000IICHHBIC BEIBOIHI.

1. Ins ayanrta ypoBHS 3anmumieHHOCTH 00bekToB KW B opraHn3aniioHHON 1
IICUXOJIOTMYECKOH chepax MOXKET HUCIOJIB30BATHCS TECTHPOBAHHUE OTACIBHBIX JIHI H
nepconana KM mytem BO3AeHCTBUSA Ha HUX CHELMAIBHBIMU CPEACTBAMU U CIIOCO-
o6amu WIIB. I[Tpuuem nannbie cpepctBa u criocoObl MIIB, a Takke clieHapui UX MpH-
MCHCHUS JTOJDKHBI COOTBETCTBOBATh TEM CPEICTBAM, CIIOCOOAM M CIICHApPHUSIM, KOTO-
pBIe TIpenoiaraloTcs K NpuMeHeHuto npotuB nepcoHana KU co cTopoHB! MOTEH-
[UATBHOTO MPOTUBHUKA.

2. CpenactBa u criocoOb! crienansubix UIB, npeaHasHaueHHbIe IS TECTHPO-
BaHust o0bekToB KM, mnenxecoobpa3Ho KiacCU(PHIMPOBATH HA: HHPOPMAIMOHHEIC,
JIMHTBUCTUYCCKUE, TCUXOTPOHHBIC; MCHUXO(DU3UYECKUE, ICUXOTPOIHBIC, COMATO-
ncuxojornyeckrue. B pamkax TectmpoBaHHs 00BhekToB KM MOMKHBI peann3oBbI-
BaThCsl CLIEHAPUM [O3TAITHOIO MHTErpajbHOI0 NPUMEHEHHUsl yKazaHHbIX Tunos MUIIB
JUIL BCEOOBEMITFOIICTO aHaIM3a MH()OPMAIMOHHO-OPTaHU3AIUOHHON MOJCHCTEMBI
00nexToB KU, BCKpBITHS €e yA3BUMOCTEH B OPTaHU3ALMOHHON 1 MCUXO0JIOTHYEeCKUX
chepax, a Takke I (HOPMHUPOBAHMS IPEIJIOKCHUH 10 TIOBBIIICHUIO YPOBHSA WH-
(opMAaITHOHHO-TICHXOJIOTHYECKOI O€30MaCHOCTH B MHTEpEcaX OOECIeYCHUsS YCTOM-
ynBocTH 00bekTOB KM B ycnoBusx BeaeHNs HH(OPMALTHOHHOTO TPOTHBOOOPCTBRA.
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3. Yenosex (JIIIP, omepartop TeXHWYECKOW CHCTEMBI, CIUHHIA IE€pPCOHANa
KHNN) B crpykrype KU sBiisieTcs, ¢ OHOH CTOPOHBI, «KITFOUCBBIM 3BEHOM) CHCTE-
MBI, T.K. IMEHHO K HEMY CTEKalOTCsl BCe MH(OPMALMOHHBIE MTOTOKH, U UMEHHO 3a
HUM OCTaeTcsl MPUOPHUTET B MHTEPHpPETAlUH HWHPOPMAIMM, a TAaKXKe B MPUHATHU
OKOHYATEIBHBIX pEIICHHH, HO, C JPYroll CTOPOHBI, YEJOBEK SBIISETCS HamOoiee
«cabbIM» 3BEHOM CHCTEMBI, MOJBEpskeH BozaelcTuio MIIB, koTopsle MOTYT mpH-
HYJWTH €T0 K CO3HATEJIbHOMY MJIM Oecco3HaTesIbHOMY HapylieHuto nonutuku Ub. B
CBSI3M C DTUM, aKTyaJbHBIM M BaXHBIM HampanieHueM ayauta Vb oowrexroB KNU,
SIBIISIETCSL TPOBEPKA MCUXOJIOTUYECKOH YCTOMYMBOCTH MEPCOHANIA MYTEM €ro TEeCTH-
pOBaHNUS CHENHATBHBIMU cpeficTBaMu U criocobamu MIIB, koTopble miaHupyoTes K
HCIIOJIb30BAHUIO CHJIAMH WH(OPMAIMOHHBIX U NCHUXOJOIMYECKHUX OIepaluii MOTeH-
HATBFHOTO MTPOTHBHUKA.

4. laIbHEHIIIAM pa3BUTHEM HCCIICIOBAHUN B OO0JIACTH BIUSHHS WH(POpMAIH-
OHHO-TICUXOJIOTMYECKON Oe30MacHOCTH JIMYHOCTH, Kak equHuIbI mepconanra KM, va
ypoBeHb UMb saBisiercss hopMupoBaHUE CIIEIUATBHBIX CPEACTB U CIIOCOOOB TEOPETH-
YECKOI'0 W MPAaKTUYECKOro TecTupoBaHus 3amumeHHocty KMM B opraHnsanoHHOM
U TICUXO0JIornyeckoi cepax. VIHTErparys 3THX CPEACTB U CIIOCOOOB B COCTAB €AMHO-
ro KOMIUIeKca TecTupoBanus 3amuieHHoctd KM no3soanT obecneynTs NMUTALIUIO
MEPeOBBIX BO3MOXKHOCTEH CHJI MH(MOPMAIIMOHHBIX M ICHXOJOTMYECKUX OIEpauii
MOTEHLUUAJILHOTO NIPOTUBHUKA. KpoMe TOro, o uroram aHajiusa pe3ysibTaTOB TECTU-
pOBaHUsI CTaHET BO3MOXKHBIM COBEPIIEHCTBOBAHHE 00OPOHUTENBHBIX cpeacTs UTB ¢
YUETOM BBIABIICHHBIX ysA3BUMocTel 00bekToB KM B opraHu3aninoHHON U MCUXOJIO0-
TUYeCcKoi cepax.
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3akJ/oueHue

Ha mpotsokernn 80—90-x TT. mponuioro Beka WHGOPMAIIMOHHBIE TEXHOJIOTHH
332 CYET CBOETO PEBOJIOLMOHHOTO Pa3BUTHs NMPOHHUKAIM BO Bce cephl >KU3HEAEs-
TEJILHOCTH 4eJIOBeKa. DTO B KOHEYHOM MTOTe€ NPUBEJIO K TOMY, YTO HOBbIE HH(OpMa-
IIHOHHBIE TEXHOJOTHH, a TAK)KE BHICOKOPA3BUTHIC MH()OPMALIMOHHBIEC CHCTEMBI U CETH
chopMupoBaIr MHPOPMAMMOHHOE SAPO TOCYIAPCTBA — KPUTHIECKYIO HH(pOpMAIN-
OHHYI0 MH(pAcTpyKTypy. OIHOBPEMEHHO C 3THM, B YCIOBHSX Pa3sBUTHS TCOPUH H
MIPAKTUKH WHPOPMAIIMOHHOTO TPOTHBOOOPCTBA BO3HMKAIOT HOBBIC, CICHU(HUIHBIC
AMEHHO 11 MTHPOPMAIIMOHHOHN 3MOXHU YIPO3bI CPENICTBA M CIIOCOOBI MH(DOPMAITHOH-
HBIX BO3/ICHCTBHS, a TaKXKe MPO(ECCHOHATIBHBIC CHITBI HHPOPMALIMOHHBIX OTIEPAIHH.
CrieicTBHEM 9TOTO SBJISIETCSl HacyIHast notpeOHocTh B aynure b B popme nposep-
ku ycrouuocty KM rocynapcra B ycioBusix neneHanpasieHHsix UTB u UIIB
CO CTOPOHBI ITOTEHINAIFHOTO MMPOTHBHUKA.

o 3amblcoy aBTOpa, JaHHOE yueOHOE JOKHO JaTh CTYAEHTaM, 00yJaromM-
cs1 mo HanpasieHuto moarotoBku 10.05.01 «KommbrotepHas 6e30MacHOCTE» U U3Y-
YaOUNX JUCHUIUINHY «AyInuT 0€30MacHOCTH KPUTHYECKONH HH()OPMAIMOHHON WH-
(dpacTpyKTypbl», CHCTEMAaTH3MPOBAHHBIE CBEACHHS 00 3Talax, TEOPETHYECKHX H
MPaKTUYECKUX moaxonax kK ayauty Vb oowexroB KUU, 06 TecTupoBanuu nHpOpMa-
LIMOHHBIX CHCTEM, KaK 00 OJTHOM M3 OCHOBHBIX TUIIOB ay/JUTa, B TOM YHUCJIE C YYETOM
BO3MOKHOCTH HCIIOJIB30BAHHSI CIICIIMAIBHBIX TECTOBBIX CIIOCOOOB M CPEACTB Ha OC-
Hose UTB u UIIB. meHHO HameneHHOCTh Ha Ooiiee riyookoe miyuenue MTB u
HUIIB otnuyaeT AaHHYIO paboTy OT APYyrux padbot no remaTuke ayauta b

ABTOp BEIpa)kaeT HaJASKAY Ha TO, YTO PE3yIbTAT €ro pabOTHI BEI30BET HHTEPEC
y HIUPOKOTO Kpyra cnenuanucToB. OH HajeeTcs Ha TO, 4TO Marepuai y4eOHOro Io-
cobus1, Oyner BocTpeOOBaH HE TOJIBKO CTYACHTAMH, HO U BBI30OBET OJIarOCKIIOHHOE
BHUMAaHUE COUCKATeNel yUeHBIX CTENEHeH, BOCHHBIX U TEXHHUECKHUX CHELUAUCTOB,
KOTOpBIC BHIOpAJIM CIIOKHBIE W YBIIEKATEIbHBIC MPOOJIEMbl HH(DOPMAIMOHHONW 0e3-
OTIACHOCTH M MH(OPMALMOHHOTO MIPOTUBOOOPCTBA B Ka4eCTBE 00IACTH CBOMX Hayd-
HBIX UHTEPECOB.
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CHucoK HCNOJIb3yeMbIX COKpaIeHuii

CMM - Capability Maturity Model — Mozens 3penoctn.

COBIT - Control Objectives for Information and related Technology — cran-
JapT 1o Qopmainzalyy 3a/1a4 yrnpasieHus Uil HHOOPMAIMOHHBIX U CMEKHBIX TeX-
HOJIOTUH.

IDEF — Integrated DEFinition) — npencraBienue Io00H H3ydaeMON CHCTEMBI
B BHJIE HA0Opa B3aNMO/ICHCTBYIONINX 1 B3aNMOCBSI3aHHBIX OJIOKOB.

MBT — Model Based Testing — TecTHpoBaHIE Ha OCHOBE MOJAETICH.

URSIT — Uniform Interagency Rating System for Information Technology —
CTaHJapT AJIs €IMHON OLEHKH NH(OPMAITOHHBIX TEXHOJIOTHH.

BJ] — 6a3a maHHBIX.

Wb — nadopmannonHas 6€30MacHOCTb.

WNII6 — nadopManmoHHOE TPOTHBOOOPCTBO.

WIIB — nH(pOpMaIMOHHO-TICUX0JIOTHYECKOE BO3/ICHCTBHE.

NC — undopmaimonHasi CHCTEMBI.

WTB — nH(bOpMAITMOHHO-TEXHUIECKOE BO3ICHCTBHE.

KBUY — kpaiiHe BbICOKast 4acTOTA.

KWU — xputndeckas nHGOpMaLNOHHAs HHPPACTPYKTypa.

HCJI — HecaHKIIMOHUPOBAHHBIH JOCTYII.

OTC — oprann3annOHHO-TEXHUYIECKAs! CHCTEMA.

1O — nporpaMmHOe obecrieueHue.

I[IODMUH — no6o4HbIe 271eKTPOMarHUTHBIC U3ITYUEHHUS U HABOJKU.

POII — pagno31eKTpoHHOE MTOJaBICHHE.

P3C — pannosnekTpoHHOE CPENICTRO.

CBUY — cBepxBbICOKas YacTOTA.

CMMU — cpencrBa MaccoBoit nudopmanmu.

CYB/I — cucrema ympapiieHus 0a3aMH JTaHHBIX.

OMMU — 351eKTpOMarHuTHOE U3JTy4YEHUE.
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I'moccapuii TepMUHOB U ONpeaeIeHUuIH

AxmugHoe UHGOpMAYUOHHO-MeXHUYECKoe 8030elicmeue — CM. BO3ICHCTBHE
HHPOPMAITHOHHO-TEXHIYECKOE aKTUBHOE.

Axmuenoe mecmupoéanue — CM. TECTUPOBAHHE aKTUBHOE.

Axmuenulii ayoum — cM. ayIUT aKTUBHBIH.

Aneopummuueckas KomnvlomepHas pazéeoka — CM. pa3Beika KOMIIBIOTEPHAs
AITOPUTMHYECKAsL.

Ananuz pucka — CUCTEMaTHYECKOE MCIOJIb30BaHNEe MH(OPMAIMU ISl WICHTHU-
(bUKaIM UCTOYHUKOB YTPO3 M OLIEHKH BETWIUHBI PHUCKA.

Annapamnas 3ak1a0ka — CM. 3aKJIaJIKa amIapaTHas.

Annapamunas KomnvlomepHas pazéedka — CM. pa3BelKa KOMIIBIOTEPHAs arla-
parHasl.

Amaxa cemesas yoanrenHas — 3TO aTaKyoliee HHPOPMAIIMOHHO-TEXHIYECKOE
BO3JICHCTBHE, OCYIIECTBIIEMOE 110 KaHaJIaM CBSI3U Y/IJICHHBIM OTHOCHTEIILHO aTaKy-
eMOi CHCTeMbl CYyOBEKTOM M XapaKTepHOE JUIsl CTPYKTYPHO- U IPOCTPaHCTBEHHO-
pacnpeelieHHbIX HHPOPMAIIMOHHBIX CHCTEM.

Amaxyrowee uHgpopmayuoHHo-mexHuyeckoe 8o3oelicmaue — CM. BO3ICHCTBHE
HH(POPMAIIOHHO-TEXHIYECKOE aTaKyoIIee.

Ammecmayus — KOMIUIEKCHasl IIPOBEpKa 3aIliuiaeMoro oobekra nHGopMaTH-
3al[MM B PEaJIbHBIX YCIIOBUSIX DKCILTyaTallMy C HEJIbI0 OIIEHKH COOTBETCTBUSI IpHMe-
HSIEMOTO KOMILUIEKCAa MEp M CPEACTB 3aIluThl TpeOyemomy ypoBHro Ub. Ilonoxu-
TEJILHBIN Pe3yNbTAT aTTeCTalMu 0pOPMILSIETCS B BUJIE aTTECTaTa COOTBETCTBUSL.

Ayoum axmuenwlii — ayauT, IPH KOTOPOM MPOBOJMMBIE MEPOIIPHUSITHUS ayAnTa
CBSI3aHBI C IIEJICHATIPABICHHBIM BO3JCHCTBHEM Ha HCCICAYEMYIO CHCTEMY C IENbI0
MIPOBECTH aHAIN3 €€ PEaKINi MM MIEPEBECTH €€ B TPeOyeMoe COCTOSIHUE, KaK MPaBU-
110, ¢ 00JIee HU3KHM YPOBHEM 3alMIIIEHHOCTH.

Ayoum eHewHuil — ayanT, KOTOPBIA TPOBOIUTCS BHEUITHUMH HE3aBHCHMBIMH
AKCIEPTaMH HJIM C WCIIONE30BAHUEM TEXHHUYCCKHX CPEJICTB M CIIOCOOOB TECTHPOBA-
HYSI, HAXO/SIIIUXCSl BHE UCCIIEyeMOW CUCTEMBI.

Ayoum enympennuii — HeTIpepbIBHASL ICSTEILHOCTh, KOTOPAsi OCYIIECTBISIETCSI
TTOIPA3ICTICHUSAME CIY)KOBI 0€30MacCHOCTH OPTaHM3AIlMd B COOTBETCTBHU C perjia-
MEHTUPYIOIIUMH TOKYMEHTaMH C HCIIOJIb30BAHUEM TEXHHUYCCKHX CPEICTB 3allHTHI
HH(POPMAIMH U C IIPUBIICUCHHEM 3KCIICPTOB 3TOW OpPTaHU3aLUH.

Ayoum demexmupyrowuii — ayJauT, HATPaBJICHHBIM Ha OOHapy)KEHHWE HOBBIX
WA YTOYHEHHE OCOOCHHOCTEH YK€ MMEIOIIUXCS YTPO3 U YA3BUMOCTEH CHCTEMBI 3a-
LIMTHI BO BpeMsl WiH nociie uHiuaeHToB Ub.

Ayoum ungopmayuonnot 6e30nachocmu — CACTEMATUYCCKUH, HE3aBUCUMBIH 1
JOKYMEHTHPYEMBII IpoIecC MONTydeHHs OIeHOK cocTosHus b o0pexra ayaura n
OOBEKTHBHOTO WX OIICHWBAHMUS C IENBI0 YCTAHOBICHUS CTENICHH COOTBETCTBUS KPH-
TEPUSIM ayJIUTa.

Ayoum KomMOuHuposanHvlll — ayInuT, KOTOPBIH MPOBOJUTCS C UCIOIB30BAaHUEM
Croco0OB ayanTa, Kak Ha OCHOBE aHAJIM3a PHUCKOB, TAK M HA OCHOBE aHAJIN3a CTaH-
JIapToB HH()OPMATMOHHOH OE30MTaCHOCTH.
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Ayoum xoppexmupylowuii — ayauT, HalpaBICHHBIH Ha (OPMHUPOBAHHE KOM-
TUIEKCa Mep TOBBIICHUS 3()(PEKTUBHOCTH CYIIECTBYIOMIEH CHCTEMBI 3alUTHI MOCIE
nHIUAeHToB b ¢ yueToM BHOBB BBISIBJIEHHBIX YIPO3 U YA3BUMOCTEH.

Ayoum na ocnoge «6enozo Aawukay — ayauT, IpU KOTOPOM ayTUTOP UMEET J0-
CTYN K MOJHOM MH(OPMAIMK O CTPYKTYpe M (PyHKIMOHMPOBAHUH HCCIESTyeMON CH-
CTEMBL.

Ayoum na ocnoge «cepozo AauuKa» — ayJuT, IPA KOTOPOM ayJUTOPY YaCTHIHO
M3BECTHO O MapaMeTpax MCCIEeAyeMOi CHCTEMBI, HO HH(popManus 000 BceX MPHHIH-
nax ee (PyHKIIMOHNPOBAHMS U CTPYKTYPBI SABJIAIOTCS CKPBITHIMU OT HETO.

Ayoum ma ocnoge «uepHoz2o AwuKka» — ayAuT, TP KOTOPOM HH(MOPMAIHS O
rapameTpax, CTPyKType W NpUHLHUIAX (yHKIHOHUPOBAHHS HMCCIECIYEMOW CHCTEMBI
SBJISIETCS] N3HAYAIBHO HEIOCTYITHOH [T ayAUTOpA.

Ayoum na ocnoge ananusza puckog — ayJur, KOTOPBII IPOBOAUTCS C UCTIOIB30-
BaHHeM (pOpMaBHBIX METOJIOB aHAJIN3a PUCKOB, KOT/Ia ayIUTOp ONpeJeNsieT sl hc-
CIIeyeMOM CHCTEeMBl HHANBUAYaIbHBIM Habop TpeboBanuii b, B Hanbombme cre-
TICHN YYWUTHIBAIONINI 0COOCHHOCTH JIAaHHON CHCTEMBI, CPE/Ibl €€ (hYHKIMOHUPOBAHUS
1 XapaKTepHbIC yrpo3bl 0€30M1aCHOCTH.

Ayoum ma ocroge amanusza cmaHoapmos UH@OOPMAYUOHHOU OE30NACHOCU —
ayJWT, KOTOPBII MPOBOIUTCS IyTEM CPaBHEHHsS ONpPEIENICHHBIX MapaMeTpOB CHUCTE-
MBI ¢ TpeOoBaHmsIMH cTaHIapToB Ub.

Ayoum Ha ocHo8e IKCNEPUMEHMATbHBIX UCCIC008AHUL — AYAUT, KOTOPBIA MPO-
BOJAUTCS C IPUMEHEHHUEM MPOTUB HCCIEAYeMOH CHCTEMBI cpeacTB U croco6o TB
unu UTIB ¢ menpro mpakTHIecKoi mpoBepku d(H(HEKTUBHOCTH TEXHUYECKUAX WIIH OP-
TaHMU3AIMOHHBIX MEp 3allIUThI, 4 TAKIKE BBISBIEHHS HOBBIX YSI3BUMOCTEH CUCTEMBI.

Ayoum opeanuzayuoHHO-HOPMAMUBHbII — AYAUT, TIPH KOTOPOM aHAITU3UPYETCS
OpraHM3allMOHHBIE MeponpusTus obecneueHus Vb 1 HopMaTUBHBIC aKTHI B JaHHOU
chepe.

Ayoum naccugnulii — ayiuT, Ipu KOTOPOM HPOBOJMMBIE MEPOIIPHATHS ay/UTa
HE BHOCST U3MEHEHMH B peabHbIM OOBEKT ayAnuTa U HE MEPEeBOJAT €ro B IPyroe co-
CTOSTHHE.

Ayoum npeeenmugnblii — ayanuT, HAPaBICHHBIH HA MPEBEHTHBHOE BBISBICHUE
yrpo3 u ysa3BUMOCTEH U npenoTBpaiienue nHuuaestos Ub.

Ayoum mexuuueckuti — ayauT, IPU KOTOPOM AHAIU3HPYIOTCS TEXHUUYECKUE
cpencTsa 1 criocodsl odecnieyenus 1b.

Ayoum sxcnepmmblil — ayIiT, TP KOTOPOM HPOLECC BBISIBICHUS HEAOCTATKOB
U YA3BUMOCTEH CHCTEMbI IIPOU3BOIMUTCS HA OCHOBE MMEIOILIETOCS OMBITa HKCIEPTOB,
YYaCTBYIOUTUX B HEM.

Bnokupyrowee ungopmayuonno-mexnuyeckoe 6osoelicmeue — CM. BO3ICH-
cTBHE NH(DOPMAIIMOHHO-TEXHUIECKOE OJIOKHpYIOLIEE.

Bupyc — nporpamma, HeCaHKIIMOHHPOBAHHO BHEIPEHHAS B MH()OPMAIIMOHHYIO
CUCTEMY M CIOCOOHAsI OCYIIECTBIIATH CO3MaHNE COOCTBEHHBIX TyOIHMKaToB (He BCe-
IJla COBIAJAIOIINX C OPUI'MHAJIOM), HECAaHKIIMOHNPOBAHHOE CaMOpacIipOCTpaHEHHE,
HECaHKIIMOHUPOBAHHBIA TOCTYI K MH()OPMAIIMOHHBIM pecypcaM, M3MEHEHHE JIOTUKH
(YHKIIMOHUPOBAHUS 3apayKEHHOH MpPOrpaMMbl, CHIKEHHE KauecTBa WK 3()PeKThB-
HOCTH HH(POPMAITHOHHOH CHCTEMBI.
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Bupyc komnvlomepHulii — CM. BUPYC.

Bupycnas komnelomepnas pazeéedka — cM. pa3Belika KOMITBIOTEpHast BUPYCHASL

Brewnee mecmuposanue — cM. TECTUPOBaHUE BHEIITHEE.

Brewnuii ayoum — cM. ayJUT BHELTHUI.

Buympennee mecmupoeanue — CM. TECTAPOBAHNE BHYTPEHHEE.

Buympennuii ayoum — cM. ayIuT BHYTPCHHUH.

Buywenue — cM. cyrrectusi.

Bo3zoeticmeue ungopmayuonnoe — BO3IEHCTBUE Ha ICUXHUKY YeEIOBEKa WIIH
TPYIIIBI JTIOAEH 3a CUeT MaHUMyIsIHeil nHdopMarueil u cnocodoM ee 10BeIeHNSI.

Bosoeiicmsue unpopmayuonro-ncuxonocuveckoe — MHGOPMAIMOHHOE, TICHXO-
TPOHHOE WJIM ICUXO(U3NYECKOE BO3JCHCTBUE HA INCHXMKY YEJIOBEKa WM TIPYIIIIbI
JIIOJIeH, OKa3bIBAIOIIEE BIUSIHUE HA BOCIIPUSTAE UMH PEabHOM eHCTBUTEIbHOCTH, B
TOM UHCJIC HA UX MOBE/IEHYECKUE (DYHKINH, a, B HEKOTOPBIX CIIydasix, ¥ Ha (QYHKIIH-
OHHMPOBAHHE OPTaHOB U CUCTEM YEeJIOBEUECKOro opranusma [56].

Bo3zoeticmesue ungopmayuonno-mexnuueckoe — Bo3ueicTBIE Ha MH(MOPMALU-
OHHBII pecypc, HHPOPMAMOHHYIO CHUCTEMY, HH()OPMAILMOHHYIO HH(PPACTPYKTYpY,
Ha TEXHWYECKHE CPEJCTBA MJIM HA MPOTPAMMBI, PEIIAfONINe 3aa4y MOJIydeHH s, T1e-
penaun, o0pabOTKU, XpaHEHUsI U BOCIIPOM3BECHNS HMH(POPMAIIUH, C IIEIbI0 BBI3BATH
3aj1aHHbIE CTPYKTYPHBIE WM (QyHKIMOHAIbHBIC H3MEHEHUSL.

Bo3soeiicmsue ungopmayuonno-mexnuueckoe akmusHoe — WHPOPMAITHOHHO-
TEXHHYECKOE BO3/CHCTBHE, KOTOPOE OKa3bIBAET HENOCPEACTBEHHOE BIIMSIHUE Ha
(byHKIMOHMpOBaHNE WH(OPMAIIMOHHON CHCTEMBI U MPOSIBISIETCS B AKTUBHOM H3Me-
HEHUH €€ NapaMeTpoB, cpebl (yHKIHMOHNPOBAHNS, HAPYIICHUH MPUHATOH B HEH mo-
JIUTUKH O€30I11aCHOCTH.

Bo3zoeticmesue ungopmayuonno-mexnuueckoe amaxyowee — iHGOPMaMOHHO-
TEXHHYECKOEe BO3/IEHCTBHE, KOTOPOE OPUEHTHPOBAHO Ha HEIOCPEICTBEHHOE BO3JICH-
cTBHE Ha HMH(pOPMANHUIO, CHCTEMBbI ee cOopa, nepegaud, XpaHEHHs, 00pabOTKH |
IIPE/ICTABIICHHUS, @ TAK)KE Ha HCIIOJIb3yeMbIE B 3THX CHCTEMax MH(OpPMAaIMOHHbBIE TeX-
HOJIOTHH, KaK IIPaBUIIO, C LEJIbIO CHU)KEHHUST YPOBHS HH(POPMALIMOHHON O€30I1aCHOCTH
i 3G exTHBHOCTH (PYHKITMOHUPOBAHHS.

Boszoeiicmsue ungopmayuonno-mexnuueckoe 6aokupyioujee — MHPOPMaIHOH-
HO-TEXHHYECKOE BO3/ICHCTBUE, KOTOPOE OPHEHTUPOBAHO Ha OJIOKMPOBKY aTAKYIOINX
nH(OPMAIMOHHO-TEXHMYECKUX BO3/ICHCTBHUI CO CTOPOHBI HAPYILUTES/IPOTHBHUKA.

Bo3zoeticmsue ungopmayuonno-mexuuueckoe 6vicokomouroe — MHGYOPMaIHN-
OHHO-TEXHMYECKOE BO3JCHCTBHE, KOTOPOE OPHUEHTHPOBAHO Ha OIPEJEICHHBIN HH-
(hopManMoHHBIN pecypc, MPOoLece, TEXHUYECKHH 00BEKT M CHCTEMY;

Bosoeticmeue ungopmayuonno-mexnuieckoe 6uvisagngioujee — MHPOPMAIINOH-
HO-TEXHHYECKOE BO3/EHCTBHE, KOTOPOE OPHEHTUPOBAHO HA BBHIABICHHE, KaK CaMOTO
(akxTa, TaKk ¥ MOCIEAOBATEIBHOCTH JCHCTBUH aTaKyIONMX M 00ECHEUMBAIOIINX HH-
(OpMaIMOHHO-TEXHUYECKUX BO3JCHCTBUI CO CTOPOHBI HAPYLIUTEISI/ TPOTUBHUKA.

Bosoeticmeue ungopmayuonno-mexnuieckoe KOMnieKcHoe — MHHOPMAINOH-
HO-TEXHHYECKOE BO3/ICHCTBHE, KOTOPOE OPUEHTHPOBAHO HA HECKOJIBKO MH(pOpMAaIH-
OHHBIX PECYPCOB, MPOIIECCOB, TEXHUUECKUX OOBEKTOB HIIH CHCTEM.

Boszoeticmsue unghopmayuonno-mexuuueckoe konmpamaxyioujee — napopma-
LIMOHHO-TEXHUUYECKOE BO3/JCHCTBUE, KOTOPOE OPHEHTUPOBAHO HA OJIOKMPOBKY ara-
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KyIOUIMX HHPOPMAIMOHHO-TEXHUYECKUX BO3ICHCTBHH €O CTOPOHBI HapyHIHTEs)/
MIPOTHBHUKA.

Bo3zoeticmsue ungopmayuonno-mexnuveckoe obecneuusaroujee — nHGopma-
LIMOHHO-TEXHUYECKOE BO3ACHCTBHE, KOTOPOE OPHEHTHPOBAHO HA COOp JaHHBIX,
obecrieunBaromuX 3(PPEKTHBHOES NPUMEHEHHE OOOPOHWTENBHBIX MM aTaKyFOIIHX
MH(POPMAIIIOHHO-TEXHIUCSCKUX BO3JCHCTBHM, a TakKe Ha MPEOJOJICHUE CPEICTB 3a-
LIUTHI ATAKYEMOH CHCTEMBI.

Bo3zoeticmeue ungpopmayuonno-mexnuieckoe 0060poHumenvhoe — MHPOpMa-
HOHHO-TEXHUYECKOe BO3JCHCTBHE, KOTOPOS OPHEHTHPOBAHO HA MPOTHUBOICHUCTBHE
00eCIIeYnBAIOIIMM U aTaKYIOIIUM WH(POPMAIIMOHHO-TEXHIHYCCKHM BO3ICHCTBHIM
HapyIINTENS/IPOTHBHUKA.

Bo3zoelicmsue ungopmayuonno-mexnuveckoe omanexaiouee — MHHOPMALIHOH-
HO-TEXHHYECKOE BO3JCHCTBHE, KOTOPOES OPHUEHTHPOBAHO Ha JEC3WH(OPMAIHIO Hapy-
LIATENSI/IPOTUBHUKA, OTBJICUYCHUE €ro aTakyIIIMX WM oOecrednBaronmx uHdop-
MalMOHHO-TEXHUYECKUX BO3JCHCTBHUIA Ha HE3HAYAIIME WU JIOKHBIE OOBEKTHI.

Bo3zoeticmsue ungopmayuonno-mexnuueckoe naccuerHoe — WHHOPMATHOHHO-
TEXHUYECKOE BO3JICHCTBHE, KOTOPOEC HE OKA3bIBACT HEIOCPEICTBCHHOTO BIUSHUS Ha
($yHKIMOHMpOBaHNE MHPOPMAIMOHHOM CHCTEMBI, HO MOXKET HapylIaTh €¢ HOJUTHKY
6e30macHOCTH.

Bo3soeiicmeue ncuxomponHoe — BO3ICHCTBUE TEXHHYECKUX CPENICTB HA (U3MU-
YEeCKOE COCTOSHUE U CO3HAHUE YeTIOBEeKa.

Bo3zoeticmsue ncuxogusuyeckoe — CKpbITO€ HACHIBCTBCHHOE BO3ACHCTBHE HA
ITOJICO3HAHNE YeNIOBEKa C IETbI0 MOAN(HUKAINN €r0 CO3HAHMHS, TOBECHUS U (PHU3HO-
JIOTHYECKOTO COCTOSIHUSL B HY)KHOM JJIsI BO3JCHCTBYIONICH CTOPOHBI HaIlpaBlle-
Huu [58].

Bvicokomounoe ungopmayuonno-mexnuieckoe 6o3zoelicmaue — CM. BO3ZEH-
cTBHE MH()OPMATMOHHO-TEXHIIECKOE BEICOKOTOYHOE.

Buisignsarowgee ungopmayuonno-mexHuiueckoe 6o3oelicmeaue — CM. BO3JICHCTBUE
MH(OPMAIIOHHO-TEXHHYECKOE BBISBIISIONIEE.

Jemexmupyrowuii ayoum uH@OpMayuoHHoU be3onacHocmu — CM. ayauT Jae-
TEKTUPYIOLIHH.

Jlemepmunuposanroe mecmupogaHiue — CM. TECTUPOBAHUE JCTCPMHHUPOBAH-
HOE.

Jlunamuyeckoe mecmuposanue — CM. TECTHPOBAHNE THHAMHUIECKOE.

3axnadka annapamuas — SIEKTPOHHOE YCTPOHCTBO, CKPBITHO BHEIpPSEMOE K
OCTaJIbHBIM DJIEMEHTaM M CIOCOOHOEe BMELIMBATHCS B pabOTy anmaparHbIX WM TeX-
HUYECKUX CPEJICTB MHPOPMAIIOHHON CUCTEMBI.

3aknaoka npoepammuas — CKPHITHO BHEPEHHAS B 3alUIICHHYIO0 HH(POPMAIU-
OHHYIO CHCTEMY IporpamMma JHOO HaMEepPeHHO M3MECHEHHBIH (PparMeHT MpOorpamMMEI,
KOTOpasi MO3BOJISIET OCYLIECTBIISITh HECAHKIIMOHUPOBAHHBIN JOCTYI K pecypcam CH-
CTEMbI Ha OCHOBE M3MEHEHUS CBOMCTB CUCTEMbI 3aIIUThI [45].

Humeepayuonnoe mecmuposarue — cM. TECTUPOBaHUE HHTETPAIIMOHHOE.

Hnpopmayuonnoe so3z0eticmsue — cM. BO3ISHCTBUEC HHPOPMAIIMOHHOE.
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Hnghopmayuonnoti npoyecc — mpouecc NOJAy4deHUs, co3maHusi, cbopa, obpa-
OOTKW, HAaKOIUICHUS, XPAaHCHUsS, NOUCKA, PACIIPOCTPAHCHHS, MPEIACTABICHUS H FC-
T10JIb30BaHMs MH(OPMALIUH.

Hnghopmayuonno-ncuxonocuueckoe gozdeticmaue — CM BO3ACUCTBUE UHOOP-
MAaIMOHHO-TICHXOJIOT HYECKOE.

Hupopmayuonno-mexnuueckoe o30eticmsue — cM. Bo3JIeiicTBHE HHPOpMAIIH-
OHHO-TEXHHYECKOC.

Hupopmayuonnviii pecypc — OTACTHHBIA MacCHB WH(GOPMAIMH, KOTOPBIN
mpezcTaBieH B (opMe JOKYMEHTOB, MACCHBOB CBEJICHHI, 0a3 MaHHBIX, 0a3 3HAHHI
WK APYTUX (HOPM OPraHU30BaHHOTO MIPEACTABICHHIS HHPOPMAIIHH.

Hcnvimanue — SKCTIEpUMEHTAIBHOE ONpE/ieIeHIe KOJIMUECTBEHHBIX WM Kaye-
CTBEHHBIX XapaKTEPUCTUK OOBEKTA MCHBITAHUN B Pe3yJbTaTe BO3ACHCTBHS Ha HETO
pa3nuUHBIX (PaKTOPOB TPH €ro (GYHKIIMOHHPOBAHUH WIIM MOACIHPOBaHHH. McmbiTa-
HUSI ITPOBOJISITCSL HA OCHOBAaHMH JJOKYMEHTa «IPOrpaMMa U METOAMKA HCIBITAaHUI», a
pe3yJIbTaThl UCTIBITAHUSI OQOPMIISIFOTCSI B BH/IE MPOTOKOJIOB MCIBITAaHUI WIIH TEXHH-
YECKOro OTUETA.

Kombunuposannwiii ayoum — cM. ayIuT KOMOWHHPOBAHHBIH.

Komnnexcnoe unghopmayuonno-mexnuueckoe gozoeticmsue — CM. BO3JCHCTBUE
nH(OPMAIIMOHHO-TEXHUYECKOe KOMILIEKCHOE.

Komnonenmuoe mecmupoganue — CM. TECTHPOBAHNE MOIYIIEHOE.

Komnviomepnas pazsedxa — cM. pa3Beika KOMIIBIOTEpHAsL.

Komnviomepnas cemv — cM. CeTh KOMIIBIOTEPHASI.

Komnwromepuwiii 6upyc — cM. BUPYC.

Koumpamaxkyrowee ungopmayuonno-mexnuyeckoe eoszoeticmeue — CM. BO3-
neiicTBre MH()OPMAIIMOHHO-TEXHHYECKOE KOHTPATAKYIOIIIEe.

Koppexmupyrowuii ayoum ungopmayuornol 6e30nacHocmu — CM. ayJauT Kop-
PEKTUPYIOLIMHA.

Kpumuueckas ungopmayuonnas ungpacmpykmypa — COBOKYIHOCTh UH(OP-
MalMOHHBIE CUCTEM, HH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CeTeil U aBTOMAaTH-
3MPOBAHHBIX CHUCTEM YIpaBIeHUs, GYHKIMOHUPYIOIMX B HHTEpECax rocyaapCTBEH-
HBIX OpPTaHOB WM TOCYAapCTBEHHBIX YUPEKICHHH, OpTaHU3AIMi 31paBOOXpPaHCHUS,
HAYKH, TPAHCIIOPTA, CBSI3H, JHEPIETUKH, OAHKOBCKOW U (PHHAHCOBOM Cepbl, TOILIHB-
HO-DHEPreTHYECKOro KOMIUIEKCa, aTOMHOM JHEPreTHKH, 00OpPOHHOM, rOpHOI00bIBa-
IOIIeH, METaJUTypPTHUECKOH, XUMIUECKOH, paKeTHO-KOCMHYECKOH TIPOMBIIIICHHOCTH,
a TaKXKe CETH CBSI3M, UCIIOJIB3yEeMBbIC JIJIsl OPTaHM3AUU B3aHUMOJICHCTBUS MEXKIY HH-
MH.

Jlezanvrnoe mecmuposanue — CM. TECTHPOBAHUE JIETAIBHOE.

JlecanvHolii ayoum — aynuT, KOTOPBIA MPOBOAMTCS B paMKaX CYIIECTBYIOIIETO
3aKOHO/ATENIECTBA, KaK IPAaBHUJIO, HA OCHOBAHHH JIOTOBOpPA ayJNTOPa C 3aKa34uKOM,
HMMEIOIIIM MPSMOE OTHOIICHHE K 00eCieueHN 0 0€30MMacHOCTH 00BEKTa ayIuTa.

Manunynayus ncuxonoeuyeckas — TPOIECC IEICHANPABICHHOTO HCIIOIB30Ba-
HUS Pa3NUYHBIX CIIOCOOOB ¥ CPEACTB W3MCHEHUS MOBEICHUS, IICJCH, KCIaHWUM,
HaMEpPEeHUH, OTHOIICHUH, YCTAHOBOK, NICUXWYECKUX COCTOSHUH M JIPYIHX IICHXOJIO-
THYECKHUX XapaKTEPHUCTHK YeJIOBEKa B MHTepecax CyObekTa Bo3aecTus [68].
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Moodenv ayouma — GhopmMann3oBaHHOE OMHMCaHUE: 00BEKTa ayqUTa; eI ayu-
Ta; IPEIbSBIICMbIX TPEOOBAHMH K 3alIMIICHHOCTH 00BEKTa ayIUTa; NCIIOIb3YEMBIX
IIPU ayJUTe NPAKTUYECKUX U TEOPETHUYECKUX MOJIXO00B; MaclTaba U rTyOUHbl ayu-
Ta; UCHOJHUTENICH; TOPAKa IPOBEICHHS ayauTa.

Mooenv napywumena — GpopMarTH30BaHHOE ONMMCAHNE HAPYIIUTEINSA: KaTErOpH-
poBaHHE HapyluTenei; (GopManbHble KOJMYECTBEHHBIC MPEIITONOKEHHUS O KBAJIH-
(uKaIK, BO3MOXKHOCTAX, PACIIOJIaraéMbIX CPEICTBAX U Crocobax MH(POPMAIMOHHO-
ro BO3AEHUCTBUS JJIs KaKIOU KaTeropuy HapyLIUTENEH; CLieHapuy NEUCTBUM KaKaou
KaTerOpUH HapyIIUTENeH; ypOBEHb MOJHOMOYMH M CIIOCOOBI MOIYYeHHS JA0CTyIa K
CUCTEMeE JJIsl KaXKJI0M KaTeropuu Hapywmureneil; kputepun Hapywenus Ub.

Mooenv npomuenura — GopmMarn30BaHHOE OIMCAHUE NPOTUBHUKA: KaTETOPHU-
poOBaHNE MPOTHBHUKOB; (hopMasIbHBIC KOJTMYECTBEHHBIE MIPEATIONOKEHHS O pecypceax,
BO3MOJKHOCTSIX, PACIIONaraéMbIX CPEACTBAX M CII0co0ax MH(OPMAIMOHHOTO BO3ACH-
CTBUS Ul KaXIOH KaTeropuu NpoTuBHUKOB; cueHapuu WUTB u UIIB nns xaxnon
KaTerOpuy NMPOTHBHUKOB; YPOBEHb IMOJTHOMOYHH M CHOCOOBI MONYyYSHHS TOCTyHa K
cHCTeME sl KaXKIOoH KaTeropuy MPOTHBHUKA; KpuTepun Hapymienus Vb; moka3zare-
JM ¥ KPUTEPUH JJOCTHKEHUS NHPOPMAIIIOHHOTO MPEBOCXO/ICTBA.

Mooynvroe mecmuposanie — cM. TECTUPOBAHUE MOJTYJIEHOE

Hapywumens — cyObeKT, IpeJHAMEPEHHO HMCHOIB3YIOMHUI ySI3BUMOCTH TeX-
HUYECKUX M HETEXHWYECCKAX MEp M CPEIICTB KOHTPOJIS M yIIPABICHUS 0€301TacCHOCTHIO
NH(OPMAITOHHON CHCTEMBI C IEJIbI0 CHIDKEHUS MX d((EKTHBHOCTH MM CHIDKCHHS
YPOBHSI KOH(HUICHINAIBHOCTH, TOCTYITHOCTH H IIETIOCTHOCTH WH(OPMAIIOHHBIX pe-
CYpCOB.

Henezanvnoe mecmuposanue — M. TECTUPOBAHHE HEJETAIBHOE.

Henezanvnuiii ayoum — ayurt, KOTOPbIH OCHOBAH Ha MOJYyYCHUH MH(POPMaLUH
00 ySI3BUMOCTSIX HCCIEAyeMOl CHCTEMbI HellerallbHbIMH IPOTUBO3aKOHHBIMHU CHOCO-
Oammu.

Hecankyuonuposannviti docmyn — IOCTYyH K HHGOPMAIMH, HaPYIIAKOIINI
yCTaHOBJIEHHBIE ITPABUIIA pa3TpaHUYEHUs JocTymna [69].

Obecneuusaioujee unpopmayuonHo-mexnHudeckoe 8o3oelicmsue — CM. BO3JIEH-
cTBHE NH(OPMAIIMOHHO-TEXHUIECKOEe 0OeCIIeurBaroIIee.

Oboponumenvhoe UHGOPMAYUOHHO-MEXHUYECKoe 8030elicmaeue — CM. BO3JCH-
cTBHE NH(OPMAIIMOHHO-TEXHUYECKOE 00OPOHHUTEIIBHOE.

Obvexm 6o30eticmaus — 9€I0BEK, TPYIIIA JINL, OPraHU3AHOHHO-TEXHIYECKasT
CHCTEMa WMJIM TEXHHYECKOE CPEACTBO, KOTOPOE IOJBEPraeTcsi BO3AEHCTBHIO CO CTO-
POHBI CyOBEKTa BO3/ICHCTBUS.

Onmuxkoanexmponnas pazéeoxa — Tporecc 100bIBaHUA HH(POpMALINU ¢ TIOMO-
IIBIO CPEZCTB, BKIIOYAIOMINX BXOAHYIO ONTHYECKYIO CHCTEMY C ()OTONPHEMHUKOM H
IEKTPOHHBIE CXEMBbI 00PAOOTKH IEKTPUIECKOTO CHUTHAJA, KOTOPBIE 00ECIEUHBAIOT
MIpUEM M aHaJM3 3JICKTPOMATrHUTHBIX BOJH BHAMMOro M MK-nmama3oHoB, H3TydeH-
HBIX WM OTPAKEHHBIX 00BEKTaMH U MECTHOCTBIO [39].

Op2anu3ayuOHHO-HOPMAMUBHBIL  ayoum — CM. ayIuT OpraHU3aIHOHHO-
HOPMaTHBHBIH.

Omenexaiowee unpopMayuoHHo-mexnuyeckoe 6osoeticmeue — CM. BO3JCH-
cTBHE MH()OPMAMOHHO-TEXHUIECKOE KOHTPaTaKyIoIIee.
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Oyenka coomseemcmeuss — I0Ka3aTeIbCTBO TOTO, YTO 3aJaHHBIC TPEOOBAHUS K
MIPOIYKIIHH, TIPOIIECCY, CUCTEME, JIAILY WITH OPTaHy BBITOJHCHBI.

Haccusnoe ungopmayuonHo-mexHuueckoe 6o3delicmeue — CM. BO3JICHCTBUE
nH(OPMAIIOHHO-TEXHUYECKOE TTACCUBHOE.

Ilaccusnoe mecmuposatue — CM. TECTHPOBAHNE TTACCHBHOE.

THaccusnbiii ayoum — cM. ayTUT TaCCUBHBIH.

Honvzosamenvckas komnvlomepHas pazéeoka — CM. Pa3BelKa KOMITBIOTEPHAs
NOIb308AMENbCKAA.

Iomoxosas komnviomephas pazéeoka — CM. pa3Beika KOMIIBIOTepHAs MOTO-
KOBasl.

Ipesenmuenuiii ayoum uH@GOpMayuoHHo 6e30nacHocmu — CM. ayJIUT MPEBeH-
TUBHBIN.

Ipoepammuas 3axnaoka — cM. 3aKJaJika IPOrpaMMHAsI.

Ilpomuenux — cyOBEKT, ¢ KOTOPBIM BEETCS MPOTUBOOOPCTBO, CONEPHUUECTBO
WJIM COPEBHOBAHME B BOCHHOU, MH()OPMAITMOHHOW, CIOPTUBHON WM B IPYyTroi cdepe
C TIETBI0 JJOCTHYKCHHUS BBIMTPHIIIA.

THcuxonozuueckas manunynsiyus — CM. MAaHATTYJISIIAS TICHXOJIOTHYCCKASI.

Tlcuxomponnoe 6o3oeticmaue — cM. BO3AEHCTBHE IICUXOTPOHHOE.

Tcuxoghusuueckoe ozdeticmeue — M. BO3JCUCTBUE NICUXO(U3UUECKOE.

Paouopazeedka — cocTaBHASA 9acTh PaJHOICKTPOHHON Pa3BEIKH, OPHEHTHPO-
BaHHas Ha J0OBIBaHUE CBEJICHUI B CHCTEMaX PaJUOCBSI3U, OCHOBHBIM COJEpHKAHUEM
KOTOpPOH ABJISIETCS: OOHApY)KEHHE U MepexBaT OTKPBITBHIX, 3aCEKPEUEHHBIX, KOIHUPO-
BaHHBIX Tepenad; MeJCHrOBaHNue WX MCTOYHUKOB; aHAIN3 U 00paboTKa T0ObIBaeMOit
WH(POPMAINH; CHIKEHUE HArpy3KH HIIH MOAPBIB KpUIITOrpadgudecknux cucreM [39].

Paouosnexkmponnas pazeedka — cM. pa3BeKa pagruodICKTPOHHAS.

Pazeeoka xomnwvromepuas — noObIBaHHE MHPOPMALMK M3 KOMITBIOTEPHBIX CH-
CTEM U CeTeH, XapaKTePHCTHK HX MMPOTPaMMHO-AIMAPaTHBIX CPEJCTB U MOJIB30BaTe-
nen [3].

Paszsedxa xkomnvlomepnas aneopummuyeckas — pas3Belka, oOecIeUHBAIONIAsL
no0bIBaHNEe MH(OPMALINH ITyTEM HCIOJIB30BAaHHS 3apaHee BHEAPCHHBIX M3TOTOBHTE-
JIeM TIPOTPaMMHBIX WJIM allapaTHBIX 3aKJIQJoOK, OMMOOK M HEICKIapHPOBAHHBIX
BO3MOXKHOCTEH KOMITBIOTEPHBIX cucTeM U ceteid [40].

Paszsedxa komnviomepnas annapammuas — pa3Beka, odecrednBaromas 100bl-
BaHHNE MH(MOPMALUH ITyTeM oOpaOOTKM CBENEHWH, MOJTYUCHHsS ammapaTypbl, 000opy-
JIOBaHHS, TEXHUYCCKUX MOJIYJICH M UX aHAIIN3a, UCTIBITAHUS JJIs BBISBICHUS UX TEX-
HUYECKUX XapaKTEePUCTUK M BO3MOXKHOCTEH, MONTYyUEHHBIX IPYTUMH BUIAAMHU KOMIIb-
1oTepHOH passenku [40].

Paseeoxa komnvromepnas supycnas — pa3Benka, 00eCTIednBaIoIas J0ObIBAHUE
JAHHBIX ITyTEM BHEJPCHHS U NIPUMCHEHHS BUPYCHBIX IIPOTPAMM B YKe IKCILTyaTUpYy-
eMbIe TIPOTPAaMMHBIE KOMIIIEKCHI M B CHCTEMBI I IIepexBaTa yrnpaBiIeHNs KOMIbIO-
TepHbIMH cuctemamu [40].

Paszseorka xomnvromepHnas noivzosamenvckas — pa3Beika, 00SCIICUNBAIOIIASL
J00bIBaHNe MH(POPMALIUK O TI0JIL30BATEINSIX, UX ACATEIFHOCTH M HHTEpEcax Ha OCHO-
BE OMNpEJENICHUS UX CETEeBBIX aJPECOB, MECTOMOJIOKEHHS, OPTaHU3ALMOHHON MpH-
HAQ/IJISKHOCTH, aHATTN3a UX COOOIICHNH W HH(OPMAIMOHHBIX PECYPCOB, a TaKKe ITy-
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TeM 00ecCredeHusI UM JIOCTyINa K MH(POPMAINH, IUPKYJIUPYIONEH B CIEHaIbHO CO-
3IaHHOM JIO’KHOU HH(OpMaMOHHOH nHppacTpykType [40].

Pazeedka xomnviomepnas nomokoeas — pa3Bejika, 00ecIeunBaronias 100bBa-
Hue HHPOPMAIUH [TyTEM MepexBara, 00pabOTKH U aHaJK3a CETeBOro TpaduKa, BbIsIB-
JICHUS CTPYKTYP KOMITBIOTEPHBIX CETeH, a TakKe MX TEXHHYECKUX mapaMeTpos [40].

Paseeoka xomnviomepnas pasepanuyumensvhas — pa3Benka, 00ecIeuBarOIast
Jo0bIBaHNEe MH(POPMALUK U3 OTAENBHBIX (JIOKAIBHBIX) KOMIIBIOTEPHBIX CHCTEM, KO-
TOpBIE MOTYT HE BXOJIUTH B COCTaB CETH M OCYIIECTBIIIEMast HA OCHOBE TIPEOTOICHU
CPEIICTB pa3TrpaHUYEHHMs JOCTYIA IyTeM HECaHKIIMOHUPOBAHHOTO AOCTyna K HHMOp-
Manuy, (pU3NYEcKoro JTOCTyNa K KOMIBIOTEPHON CHCTEME MM K HOCUTENsIM nHpop-
manuu [40].

Paseeoxa xomnvromepnasa cemanmuyeckas — pa3Beika, odecrednBaronmas 10-
ObiBaHMe (akTorpaduueckoil M MHAEKCHO-CCHUIOYHON MH(POPMALUK MyTEM ITIOHCKa,
cOopa ¥ aHamM3a CTPYKTYPUPYEMOM U HECTPYKTYpHUPYeMOil HHpOpMAIMU U3 00IIe-
JOCTYIHBIX HH(GOPMAIIMOHHBIX PECYpCOB WM KOH(HACHIMATBHBIX HCTOYHHKOB
KOMITBIOTEPHBIX CHCTEM M CETEH, a TaKkkKe MyTeM CEMaHTHYECKOW (aHAIMTHYECKOMN)
00pabOTKH MOTYICHHBIX ¥ HAKOIUICHHBIX MaCCUBOB CBEICHUH U JOKYMEHTOB [40].

Pazeedka kxomnviomepras cemeeas — pa3Benika, odecrednsaromas 100bBaHNe
nH(pOpMaIMK U3 KOMITBIOTEPHBIX CeTeil IyTeM MOHMTOPUHIA CETH, MHBEHTapU3aluH
1 aHaJIN3a YS3BUMOCTEH CETEBBIX PECYpPCOB M OOBEKTOB MOJIB30BaTENEH, a TakXKe I10-
CJIE/IYIOIIET0 YAAIEHHOTO JOCTyIa K MH(POPMALUH ITyTeM HCIOJIb30BAHUS BHISBIICH-
HBIX YSI3BUMOCTEH CHCTEM M CPEJCTB CETEBOH (MEXCETeBOil) 3aIlUTHI PEeCcypcoB, a
TakKe OJOKMpOBaHUE JOCTYyNa K HUM, MOAM(UKAINSA, IMepexBaT YIpaBICHHS JTHOO
MacKHpOBKa cBoMX jaeicTBuil [40].

Paszsedrka xomnvromepras goopmamuas — pa3Beqka, odecreunBaromas J100bi-
BaHMe MH(OPMAIMHK ITyTeM arperupoBaHHOI 00paboTKH, (GUIIbTpaLuH, JEeKOIUPOBa-
HUSI, @ TAKKE MPOBEACHUS JIPYruX npeoOpazoBaHuii (popMaToB (TIpecTaBICHUS, T1e-
pelau U XpaHeHHs) ZOOBITHIX JIAHHBIX B CBEJICHMS, A 3aTeM — B MH(POPMALUIO IS
MOCTIEAYIOIIET0 €€ HaWIy4Illero npeacTaBiIeHus moab3oBaTesim [40].

Paseeoxa paouosnekmponnas — mpounecc MoaydeHnss HHHOpManuu B pe3yiib-
TaTe MpHeMa M aHalli3a SIEKTPOMArHUTHBIX M3IyYeHHH pajinoanana3oHa, co3aBae-
MBIX PaOOTaIONIMMH PAJNOAIEKTPOHHBIMU CPEICTBAMHU.

Paszsedxa mexnuueckas — LieNeHANpaBiIeHHAs JEATEIbHOCTh MO J0OBIBAHUIO
nH(OPMAINHN C TTOMOIIBIO COOTBETCTBYIOMINX TEXHUUECKNX CPEIICTB.

Pazepanuyumenvnas komnvlomepnas pazeéeoka — CM. Pa3Be/lka KOMITBIOTepHast
pasrpaHu4MTEIbHAs.

Cemanmuueckas KomMnslomepHas pazeeoka — CM. pa3Bellka KOMITBIOTEpHAs ce-
MAHMU4ecKasl.

Cepmugpuxayus — MCUBITAHUS TEXHUYECKUX CPEJCTB 3AIIUTHI MH(OPMAINH,
KOTOpPbIE MPOBOJATCS HE3aBHCHUMBIMH HCIBITATEIBHBIMH JIAOOPATOPUSMH C LIENBIO
TIOATBEPKICHHUS COOTBETCTBHS 00BEKTa CEPTU(UKALIMU TPEOOBAHNUIM HOPMATHBHBIX
JIOKYMEHTOB TI0 3aII[UTe HH(OPMAIHH.

Cemegas komnvlomepHas pazeedka — CM. pa3Be/ika KOMIIBIOTEpHAsI CETeBasl.

Cemb xomnwviomepnas — 00bEANHEHNE KOMIBIOTEPHBIX CHCTEM ITyT€M BKITIO-
YEHUSI UX B CETh CBSI3U WIIU COSIUHEHMS UX TMHHUSIMH CBsizu [40].
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Cucmemmnoe mecmupoganie — CM. TECTUPOBAHHE CHCTEMHOE.

Cnocob ungopmayuoHHo-mexHuuecKko20 8030eticmalis — MOPSIIOK IPHUMEHCHUS
CWJI MH(OPMAIMOHHBIX OMEpaIMid U CPEICTB MHPOPMAIUOHHO-TEXHUYECKOTO BO3-
JICHCTBHYSI, BBI3BIBAIOIIMI 33[aHHBIC CTPYKTYPHBIC H/WiK (DYHKIIMOHAIbHBIC H3MEHE-
HUS B 00BEKTE BO3ICHCTBUSI.

Cpedcmso uH@OPpMaAyUOHHO-MEXHUYECKO20 8030elicmeus — TEXHIIEeCKoe, arl-
mapaTHOC WJIM IPOTPAMMHOE CPEICTBO, peajm3ylomee  HWHPOPMAIHOHHO-
TEXHUUYECKOE BO3/ICHCTBUE WU 3AIIUTY OT HETO.

Cmamuueckoe mecmupogamie — CM. TECTHPOBAHIE CTaTHIECKOE.

Cmoxacmuueckoe mecmupoganue — CM. TECTHPOBAHHE CTOXaCTHYECKOE.

Cybvexm 6030elicmsus — UCTOUHUK, PEANU3YIONINA BO3JEHCTBUS HAa OOBEKT
LEBIO IOCTHKEHUSI CBOUX HHTEPECOB.

Cyeeecmusi — TIeTICHATIPABICHHOE BO3JCHCTBHE HA JTMYHOCTH WM TPYIITY JTEO-
Jeil (MaccoBoe BHYIIEHHUE), BOCTIPUHUMAEMOE Ha YPOBHE MOJICO3HAHUS U TPUBOIS-
1ee JIM0O K MOSIBICHUIO OMPE/IEIEHHOTO COCTOSHUS JyXa, YyBCTBA, OTHOUICHHUS, JIN-
00 K COBEPIICHUIO OPE/ISIICHHBIX MOCTYIKOB [58].

Tecm Ha npoHukHOGeHUe — SKCIICPUMCHTAIIBHAS MIPOBEPKA C LENBI0 OLCHUBA-
HUS COCTOSTHHS MH(GOPMAITMOHHOMN 0€30IIaCHOCTH U BBISBICHHS YSI3BUMOCTEH 00BCK-
Ta TECTUPOBAHUS (TECTUPYEMON CUCTEMBI) TIYTEM MHTETPATBHOTO U IIeNieHANpaBIeH-
HOTO TPUMEHEHHUsI MPOTHB HETO CIEIUAIBLHBIX CPEICTB U CIIOCOO0B MHPOPMAIIMOH-
HBIX BO3JICHCTBUH.

TecmupogaHue — 3TO TEXHUUECKAasl ONEPAIHsl, 3aKTI0YAIONIasicsa B OIPEACICHIN
OJTHOW MIJIM HECKOJIBKHUX XapaKTePHUCTHK IMPOIYKTa, MPOIecca WM YCIYyTH COOTBET-
CTBYIOIIEH TpOIeIype.

Tecmuposanue akmueHoe — TECTUPOBAHUE, KOTOPOE MPEAYyCMAaTPUBACT LiENe-
HamnpaBlieHHOE BO3/ICHCTBUE Ha OOBEKT MCCIEIOBAHMS C LIEbIO aHAJIM3a €r0 peakiuit
WX TIepeBoJia ero B TpedyeMoe COCTOSHUE, KaK MPaBUIIO, C Ooliee HI3KUM YPOBHEM
3alUIICHHOCTH WK 3()()EKTHBHOCTH (DYHKIIMOHUPOBAHUSI.

Tecmuposanue éneutee — TECTUPOBAHHUE, KOTOPOE MIPOBOJUTCS C HCHOIB30BA-
HHUEM CPEJICTB U CIIOCOO0B, HAXOISAIIMXCS BHE TECTHPYEMOTO OOBEKTA.

Tecmuposanue 6HympeHHee — TECTHPOBAHHE, KOTOPOE TIPOBOIUTCS C MUCIIONb-
30BaHHMEM CPEJICTB M CIIOCOOOB, HAXOAIINXCSl BHYTPHU 3aIIHAIIIAEMOT0 MIEPUMETPa Te-
CTUPYEMOT0 0OBEKTA.

Tecmuposanue demepmuruposanHoe — TECTUPOBAHUE, TIPH KOTOPOM TTapaMeT-
PBI TECTHPOBAHUS JHHAMHYCCKA H3MCHSIOTCS 0 JICTCPMHHUPOBAHHBIM 3aKOHAM.

Tecmuposanue ounamuyeckoe — TECTUpOBaHUE 00BHEKTa HA OCHOBE TUHAMMYE-
CKH M3MEHSIOMUXCST HAabOpax BXOJHBIX JAaHHBIX, YCIOBHUAX (DYHKIIMOHUPOBAHMUSI,
CTPYKTYype, U T. [I.

Tecmuposanue unmezpayuosHoe — TECTUPOBAHNE, KOTOPOE OPUCHTHPOBAHO Ha
MIPOBEPKY B3aMMOICHUCTBHUS MEXKIY dIIEMEHTAMHU UCCIETyeMOTr0 OOBEKTa.

Tecmuposanue necanbHoe — TECTUPOBAHUE, KOTOPOE MPOBOAMTCS B paMKax
CYIIECTBYIOIIECTO 3aKOHOAATEILCTBA, KaK IMPAaBHUJIO, HA OCHOBAHUH JOTOBOpA C 3aKa3-
YUKOM.
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Tecmuposanue moOdyrvHoe — TECTUPOBAHHNE, KOTOPOE OPHEHTHPOBAHO HA MPO-
BEPKY (YHKIMOHHPOBAHUS OTIEIBHO B3STOTO JIEMEHTA, MOMYJIS MM KOMIIOHEHTa
HCCIIEIYEeMOr0 0OBEKTa.

Tecmuposanue na ocHoge «6enoz2o AWuUKa» — TECTUPOBAHHUE, NMPU KOTOPOM
HMeeTcsl OCTYM K MOTHOM HH(OpMANNHU O CTPYKTYpe W (PYHKIMOHHPOBAHWHU HCCIIe-
JyeMOW CHCTEMBI.

Tecmuposanue na ocHoge «cepoco AuwuKa» — TeCTUHpOBaHUE, IPH KOTOPOM 4a-
CTHYHO M3BECTHO O MapaMeTpax MCCIeIyeMOW CHCTEMBI, HO HWHpopmMarms 000 Bcex
MIPUHIUIAX €€ QYHKIMOHUPOBAHUS U CTPYKTYPHI SIBIISTFOTCS] CKPBITBIMH.

Tecmuposanue Ha ocHO8e «4epHORO SAWUKA» — TECTUPOBAHHE, IPH KOTOPOM
nHpopmaIys o napamerpax, CTpyKkType U IpHHIMNAX (yHKIHOHUPOBAHHS UCCIIEAY-
€MOM CUCTEMBI SIBJISIETCS] U3HAYAJIBHO HEAOCTYITHOM.

Tecmuposanue na ocnoge mooeel — TEOPETHUECKUH MOAXO0/1 K TECTHPOBAHUIO,
OCHOBAHHBII Ha MOCTPOCHUH COOTBETCTBYIOIUX MOJEIECH U UX UCCIIEJOBAHHM.

Tecmupoganue nenezanvHoe — TECTUPOBAHNE, KOTOPOE OCHOBAHO Ha ITOJTyde-
HUM nH(OpMaMN 00 ySI3BUMOCTSIX HCCIIEyeMOH CHCTEMBI HENIETAIbHBIMU ITPOTHBO-
3aKOHHBIMH CIIOCOOAMH.

Tecmuposanue naccuénoe — TECTUPOBAaHHUE, KOTOPOE HE BHOCUT U3MEHEHUIl B
peanbHbI 00BEKT MCCIEOBAaHUS WM B €r0 MOJICNIb-TIPOTOTHI, a TaKXKe HEe MepeBo-
JIAT UX B I3MEHEHHOE COCTOSHHE.

Tecmuposanue cucmemnoe — TECTUPOBAHUE, KOTOPOE OXBATBHIBAET LEIMKOM
BECh OOBEKT M €T0 BHEUTHHE HHTEPQEHCHI, a TaKoKe cpeay (QYHKIIHOHUPOBAHMS.

Tecmuposanue cneyuanbHbIMU cpeocmeamu U cnocodamy — TPAKTHIECKHH
MIOZIXOA K TECTUPOBAHMIO, B OCHOBE KOTOPOTO JIEXKAT AKCIIEPHMEHTBI 10 HCIIOIb30Ba-
HUIO CPEACTB U Croco00B MH(OPMAIIMOHHBIX BO3JCHCTBUH NMPOTUB OOBEKTA TECTH-
POBAHUSI UK €TO MPOTOTHUIIA.

Tecmuposanue cmamuyeckoe — TECTUpOBaHUE 00BEKTa HA KOHKPETHOM Habo-
pe BXOIHBIX JAaHHBIX U MapaMeTPOB JIMOO AKCIICPTHBIN aHAIN3 CXEM alNapaTHON da-
CTH U KOJIa MPOrPaMMHON 9aCTH TEXHHUECKHUX CPEJICTB, a TAKXKE SKCIEPTHBIN aHANN3
TTOJIUTUKN 0€30MTaCHOCTH OpTaHM3aIHH.

Tecmuposanue cmoxacmuueckoe — TECTUPOBAHHUE, MPU KOTOPOM HAPAMETPBI
TECTHPOBAHUS JMHAMUYECKN U3MEHSIIOTCS 110 BEPOSTHOCTHBIM 3aKOHAM.

Texnuueckas pazeedxka — CM. pa3Be/ika TEXHUYECKasl.

Texnuueckuil ayoum — CM. ayTUT TEXHAYCCKAH.

Tposin — BUpPYC, OCHOBHOHM MLEJIBIO KOTOPOTO SBISIETCS JECTA0MIN3UPYIOIIee
BO3JieiicTBHE HAa MH(MOPMAIMOHHYIO CUCTEMY ITyTEM BBINOJHEHHS] HECaHKIIMOHHPO-
BaHHBIX JCHCTBUI, CBS3aHHBIX, KaK MPABHUJIO, C HAPYIICHHEM PabOTOCIOCOOHOCTH H
Oe3omacHOCTH MH()OPMAITMOHHOW CHUCTEMBI, CHIDKEHHEM ee¢ d(h(HEeKTHBHOCTH, H3Me-
HEHHEM JIOTHKH ee (DyHKIIMOHUPOBAHMS, a TAKKE HECAHKIIMOHUPOBAHHBIM HCIIOIb30-
BaHHUEM €€ PECypCOB.

Yoanennasn cemesas amaxa — cM. aTaka ceTeBasi yJjaJcHHas.

Dopmamnas KomnvlomepHas pazeedka — CM. pa3Beika KOMITbIoTepHas (op-
MarHas.
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Yepsv — BUpYC, PacIpOCTPAHSAIOMIMIACS MO CETSAM U KaHaJaM CBA3M U CHOCO0-
HBII K CAMOCTOSITEIIEHOMY ITPEOIOJICHUIO TIOJACUCTEM 3aIIUTHl HH(OPMAITHOHHBIX CH-
CTeM, a TaKKe K CO3JAaHMIO U JalbHEHIIeMy PacHpOCTPAHEHUIO CBOMUX AyONHMKaTOB
(HEOOsI3aTENFHO COBMAAIONINX C OPUTHHAIIOM).

Dxrcnepumenmanvhbiil ayoum — CM. ayTUT Ha OCHOBE SKCIICPUMEHTAIBHBIX HC-
CJIeI0BaHUM.

Dxcnepmuviil ayoum — CM. ayIUT YKCIICPTHBIN.

Dkcnaotim — MOTSHITNATIBHO HEBPEIOHOCHBIH HAOOp JaHHBIX, KOTOPBIH HEKOP-
PEeKTHO oOpabaTbiBaeTCs MHPOPMAIIMOHHOW CHCTEMOH, paboTaroniel ¢ TaKUMH JTaH-
HBIMH, BCIICIICTBHE OIIMOOK B HEil. Pe3ynbTaToM HEKOPPEKTHOH 00pabOTKH TaKoro
Ha0bopa JaHHBIX MOXKET OBbITH MEpPeBOJl MH(POPMALMOHHOW CHCTEMBI B YSI3BUMOE CO-
CTOSTHHE.
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